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Ethernet, wireless and dial-up, 
all spoken here. 


Switching from network to network is a snap with 
Access Connections on the IBM ThinkPad notebook. 

Like a mobile interpreter accompanying you, Access % 

. Connections on the ThinkPad® notebook can help you 
, connect in a variety of locations. Access Connections is : 
a part of Access IBM, which offers a wealth of support tsw 
simplify access to online (requires Internet access account] 
not included) and on-system, information and help answer 
questions. The ThinkPad notebook also has other features 
which make life easier, like integrated wireless ton select 
models) and the: preloaded: IBM Rapid Restore PC software. 
It's a one-button recovery solution that helps restore data, 

: : including applications and operating systems, quickly and m 
easily. And the ThinkPad notebook has a lightning-fast 
Mobile Intel® Pentium* 4 Processor - M on select models 
to power it all. virtually anywhere work takes yc 


See opposite page lor warranty information. 









IBM Makes Wireless Easy. 

IBM Access Connections software simplifies management 
of multiple connectivity environments. By saving the settings 
tor your wired and wireless connections (if applicable). : 
it makes switching between them easy. 


IBM Wireless Networking Options 



with Publisher. 


View the future of computing today. 

Learn about the new IBM Think initiative 
and how it can benefit your business. 
(aotoibm.com/shop/m499 


1 866 426-7320 ibm.com/shop/m499 































Focus On: Internet Safety 


Reviews 


12 Tech Diaries 


54 Safety On The Internet 

Just as it’s dangerous to venture down a lovely, tree-lined park path in the 
dead of night, it’s dangerous and unadvisable to perform certain tasks on the 
Internet. With common sense, a degree of caution, and a few protective mea¬ 
sures, however, you can surf safely. 

56 Coping With 'Net Nasties 


Our Smart Computing colum¬ 
nists spent some quality time 
with computer and computer- 
related hardware to get beyond 
the benchmark scores, statistics, 
and marketing hype. Find out 
what they liked and disliked 
about their choices inside. 
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62 
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69 

72 

75 


Although “virus” appears to be a catchall term for malicious code, it’s not. 
We’ll talk about all kinds of nasty vermin, including viruses, worms, and 
Trojan horses, and let you know what you can do to protect your system. 

Secure Online Shopping 


Despite encryption standards that are nearly impossible to crack, 
there’s some risk associated with using your credit card to shop 
online. Although thieves rarely hack credit card sites, there are 
employees who have access to the databases of credit card num¬ 
bers, and you have no control over that variable. 


Close Your Ports' Vulnerabilities 

As unsettling as the idea is of someone hacking into your computer 
to steal your personal data, your personal data isn’t the likely target. 

A cracker would probably rather use your computer as a front to hack 
into bigger systems, and the forensics trail would lead right back to 
your computer. 


Monitor Internet Use 

If sometimes it feels as if somebody’s watching you, it may be because some¬ 
one is—well, maybe not you, but your email and your Internet use. As many 
as 63% of the businesses American Management Association surveyed in 
2001 said they monitored their employees’ Internet use. 


Wolves With Sheep's Screen Names 

A stranger is a stranger whether online or offline, and you and your family 
need to take the same precautions in the virtual world as you would when 
approached by a stranger in the physical world. 

Avoid Identity Theft 

The only way to ensure your credit card number is completely safe is 
to cut up the card and close the account. Crackers, social engineers, and 
unscrupulous bank employees pose potential threats to your card’s security, 
but there are a few precautions you can take to help safeguard your money 
and your identity. 


Glossary Of Terms 


18 Know Thyself 
& Everything Else 

Encyclopedia books are bulky, 
expensive, and boring. 
Encyclopedia software fits in the 
palm of your hand, costs less 
than one-tenth the price of a 
book set, and includes video, 
audio, and interactive features. 
We examine four programs and 
show you which one to buy. 

21 Software 

Portable/PDA: 

DataViz Document To Go 5 
Premium Edition 21 

Financial: 

Income Dynamics 
ItsDeductible 6.0 22 

Graphic Manipulation: 

LifeScape Solutions Picasa 1.5 22 

24 Impulse Items 


Each month, we take a look at 
several useful gadgets and pro¬ 
grams you can get for $20 or less. 
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26 Now Boarding: A New 


Round Of Updates 


*0 


updates for you this month, 
including the controversial 
Media Player 9 updates. We also 
have a few tips, including one 
that will let you get rid of Media 
Player 9 if you try it and don’t 
like it. fm 


28 Prevent Disaster 
With Backup 


Be prepared for hard drive dis¬ 
asters and give yourself some 
peace of mind by creating a 
mirror image of your comput¬ 
er’s most precious data using 
Windows 98’s Backup utility. 


40 How Did They Do That? 

Play Nice & Share 

Sharing music files over the 
Internet is a popular pastime for 
many computer users. With so 
much interest focused on such ser¬ 
vices as Morpheus, Kazaa, and the 
now-defunct Napster, we decided 
to take a look at how these file¬ 
sharing applications work. 

42 Face-Off: 

AOL vs. MSN ™■■■ 


86 Complete Access, 

All The Time 

As a paid subscriber to Smart 
Computing, you have immedi¬ 
ate access to a virtually endless 
number of computing resources 
designed to make Smart 
Computing your No. 1 source 
for computing help and info. 


Tidbits 


92 Memory: 

The Faster The Better 


Although we weren’t exactly 
bowled over by either of the 
upgrades, we found a few things 
to like about AOL 8 and a few 
more to like about MSN 8. 


Memory helps your processor 
get the job done faster. We’ll 
show you how to determine 
which memory is right for 
your computer. 


31 


Play It Safe With 
WinMe's System Restore 


Having trouble with your 
WinMe system? If your 
system isn’t performing as 
well as it used to, use the 
System Restore feature to 
roll your system back to a 
time when everything was 
working well. 





36 Seeing Double 


Tired of your overcrowded 
monitor screen? Considering 
purchasing a larger monitor? 
You might want to consider 
using dual monitors with your 
PC before you do that. We’ll 
tell you which operating sys¬ 
tems support the use of dual 
monitors and help you hook 
them up. 


46 Site Guide: Google.com 

Google is synonymous with 
Internet searches. If you’re not 
Googling, you’re probably not find¬ 
ing as much as you could be online. 

49 Web Tips 

50 Find It Online 



77 The Mother Of All 
Projects, Part 2 

You’ve finished the assignment 
we gave to you in the last issue, 
shopping for a new mother¬ 
board, and now it’s time to 
install your new components. 
This month we give you the 
step-by-step instructions to fin¬ 
ish the mother of all PC Projects. 


Quick Studies 



94 You've Lost That 
Burnin' Feeling 

Having trouble getting your CD- 
RW (CD-rewriteable) drive to do 
your bidding? We’ll describe 
some common pitfalls and walk 
you through a variety of tips you 
can use to improve your CD 
burning experience. 

98 Examining Errors 

We tackled a few Internet 
Explorer-related problems, 
resolved a boot error, and wres¬ 
tled with a tough hardware error 
this month. 

100 Quick Fixes 
102 Q&A/FAQs 

You have questions. We have 
answers. The Smart Computing 
staff responds to your queries. 



80 Microsoft Word 
Splash Your Document 
With A Watermark 

81 WordPerfect 

Add Captions To Graphics 

82 Excel 

Data Validation, Part II 

83 Quicken 

Enable Automatic Updates 

84 Quick Tips 


107 Action Editor 

Can’t seem to get a response from 
a vendor or manufacturer? If you 
need help, we’re here for you. 
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Editor's Note 


L ife is not a spectator sport. It’s meant to be lived, to be enjoyed, and to be participated 
in. This means that we take certain risks: We go for walks, we enter into relationships, 
we bear and raise children, we run, we jump, we work hard and play hard. ... In other 
words, we live. And we do it in spite of the fact that all of these activities entail potential 
hazards: We could Step off the curb and get hit by a car; we could initiate a relationship, 
only to be rejected or hurt; we could fall while climbing or hiking; we could be injured 
while playing tennis, football, or golf. 

So why do we do it? Well, we know that if we take reasonable precautions we’ll be 
reasonably safe. And we know that the risks of not participating in life, of sitting at home 
cocooned in safety and isolation, may be even greater than the risks of truly living. 

Traversing the Internet, that vast network of networks we sometimes call the “infor¬ 
mation superhighway,” is like traveling any other highway: Using it entails a certain 
amount of risk. A cyber-traveler’s computer could be hacked, her identity stolen, her 
children preyed upon, her files corrupted by a virus, her sensitive data compromised. 

All of these things could (and do) occur. So, what are your options? How can you ensure 
your safety and that of your loved ones? Well, if you were determined to circumvent high¬ 
way risks of all sorts, you could always leave your car locked up in your garage. That would 
definitely help you avoid auto-related hazards. And you could steer dear of Internet-related 
perils in a similar fashion: Just leave your modem locked up in your garage. Or better yet, 
drop your computer into a 50-gallon drum of concrete, wait for it to set, then dump the 
whole thing into the ocean. There you go. See? Perfect safety. But at what cost? 

The technology is yours; don’t let others scare you out of using it. Instead, take reason¬ 
able precautions to maximize your cyber-safety. We’ll help. In this issue, we’ll tell you 
what you need to know about viruses, hacking, chat rooms, and spam in order to help 
keep you and your family safe. 

So live wisely, but live. As someone once said, “A ship in the harbor is safe, but that is 


)t what ships are built for.” 


Rod Scher, Publication Editor 


Now Available On Newsstands... 



Computer Power User • 9 DVD Writers: Which One Is Best For You? 

DVD+/-RW will be coming into its own this year. We’ll show you the best drives and the 
newest technologies. Also, you’ll learn how to get your home VHS and camcorder 
movies onto DVD for a lifetime of memories. And for those of you behind on your taxes, 
check out our tax preparation software roundup. 

Learning Series • windows Extras 

Microsoft’s Windows operating systems do a lot of things very well, but there’s still room for 
improvement. This month in the Smart Computing Learning Series , we’ll show you how to get 
more out of Windows XP, Windows Me, and Windows 98 by taking advantage of the wealth of 
available patches, updates, and fixes via Windows Update, and we’ll take a look at Microsoft 
and third-party add-on utilities you can use to make Windows a more complete OS. 

Reference Series • windows a-z 

This huge issue is full of tips and tutorials for all of the most popular versions of 
Windows including 3.x/95/98/Me/NT/2000 and XP. You’ll find installation help, trou¬ 
bleshooting advice, and step-by-step articles that show you how to get the most from 
your operating system. 


Corrections/Clarifications 

Our March “Digital Photography” issue included (pg. 76) two glossary items that 
seemed contradictory, depending upon how one chooses to use the terms "larger” 
and “higher.” A “large” aperture, which lets more light strike the film or sensor, is 
indicated by a smaller number. Thus, f5.6 allows in more light than fl 1. 
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AMD Catches Up 
With Intel (Again) 


I f you’ve been using a computer for 
more than a couple of years, you 
probably remember when a CPU 
with a 1GHz clock speed (the rate at 
which the CPU processes instruc¬ 
tions) was pretty darn fast. Today 
you can find complete desktop sys¬ 
tems that cost less than $1,000 and 
include CPUs with clock speeds of 
2GHz or faster. But there’s more to 
CPU performance than speed, a fact 
that’s worth keeping in mind when 


you're trying to figure out whether 
to buy a system with an AMD 
(Advanced Micro Devices) processor 
or an Intel processor. 

AMD's most recent CPU release is 
the Athlon XP 3000+, which has a 
2.1 GHz clock speed and is designed 
to compete with Intel's latest, the 
3.06GHz Pentium 4. Both of these 
processors have expensive retail 
prices (the Athlon XP 3000+ costs 
$588, and the 3.06GHz Pentium 4 


costs $637 for manufacturers that 
buy them by the thousands), so 
you’ll only find them in costly, high- 
performance systems until faster and 
better processors replace them in 
coming months. Still, the new 
processors serve as good examples 
for explaining the difference between 
the Pentium and the seemingly 
slower Athlon. 

Many things, such as compatibility 
and cache memory (more about 
those in a moment), factor into how 
well a CPU performs. One especially 
important issue is how many instruc¬ 
tions a processor performs during 
each clock cycle. After all, computer 
processing boils down to performing 
calculations with the Is and 0s that 
make up binary data. If the Athlon 
XP 3000+ and the 3.06GHz Pentium 
4 performed the same number of cal¬ 
culations per clock cycle, the Athlon 
would clearly be the lesser of the 
two. However, AMD uses a tech¬ 
nology it dubs QuantiSpeed to make 
its Athlon processors perform more 
calculations per clock cycle than do 
the Pentium 4 processors. That’s why 
the Athlon XP 3000+, rated at "only" 
2.1GHz, can be said to offer roughly 
equivalent performance to the 
3.06GHz Pentium 4. 

The Athlon XP 3000+ also has a 
large amount of cache memory 
(more than any other desktop 
system CPU), which means it keeps 
the numbers it crunches closer to 
home and thereby increases effi¬ 
ciency. It also fits in the same slot as 
earlier Athlon XP processors, which 
makes it friendly to system and 
motherboard manufacturers. 


Seniors Glad To Be Caught In The Web 

A recent SeniorNet survey of adults 50 years of age and older found that 
baby boomers and senior citizens are avid, long-term Internet users. 
Top reasons for using the Internet include staying in touch with friends and 
relatives (94%), keeping up with the news (72%), and doing genealogy re¬ 
search (70%). Here’s a look at how much time respondents spend on the 
Internet, and how they learned to surf the Web. 

Time Spent On The Net 


Here’s how much time respondents 
spend on the Internet each week, 
rounded to the 
nearest percent. 

t or More , 

?£/ er n lg4%/ to tot 

1% L_rT-*“— Hours 

Less Than— 1 
5 Hours 

7% 


And this is how long respondents have 
had Internet access, rounded to the 
nearest percent. 

12 to 23.Months 8*^ 


6 to 11 Months 

3%- 

Other 1 % 

Less Than 6 Months- 

1 % 


When asked how they 
learned to use the 
Internet, respondents 
were permitted to check 
all of the following 
answers that applied. 


5 to 9 Hours Iff 

Method For Learning To Surf 

Teaching Myself _ 

Taking A Class 
Getting Help From A Relative 
Getting Help From A Peer 
Accessing It In The Workplace 
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Centrino Is Here: 

Big Performance In A Small Package 


N otebook users take note: 

Intel's newest technology 
brand, dubbed Centrino, will 
change the face of mobile com¬ 
puting. But maybe not to the ex¬ 
tent that Intel hopes. Centrino 
marks the first time Intel has given 
a single brand name to a group of 
technologies. Three technologies, 
to be exact, make up the Centrino 
module: the new Pentium-M 
processor; the new Intel 855 
chipset to support the Pentium- 
M; and a mini-PC wireless net¬ 
working adapter using the 802.11 b 
(or Wi-Fi) standard (a module 
that includes both the 802.11a 
and 802.11 b standards has been 
delayed until later this year). 

According to Intel, there are 
three major benefits you can 
expect from Centrino-based 


notebook computers: WLAN 
(wireless local-area network) capa¬ 
bilities including wireless Internet 
access; increased processing power 
for multitasking and processor-in¬ 
tensive applications, such as video 
editing and extended battery life. 
Wireless access is a no-brainer 
given the module’s Wi-Fi adapter, 
and early reports show that the 
Pentium-M performs better 
than other mobile processors 
in benchmarks. Reports 
also indicate that in¬ 
creased battery life is 
marginal, albeit better 
than what's available 
today. Centrino-based 
products should be on 
the shelves by the time 
you read this. 



Power Lines Deliver Broadband 


C ould connecting your PC to 
the Internet someday be as 
easy as plugging it in to an ordi¬ 
nary household electrical outlet? 
That’s a trick question, be¬ 
cause it's already being 
done. Today cable TV 
companies and tradi¬ 
tional ISPs (Internet 
service providers) 
have a lock on broad¬ 
band Internet access, 
but thanks to utility com¬ 
pany experiments in the United 
States and Europe, it could be a 
viable reality for American con¬ 
sumers in the near future. 
Encouragement from the FCC 
(Federal Communications 
Commission) is also bolstering 
the technology. 

Electric companies in Illinois, 
Missouri, Oregon, and elsewhere 
have expressed interest, with 


0 

V 


hopes that the technology will 
bring the Web to folks who 
don't already have Internet ac¬ 
cess, especially those living in 
rural areas cable companies 
and ISPs don't service. 

^ The concept seems 
V straightforward, but it 
■ faces many technical 
challenges. Data 
transmissions must be 
routed to avoid trans¬ 
formers, for example. 

There are also numerous 
methods for getting the job 
done, making standardization 
another potential challenge. 

Large-scale tests are scheduled 
to begin before summer's end. If 
all goes well, expect some healthy 
competition, a growing number 
of broadband providers and in¬ 
creased profits for manufacturers 
of networking gear. 


Type With Confidence 

K ids these days seem to learn how to use com¬ 
puters and type quickly before they can even 
talk. If you’re older than 35, chances are you didn’t 
grow up with a PC in the classroom, which may 
mean that the only typing practice you’ve had took 
place in the often-dreaded high school typing class. 
But regardless of your age and level of computer lit¬ 
eracy, you might want to improve your typing 
skills. You can do it without direction, by hunting 
and pecking on a typewriter or using your com¬ 
puter’s word processing program, or you can use an 
instructional program 
such as Individual 
Software’s Typing 
Instructor Deluxe. 

When you first run the 
program, you can use the 
mouse to select one of four 
skill levels: Just Starting, 
Look And Type Typist, 
Touch Typist, and Expert 
Touch Typist. You must type your name to begin. The 
program then assigns you a “passport,” which is es¬ 
sentially a folder that holds your information and 
keeps it separate from others who use the program. 

The program screen looks like an airport ter¬ 
minal and includes clearly labeled links to various 
typing tasks. Instructions range in complexity from 
teaching brand new typists how to position their 
hands on a keyboard to helping experienced typists 
increase their speed. There are visual and audio skill 
tests at every level, and you can save your test re¬ 
sults to track your improvement. 

We found Typing Instructor Deluxe incredibly 
easy to use from start to finish. We especially appre¬ 
ciated the program’s dozens of settings for adjusting 
the instructional pace to meet individual needs and 
the many skill levels and needs it addresses. Our 
only gripe is that the flight departure and arrival 
voiceovers are obnoxious; they occur in the back¬ 
ground whenever the program is idle. Version 15.0 
works with Windows 98/2000/Me/XP and requires 
435MB of hard drive space (15MB if you run the 
program from CD), 32MB of RAM, a CD-ROM 
drive, and speakers or headphones. 

Typing Instructor Deluxe version 15.0 
$29.95 • Individual Software 
(800) 822-3522; (925) 734-6767 
http://www.individualsoftware.com 
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A Better Back Button 

I f you've spent any time using a 
Web browser, such as Internet 
Explorer, Netscape Navigator, or 
Opera, to surf the Internet, it's 
likely that you're well acquainted 
with the browser's Back button. 

Back and Forward buttons free 
you from having to type a URL 
(uniform resource locator; a Web 
site's address, such as http:// 
www.smartcomputing.com) each 
time you want to access a page. 
These buttons let you quickly go 
back and forth between Web 
pages you’ve visited. 

Back and Forward buttons 
have also made their way into 
countless programs and wizards. 
Microsoft, for example, has incor¬ 
porated them into its recent 
Windows OSes (operating sys¬ 
tems); you can see them when 
you use the Find or Search utility, 
Windows online help, or 
Windows Explorer. But regardless 
of how frequently you use the 
Back button, does it really live up 
to its potential? Computer scien¬ 
tists at the University of 
Canterbury’s HIT (Human 
Interface Technology) Laboratory 
in New Zealand think there's 
plenty of room for improvement. 

These researchers point out 
numerous limitations that cur¬ 
rent Back and Forward buttons 
face. For instance, the buttons 
stack the Web pages in chrono¬ 
logical order based on the order 
in which you accessed the pages. 

If you visit, say, 20 pages, use the 
Back button to go back to the 
first page you visited, and then 
type a new URL to access yet 



another page, you can no longer 
use the Back and Forward but¬ 
tons to access the other 19 pages. 
Those 19 pages are erased from 
the memory allocated to the 
Back and Forward buttons. 

Folks in the HIT Laboratory 
propose a few improvements, 
the most stunning of which is a 
completely re- 



you've visited, even if you have 
gone backward and forward in a 
fashion that would, with a 
normal Back button, remove 
those Web pages from the stack. 
If you've visited more pages than 
you can see in a drop-down 
thumbnail list, the browser auto¬ 
matically adds scroll bars so you 
can still access them. There's no 
word yet on when a modified 
Back button will be available to 
consumers at large. 


Large Capacity, Small Package 

Q : What gets bigger and smaller at the same 
time? A: Each successive generation of 
portable MP3 players. OK, so it’s a tired joke. But 
it’s true, especially in the case of iRiver’s family of 
tiny MP3 and CD players. 

We spent some time with iRiver’s iFP-190T, a de¬ 
vice that holds 256MB of MP3, WMA (Windows 
Media Audio), and ASF (Advanced Streaming 
Format) audio files; includes an FM tuner and mi¬ 
crophone; and weighs a mere 1.6 ounces. A nylon 
strap lets you can hang the device around your neck. 

The player comes with an illustrated 53-page 
manual with info necessary to use the product and its 
features. It’s about the size and shape of a BIC lighter. 
On one side there are three buttons: play/pause, FM 
timer memory and equalizer, and mode selector. 

The front of the iFP-190T has a small mono¬ 
chrome LCD (liquid-crystal dis¬ 
play), microphone, and a 
multifunction wheel that lets you 
control the volume, scroll through 
tunes, and select FM radio stations. 
The buttons are easy to use, but the 
wheel isn’t as intuitive as it could be. 

It took about five minutes to in¬ 
stall the software, attach the USB 1.1 
cable to our test PC and the iFP- 
190T, and follow the instructions for 
getting started. We downloaded 
35.8MB of WMA files from our test PC in 63 seconds. 
The roughly 4.56Mbps (megabits per second) is 
slightly less than the 4.8Mbps iRiver advertises. We 
downloaded 53 tunes to the device before it was full. 

We liked the iFP-190T’s speedy download times, 
extremely descriptive display screen, full-bodied 
sound, and ease of use. It also withstood shock 
fairly well, making it a good choice for runners. 

iFP-190T 

$199 

iRiver 

(408) 452-7940 
http://www.iriver.com 



"The electric shock represents people's anger at the mobile phone — 
People feel that pain should be inflicted on the people who misuse them." 
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New Products 


| Compiled by Dana Montey 
Quick takes on the latest hardware and software to hit the market at press time. 


Hardware 

5 4g Wireless DSL/Cable Cateway Router 

Belkin • $189.99 

Share a broadband Internet connection 
(800) 223-5546; (310) 898-1100 
http://www.belkin.com 

BA10002GB 

Bantam Interactive • $229.99 
Digital audio player with hard drive 
storage 

(314) 802-0132 
http://www.bantamusa.com 

Bluetooth Access Point With USB 
Print Server 

Belkin • $169.99 

Make your USB printer Bluetooth- 
compatible 

(800) 223-5546; (310) 898-1100 
http://www.belkin.com 

Cy Key Plus 

TesaTech Group • $129.95 
Wireless keyboard for your PDA that 


Creature Comfort For Your iPod 

If you have your very own iPod 
(Mac- or Windows-compatible), 
take a look at Habitat from Bubble 
Design. Habitat is a desktop cradle 
that keeps your iPod and all of its 
cords in one place while charging or 
downloading. Made out of clear 
crystal polycarbonate, Habitat has 
nonslip rubber feet and takes up 
minimal space on your desk. Bubble 
Design also offers Secure Habitat 
($39.99), which comes with a stain¬ 
less steel locking bracket for pre¬ 
venting others from snatching your 
cradle. ($24.99; 650/988-9090; 
http://www.bubbledesign.com) II 


uses chording technology 

hewdo@starband.net 

http://www.palm-pda-accessories.com 

DC2300 

BenQ • $169 

2-megapixel digital camera with 1.6- 
inch TFT LCD 
(866) 700-2367 
http://www.benq.com 

DRX-500ULX 

Sony • $429.99 

External drive supports most DVD/CD 
RW/R formats 
(800)352-7669 

http://www.storagebysony.com 

FinePix F700 

Fujifflm • $599.95 
6.2-megapixel digital camera, with 
30fps VGA video 
(800) 800-3854 
http://www.fujifilm.com 

FPS81S 

BenQ • $375 

Affordable, super-slim 15-inch LCD 
(866) 700-2367 
http://www.benqshopper.com 

i2eye Broadband VideoPhone DVC-1000 

D-Link • $299.99 

Stream your video phone calls to 

your television 

(800) 326-1688; (949) 788-0805 
http: / / www. dlink. com 

Microfilm Scanner 300 

Canon • $3,795 

Digital microfilm scanner to rid your 
office of piles of space-wasting files 
(800) 652-2666 
http://www.usa.canon.com 



MusicPad Pro 

Freehand Systems • $999 
Digital sheet music computer tablet, has 
64MB of RAM with a low-glare, back lit 
touch screen 
(650) 941-0742 

http://www.freehandsystems.com 

OmniView SE Plus Series 4-Port 
KVM Switch 

Belkin • $219.99 

Operate up to four servers from a 

single console 

(800) 223-5546; (310) 898-1100 
http://www.belkin.com 

Oyster 

Sherpaq Mobile Products • $179 
Transform your notebook PC into a 
desktop system 
(206) 783-3134 
http://www.oysterdock.com 

USB Active Extension Cable 

KDS USA • $27.99 

Extend the connectivity range for your 
USB-based PC peripherals 
(800) 237-9988; (714) 379-5599 
http://www.kdsusa.com 

Wireless Signal Booster 

Linksys • $99 

Boost your wireless signal to increase the 
range of your WLAN connection 
(800) 546-5797; (949) 261-1288 
http://www.linksys.com 
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Software 

1 -Step RoboPDF 2.0 

eHelp • $49 
Easily create PDF files 
(800) 944-6269 
http://www.ehelp.com 

Corel DESIGNER 10 

Corel • $469 

Create precise technical graphics 
(800) 772-6735; (613) 728-8200 
http://www.corel.com/designerlO 

Easy Card Creator 

Script Software • $30 

Create greeting cards on your Mac 

ecc@scriptsoftware.com 

http://www.scriptsoftware.com 

E-Z Estate Planner 

Made E-Z Products • $49.95 
Plan your estate with this 3-CD set 
(800) 822-4566; (954) 480-8933 
http://www.madee-z.com 

Hardwood Solitaire III 

Silver Creek Entertainment • $24.95 
Contains more than 80 solitaire games 
(888) 426-3638; (541) 474-3353 
http://www.hardwoodsolitaire.com 

iCIock 

Script Software • $20 

Lets Mac users keep track of all 

time zones 

iclock-info@scriptsoftware.com 

http://www.scriptsoftware.com 

NetBarrier 2003 

Intego • $49.95 

Protection from Internet perils for 
Mac users 
(512) 637-0700 
http://www.intego.com 

PopupEliminator 4.7 

SurfSecret • $29.99 

Now blocks messenger-service pop-ups 

(212) 937-3887 

http://www.surfsecret.com 


LiveWire Streams It All 

Never get bored with your local 
radio stations again. East Bay 
Technologies' LiveWire! Broadcast 
lets you search and access more than 
10,000 live radio stations and more 
than 11 million streaming media 
files. Add LiveWire! Broadcast to Real 
Player, RealOne, or Windows Media 
Player and you can find streaming 
media from any country, culture, or 
music genre. And because LiveWire! 
Broadcast uses streaming media, you 
don’t have to worry about taking up 
too much hard drive space. 

LiveWire! Broadcast is compatible 
with Windows 95/98/2000/Me/XP. 
($24; 925/251-9612; http://www 
.eastbaytech.com) II 


PrintMaster Greeting Cards Deluxe 

Broderbund • $39.99 

Create cards, invitations, stickers, 

and more 

(800) 395-0277; (319) 247-3325 
http://www.broderbund.com 

PrintMaster Platinum IS DVD 

Broderbund • $39.99 
Print project software for the whole family 
(800) 395-0277; (319) 247-3325 
http: //www.broderbund .com 



LiveWire! Broadcast 


Project Timer 1.4 

Script Software • $20 

Keep track of the time you work on 

a project 

projecttimer@scriptsoftware.com 

http://www.scriptsoftware.com 

Safeworld Hacker Stopper Firewall 2003 

Encore Software • $29.99 

Feel safe and secure while surfing the 

Internet 

(800) 755-3588; (310) 768-1800 
http://www.safeworldsoftware.com 

Safeworld Spam & Popup Blocker 

Encore Software • $29.99 
Eliminate annoying spam and 
pop-up ads 

(800) 755-3588; (310) 768-1800 
http://www.safeworldsoftware.com 

SendPhotos 

Novatix • $39.95 

Create and send picture email messages 

info@novatix.com 

http://www.novatix.com 

SmartDraw Photo 2.0 

SmartDraw.com • $69 

Image editing and management 

software 

(800) 501-0314; (858) 549-0314 
http://www.smartdraw.com 

SpamSubtract Pro 

interMute • $29.95 
Block junk mail from your Microsoft 
Outlook or Outlook Express Inbox 
(781)356-0990 

http://www.spamsubtract.com 

trueSpace 6.5 

Caligari • $595 

3D multimedia authoring software 
(800) 351-7620; (650) 390-9600 
http://www.caligari.com 

Winnow Cleaner 3.1 

Winnow Soft • $25 
Complete Internet cleanup utility 
info@winnowsoft.com 
http://www.winnowsoft.com 
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Introducing the all-new Gateway® 450 Notebook. 

Enterprising innovation powered by Intel® Centrino™ mobile technology. 



Gateway 450x. A better way for business. 

Featuring Intel" Centrino™ mobile technology and delivering ultimate mobile 
performance and wireless connectivity - the true mobile advantage your business needs. 

Starting at 

$1599 


Gateway 450x Notebook 



TECHNOLOGY 


Gateway recommends Microsoft* Windows* XP Professional for Business. AOL Keyword: Gateway 

Prices and configurations subject to change without notice or obligation. Prices exclude shipping, handling and taxes. Not responsible for typographical errors. 'Wireless connectivity and some features may require 
you to purchase additional software, services or external hardware. Availability of public wireless LAN access points limited. System performance measured by MobileMark* 2002. System performance, battery life, 
wireless performance and functionality will vary depending on your specific hardware and software configurations. Copyright ©2003 Gateway, Inc. All rights reserved. Gateway, the Spotted G Gateway Logo, the 
Spotted G Logo, the Black-and-White Spot Design and "A better way." are trademarks or registered trademarks of Gateway, Inc. in the U.S. and other countries. Gateway Terms and Conditions of Sale apply. Intel, 
Intel Inside, the Intel Inside logo, Pentium and Centrino are registered trademarks of Intel Corporation or its subsidiaries in the U.S. and other countries. Microsoft and Windows are registered trademarks of Microsoft 
Corporation. All other brands and product names are trademarks or registered trademarks of their respective companies. Ad: Arnell Group Ad Code: 112519 









Intel' Centrino 1 mobile technology. A better way to mobile. 


Breakthrough performance and wireless freedom that today's business and IT professionals 


demand - at the office, on the road and in the bottom line. 


Go farther - with integrated wireless 
capability for instant access to email, clients 
and your company's network. 



With integrated Intel® PRO/Wireless network connection for standard 
802.11b wireless. 


Go bigger - with mobile processor power 
for your most demanding business software, 
multimedia presentations and more. 


Premier Processor Performance 


With dedicated mobile micro-architecture that delivers increased 
performance at fewer MHz. 


Go longer - with hours of dependable 
single battery life to keep you on 
deadline and on target. 



With enhanced Intel SpeedStep® technology that improves power 
management and battery duration. 


Go lighter - with a thinner, lighter design 
that reduces your power needs while 
increasing mobility ease. 


mproved Form Facto 



| 877-851-5094 | 877-567-4329 | www.gateway.com/work | 

Corporate Small and 

and Enterprise Midsize Business 


Gateway 

A better way SM 
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Pocket Tunes 

Take The Nomad MuVo 
On Your Next Stroll 


I f your cassette player or CD player seems to get 
heavier each time you go jogging, you’ve probably 
been eyeing the new digital music players that are 
flooding electronics retailers. You have more flexi¬ 
bility with digital music files. They let you mix and 
match songs from different albums faster than you 
can with traditional formats, and you can store them 
on your computer’s hard drive instead of a towering 
CD rack. Most importantly, many digital music 
players are smaller than their predecessors. 

The problem with digital music players is the trade¬ 
off. When you buy the smaller, 
more convenient media devices, 
you often lose features, power, 
storage space, or all three (in 
which case it’s probably just a 
bad trade, rather than a trade¬ 
off). Larger players, especially 
players with hard drives, such as 
the Archos Jukebox series 
(http://www.archos.com), have 
huge amounts of storage space 
and all the features your current 
player has, but they are often as heavy (or heavier 
than) your cassette player. Creative Labs’ new Nomad 
MuVo 128MB almost breaks the rules, and it comes 
close enough that you’ll want to consider making it 
your new jogging partner. 

Both the Nomad and MuVo are tiny and light. 
That’s right; they are separate devices. The blue 
Nomad is a digital music player that derives power 
from a AAA battery. The MuVo, which has a USB 
(Universal Serial Bus) 1.1 attachment, acts as the 
Nomad’s hard drive, storing all types of digital 
files, which means you can carry important docu¬ 
ments or other files along with your music. To 
listen to music, you plug the MuVo into the 
Nomad. Even with the battery, the Nomad MuVo 
weighs a mere 1.4 ounces. 

Loading files onto the MuVo is so easy that you’ll 
find yourself doing it just to show off whenever you 
have guests. Simply detach the MuVo from the 
Nomad, push it into an open USB port, and double¬ 
click the My Computer icon. You’ll see a new drive 
complete with its own drive letter appear. Open the 



Nomad MuVo 128MB 


drive icon and then drag and drop your files into 
it. You don’t need to install any drivers if you plug 
the MuVo into computers running Windows OSes 
(operating systems) later than Windows 98 Second 
Edition. If your computer is running Win98 or 
Win98SE, you can install the necessary drivers 
with the Creative CD. 

The Nomad MuVo boasts excellent sound 
quality and includes a pair of comfortable ear 
buds. I also like the lanyard, which you can detach 
easily when you want to slip the Nomad MuVo 
into your pocket. The six small buttons let you ad¬ 
just the volume, sort through tracks, and repeat 
part or all of a track. Unfortunately, the device 
won’t start playing the first song when it reaches 
the end of the list. This is something of an irritant, 
but the feature saves battery power if you forget 
that the Nomad MuVo is on and leave it playing. 

One of the Nomad MuVo’s most basic features 
is also its most important. To turn the device on, 
you must hold the Play 
button for roughly two sec¬ 
onds. This may seem a little 
irritating, but you’ll learn to 
love it if you carry it in your 
pocket or bump it often. 
Portable devices, including 
many PDAs (personal dig¬ 
ital assistants), cassette 
players, and CD players 
often power on when you 
— press any of the buttons, 
even inadvertently. With the Nomad MuVo, 
you’ll never have to worry about draining your 
batteries accidentally. 

The Nomad MuVo, which has 128MB of 
storage space, can’t compete with digital player 
monsters such as the 20GB Jukebox. It doesn’t 
have a display that lets you sift through file names, 
either. However, the tiny device is no slouch. 
Although many players accept only MP3s, the 
Nomad MuVo plays both the traditional MP3s 
and the WMA (Windows Media Audio) files. The 
Nomad MuVo can hold about four hours of WMA 
music or about two hours of MP3s, and its battery 
lasts for about 12 hours. Once you buy it, you’ll 
find it hard to put down. II 


For More Information 

Nomad MuVo 128MB 
$149.99 
Creative tabs 
(408)428-6600 
(800) 998-1000 

http://www.americas.creative.com/welcomeasp 
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Big, Bright 
& Sharp 

HP's New 20-inch LCD Is Truly 
Top-Of-The-Line 


L CD (liquid-crystal display) monitors have come 
quite a long way in the past few years. Just three short 
years ago, you could expect to pay about $3,000 for an 
LCD that measured 17 inches or more diagonally. 
Today you can expect to pay about half as much (often 
less) for LCDs that are actually clearer, sharper, lighter 
weight, and more reliable than 
their not-too-distant ancestors. 

Identity Crisis 

Before Compaq’s and Hewlett- 
Packard’s contentious merger be¬ 
came finalized, Compaq was set 
to release a 20-inch LCD called 
the TFT2025. Although the mon¬ 
itor is still listed on HP’s Web site 

as the Compaq TFT2025, its cur- _ 

rent incarnation is the HP 2025. 

The TFT part of the original name is an acronym for 
thin film transistor, an LCD technology whereby each 
pixel (picture element, or tiny dot of color) is con¬ 
trolled by its own transistor. Sometimes referred to as 
active matrix technology, TFT technology is found in 
almost all LCD monitors on the market today. When 
HP rebranded the monitor, it dropped TFT from the 
product name, but the Compaq TFT2025 and the HP 
2025 are in fact identical. 

Handsome Design 

The 2025 has a good-looking two-tone (carbon 
and silver) design. The base lets you tilt, raise, and 
lower the screen with ease; this reminded me of the 
latest iMac, which is fairly heavy but only requires a 
featherweight touch to adjust the display. The moni¬ 
tor’s controls line the bottom front portion of the 
bezel for quick and easy access. There are six buttons 
in all; including one to open the OSD (on-screen 
display) menu; four to make adjustments to settings, 
such as brightness, contrast, position, and color tem¬ 
perature; and one auto-adjust button that works 


perfectly. I love it when monitors have an auto-adjust 
button because it saves you the time of scrolling 
through various settings and making trial-and-error 
selections to make images look just right. 

Setting up the 2025 is also a snap. It has ports on 
the back to accept input from analog, digital, S-Video 
(Super-Video), and composite sources. The screen has 
an antistatic, antiglare coating (as do most LCDs) to 
prevent unwanted side effects, such as the ability to see 
your reflection when the monitor is displaying dark 
images. Unlike many LCDs, though, the 2025 has wide 
170-degree horizontal and vertical viewing angles, 
which means that the image won’t fade or otherwise 
discolor when you view it from above, below, or on 
the side. This makes the 2025 a great monitor when 
you want to play a DVD for a roomful of people. 

High Performance 

To test the 2025,1 used Display- 
Mate’s Multimedia Edition diag¬ 
nostic software, which includes a 
series of test images that let you 
see how a monitor fares under 
stress. The 2025 passed every test. 
It showed an even balance of light 
to dark during grayscale tests; 
superb clarity during focus and 
resolution tests; and vibrant, on- 
key colors across the board. 

In practical testing, I viewed 
high-resolution images using Adobe Photoshop, and 
the 2025 made them look stunningly realistic and 
richly colored. Common office programs also looked 
fantastic (well, as fantastic as office programs can). I 
also used the 2025 to watch television from an analog 
signal, and here the monitor’s performance was on 
par with most LCDs. The 2025 has a picture-in¬ 
picture feature, which is great for TV-watching multi¬ 
taskers. Finally, I watched a DVD movie and played a 
round of Quake III, a 3D computer game, using the 
2025 with excellent, flicker-free results. 

At $1,399 retail, the 2025 is bound to be cost-pro¬ 
hibitive to many. But if you’re seriously looking for a 
large-screen LCD monitor to perform incredibly well 
with a variety of tasks, the 2025 has what it takes. II 


For More Information 

2025 

$1,399 

Hewlett-Packard 
(888) 999-4747 
(650)857-1501 
http://www.hp.com 
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Frame Your 
Digital Images 

Is The MemoryFrame 
Worth Your Money? 

T he popularity of digital photography keeps rising, 
with no end in sight. Many digital photographers, 
myself included, are looking for innovative ways to dis¬ 
play their pictures. This is where Pacific Digital’s 
MemoryFrame comes into the picture. 

MF Stats 

The MemoryFrame (compatible with Windows 
98/2000/Me/XP) lets you transfer pictures or slide- 
shows directly from your PC, digital camera, or 
memory card reader using a USB (Universal Serial Bus) 
1.1 interface. Your images appear on the Memory- 
Frame’s 5.6-inch TFT (thin film 
transistor) LCD (liquid-crystal dis¬ 
play). The MemoryFrame has 
16MB of RAM and 8MB of flash 
memory, which together can hold 
more than 50 images at resolutions 
of 640 x 480 or less. If the original 
image is larger, the MemoryFrame 
scales the size. 

The MemoryFrame includes a 
standard 5x7 wood frame, which 
you can swap for one of your own. 

To keep it secure, the Memory- 
Frame can be locked down with 
any standard Kensington notebook lock. 

You can use the included Digital PixMaster software 
to create, send, and retrieve slideshows, as well as to up¬ 
grade firmware. To create a slideshow, drag and drop 
(or copy and paste) images into Digital PixMaster and 
assign each image’s properties, such as image transi¬ 
tions, background colors, and image display time. Next, 
with your MemoryFrame connected to your PC, select 
Send Slideshow from the MemoryFrame menu. Once 
your images are in the MemoryFrame, use the built-in 
menu to change any of the assigned image properties. 

If you transfer images from a camera or card reader, 
you’ll use the built-in menu to select each image’s prop- 
erties.There are also on-board controls for contrast, for¬ 
ward, pause, reverse, and accessing the menu. 


Slideshow Of Memories 

To test the MemoryFrame, I created a 21-image 
slideshow using Digital PixMaster. I gave each image a 
different transition and background color but stuck to 
10 seconds for each image’s duration. I then trans¬ 
ferred my slideshow to the MemoryFrame, and within 
a couple minutes, my slideshow was up and running. 
The Digital PixMaster software earns an A+ for sim¬ 
plicity. To check out the built-in menu, I made some 
transition changes and deleted a couple of images. I 
also found the menu’s design intuitive and easy to use. 

While viewing on-screen images, I noticed that the 
LCD doesn’t display images well at multiple viewing 
angles. You’ll see image distortion unless you’re 
viewing images straight on. In addition, even when 
looking straight on, image quality was poor and dark 
at times. Adjusting the contrast helped to lighten up 
dark images, but then other images were washed out. 

Although transferring images from my PC was a 
snap, I wasn’t able to transfer images from a digital 
camera or card reader. Whenever I tried transferring 
from a camera, the MemoryFrame froze. I then at¬ 
tempted to transfer pictures from four card readers, 
trying both a SmartMedia and CompactFlash card. 

After all of this (and despite 
Pacific Digital’s best efforts— 
thanks, Rob), I was still unable to 
see how these features work. This 
isn’t to say that you would experi¬ 
ence the same problems; however, 
I can only report what happened 
during my testing experiences. 

Not Ready For Prime Time 

The MemoryFrame is an ex¬ 
citing concept, and it garnered lots 
of attention at the office, but as 
soon as people heard about the $329 price tag, they lost 
interest. Add to the high price tag the poor image 
quality and the fact that my test unit didn’t work with a 
camera or card reader, and I’d have to say that the 
MemoryFrame isn’t worth your money. If Pacific 
Digital can iron out these wrinkles and lower the price, 
the MemoryFrame might be worth consideration. II 


For More Information 

MemoryFrame 
Pacific Digital 
$329 

(888) 333-6732 
(949)252-1111 

http://www.pacificdigital.com 
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Paradise By The 
Keyboard Light 

The EluminX Will Take A Shine 
To Your Computer Desk 


A fter you put the kids to bed and turn off the tele¬ 
vision, a PC monitor’s warm glow can create a 
cozy haven amidst the dark confines of your house. 
This is PC escapism at its finest, but only until the 
darkness hampers your ability to find specific key¬ 
board keys in the shadows. 

Unless, of course, you have an 
EluminX keyboard, the first glow¬ 
ing keyboard to hit the consumer 
marketplace. Night owls and in¬ 
somniacs, rejoice, because this is 
what seems to be the perfect input 
device for PC users of the night. 



EluminX Illuminated Keyboard 


It Glows! 

I spend most of my day typing 
on a standard, decidedly nonsexy 
IBM keyboard, and excluding the 
rut my fingers have created in the 
Spacebar, it’s a good piece of equipment, with well- 
placed keys, solid construction, and appropriate tac¬ 
tile feedback. It also costs much less than the 
EluminX, so with that thought in mind, I expected 
nothing less than outstanding performance from the 
$100 Auravision product. 

I plugged my test EluminX keyboard into the PS/2 
port on my notebook. And then I groaned. Nothing. 
The keyboard, with its black casing and crystalline 
keys, didn’t appear to work. Figuring there was a 
problem with my PS/2 port, I kicked myself for turning 
down the company’s offer of a USB-enabled keyboard. 

I turned off the lights, however, and immediately 
saw that I was mistaken. A strong, eerie, blue glow 
emanated from the keyboard, illuminating each key 
for quick identification and providing enough light to 
see my immediate surroundings. 

Beyond Special Effects 

I turned on the lights again to begin my test of the 
EluminX. I found that in normal lighting conditions 


the keys’ edges have very little definition, and if you’re 
a hunt-and-peck typist, it is rather difficult to home in 
on keys with much speed. In addition, the low profile 
of each key makes the keyboard look and feel slim, but 
it means there’s less sensory information for your fin¬ 
gertips when you’re groping around the board. 

I also noticed that the EluminX keys didn’t have as 
much vertical movement as my IBM keyboard; there 
was a little less tactile feedback for poor typists like me 
who need lots of reassurance. In comparison to my 
IBM keyboard, the EluminX’s keys felt like they were 
stripped from a notebook PC and stamped into a 
desktop keyboard case, and as portable PC users know, 
not all notebook keyboards are fun to use. 

Mostly Just For Fun 

The EluminX lacked the plastic height-adjustment 
tabs that are standard on most key¬ 
boards. This was a problem for me, 
as I’m a lazy typist and I like the keys 
tilted slightly towards my torso; 
without those tabs, I was a bit un¬ 
comfortable, made more mistakes 
than usual, and experienced notice¬ 
able finger fatigue. 

One big positive: If you have vi¬ 
sion problems and you experience 
eyestrain-induced headaches in 
normal lighting, the EluminX may 
help ease your pain. However, if you 
don’t normally have eyestrain prob¬ 
lems (and you don’t do vampire-style night com¬ 
puting), this keyboard may not be for you. The 
EluminX keyboard appeals mostly to those who enjoy 
low-light computing and for gamers who turn off the 
lights for maximum suspension of reality. Users who 
don’t fall into either of those categories will probably 
want to wait for a non-slim version with upraised keys 
and better edge definition in regular light. 

If you don’t like the light blue glow, Auravision will 
offer a range of colors including clear, red, violet, or¬ 
ange, and dark blue; you will also be able to buy case 
colors in silver, black, or white. No matter which 
color becomes most popular, it’s easy to envision 
hordes of PC addicts adding an EluminX keyboard to 
make their computers look ever cooler to their tech- 
sawy friends. II 


For More Information 

EluminX Illuminated Keyboard 
$100 

Auravision 

info@eluminx.com 

http://www.eluminx.com 
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The world's leading computer 
companies buy memory from us. 


Order online: 

www.crucial.com 

or toll free: 1-888-363-5162 





BizRate.com 



Shouldn't you? 


When you buy a memory upgrade from Crucial you're buying directly from 
Micron—one of the world's largest DRAM manufacturers and a major supplier to 
the global computing industry. Buying directly from the manufacturer gives you 
access to the highest quality products at the lowest possible prices, backed up by 
expert technical support and world-class customer service, and topped off with 
guaranteed compatibility and a limited lifetime warranty. It's that simple. 

Order today and we'll ship it free!* 


256MB PCI33 SDRAM 

$4<|39 

for today's most popular systems 


FREE SHIPPING* 



The Memory Experts" 


crucial 
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Soft war e Head- To-Head _ 

Family & Education 

Know Thyself 
& Everything Else 

Which Encyclopedia Is Best? 



May 2003 Smart Choice • Encarta Reference Library 2003 


N o home should be without an en¬ 
cyclopedia. An encyclopedia con¬ 
tains the sum of all (OK, most) 
human knowledge, from Aristotle to 
Zeno. And sooner or later, nearly 
everyone feels a sudden urge to look 
up something, such as the year that 
Charlemagne became King of the 
Franks, or how steel is made, or why 
the heck Socrates drank that hemlock. 
The first place to look for the answers 
to such questions is an encyclopedia. 

Encyclopedias on disc are superior to 
book encyclopedias in nearly every way, 
but as with all things, some products 
are better than others. We’ll examine 
some of the latest encyclopedia titles 
and tell you what you can expect to find 
in each and which one we like the best. 


Encarta Reference Library 2003 


Microsoft 

$74.95 

(800) 426-9400 
(425) 882-8080 
http://www.microsoft.com 

Microsoft’s Encarta Reference 
Library has been one of the best and 
most popular encyclopedias for the 
past few years, and with good reason. 
The Encarta Reference Library 2003 
is stuffed with great features. It’s rel¬ 
atively easy to use, and the quality of 
the articles and other data is first- 
rate. We checked out the DVD-ROM 
version of the program. 

The interface for the 2003 version 
of Encarta Reference Library is similar 


to the 2002 version. The right side of 
the program’s home page is divided 
into two sections: What’s Inside and 
Cool Tools. The What’s Inside section 
includes the Articles Center, Maps 
Center, Multimedia Center, Timeline 
Center, Statistics Center, and several 
other similar starting points. The 
Cool Tools section includes online 
updates, translation dictionaries, and 
an Interactive World Atlas. 

The upper-left section of the home 
page contains the Find search box, 
which is where most forays into 
Encarta really begin. Type a few key¬ 
words in the Find text box, click Go, 
and you’ll see a list of matching arti¬ 
cles and multimedia components. The 
results are displayed in the Pinpointer 
section immediately below the Find 
text box. Scroll through the selections 
and double-click the article or multi- 
media feature that you want to check 
out. It’s easy. 

We typed feudalism in the Find text 
box and a list of matches appeared in 
the Pinpointer. The program also au¬ 
tomatically opened an article titled 
“Feudalism,” as it was the best match 
for our search term. The article out¬ 
line appears first, so you can quickly 
check out the contents of the article. 
You can jump to any point in the ar¬ 
ticle by clicking one of the headlines in 
the outline. You’ll also see a list of re¬ 
lated articles, and any sidebars or 
other elements related to your search 
will appear to the right of the article. 

Many of the articles contain multi- 
media extras such as pictures, sounds, 
animations, or videos. You can check 
out all of Encarta’s multimedia ele¬ 
ments by clicking the Multimedia 
Center link on the programs home 
page. Encarta is absolutely packed 
with multimedia elements, which are 
a nice complement to the written 
articles. Reading about Franklin D. 
Roosevelt’s Pearl Harbor speech is all 
well and good, but it’s much more 
powerful when you also listen to the 
actual recording. 

Encarta’s Interactive World Atlas 
is by far the best atlas in any of the 
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encyclopedias we reviewed. You can 
quickly zoom into and out of any part 
of the globe. The atlas includes tools 
to measure the latitude, longitude, 
and time of day of any location. You 
can also quickly find the distance 
between two points and add push¬ 
pins and virtual “sticky notes” to any 
location. The atlas has several map 
styles, including Comprehensive, 
Political, Physical, Time Zones, and 
Population Density. Click a place 
name on the map to find more infor¬ 
mation about it. 

The Encarta DVD-ROM contains a 
ton of information, but you can also 
download new articles through the 
program. You have to be a member of 
Club Encarta to download files, but 
the membership is free for the first 
several months. 

There’s a lot more to Encarta than 
we can cover in this article. It’s the 
kind of encyclopedia that children 
and adults alike will want to explore 
just for the heck of it. The program 
is well designed and thick with con¬ 
tent. Nobody does it better, and so 
Encarta Reference Library 2003 is 
our Smart Choice. 


Encyclopedia Britannica 2003 
Ultimate Reference Suite 


$69.95 

Encyclopedia Britannica 
(800) 323-1229 
(312) 347-7159 
http://www.britannica.com 

Encyclopedia Britannica has been 
the most well-known encyclopedia for 
generations. The quality of the articles 
in both the book and disc versions 
is consistently top-notch, and that’s 


certainly true of the 2003 Ultimate 
Reference Suite (on DVD-ROM) we 
checked out. 

Having said that, 
we weren’t as im¬ 
pressed with the 2003 
Ultimate Reference 
Suite as we were with Encarta. This 
is mostly due to Encyclopedia Brit- 
annica’s interface, which we don’t care 
for. Navigating the encyclopedia is 
not as intuitive as other programs 
we’ve seen. 

Like Encarta, Encyclopedia Brit¬ 
annica has a search and browse 
section in the upper left corner of 
the program’s home page. There are 
three tabs at the top of this section: 
Encyclopedia Britannica Library, 



Britannica Student Library, and Brit¬ 
annica Elementary Library. Pre¬ 
sumably, you select a tab before you 
search, and the search results will be 
geared toward adults or students of 
the selected level. In our experience, 
the Student and elementary tabs 
simply returned fewer results than 
the default Britannica Library tab. 

You can browse through the ency¬ 
clopedia entries alphabetically. Just 
click a letter in the Browse section to 
see a list of articles beginning with that 
letter. Below the Browse section are 
buttons for the encyclopedia’s World 
Atlas, Interactive Timelines, and 
Knowledge Navigator. 

We typed feudalism in the search 
box, and the program found 156 en¬ 
tries. The program didn’t automati¬ 
cally open the article on “Feudalism,” 
but this article was the first one dis¬ 
played in the search results. This is a 
good thing because Encyclopedia 


Britannica only displays 15 results at a 
time. You have to click a link to see 
more results, 15 at a time, and we 
didn’t feel like pressing it 10 times to 
see all the entries. 

Although we like the articles in 
Encyclopedia Britannica, we’re not very 
fond of how the program works. The 
Encyclopedia Britannica 2003 Ultimate 
Reference Suite is supposed to contain 
more than 21,000 multimedia ele¬ 
ments, such as videos and animated 
maps, but try finding them. There ap¬ 
pears to be no way to browse through 
the encyclopedia’s multimedia ma¬ 
terials, which is a little disappointing. 

The program’s World Atlas is also a 
letdown. The atlas has a very plain, 
uninteresting look, and exploring it is 
far less intuitive than in Encarta. The 
atlas also incorporates fewer features 
and content than Encarta’s atlas. 

We do like Encyclopedia Brit- 
annica’s Knowledge Navigator. The 
Knowledge Navigator is an interactive 
table that initially displays several 
general topics, such as Economy, The 
Earth, Science and Nature, etc. Click a 
topic and it moves to the center of the 
table while displaying several subcate¬ 
gories related to the topic, such as 
physics and biology. You can continue 
clicking topics and subtopics or 
double-click one of the topics to access 
articles related to it. It’s an interesting 
way to browse an encyclopedia. 

When you buy Encyclopedia Brit¬ 
annica 2003 Ultimate Reference Suite, 
you can register for updates and access 
to online content. 

We wish Encyclopedia Britannica 
2003 Ultimate Reference Suite were 
designed a little better. The program’s 
articles are the best, but the rest of the 
program’s features do not do justice to 
the Britannica name. 


Webster's Millennium 2003 Edition 
Platinum Encyclopedia Collection 


$29.95 

Multimedia 2000 
(206) 622-5530 
http://www.m-2k.com/pages 
/HomePage.asp 
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“Webster’s” is practically synony¬ 
mous with “dictionary,” but the 
Webster’s good name isn’t enough to 
rescue the Webster’s Millennium 2003 
Edition Platinum Encyclopedia Coll¬ 
ection. This was our least favorite en¬ 
cyclopedia package, by far. 

Let’s begin with the interface, or 
lack thereof. The program opens to a 
plain home page with four entries: Ex¬ 
ploring the Past, Encyclopedia, Multi- 
media, and Our World & Beyond. We 
clicked the Encyclopedia link, which 
opened another page that looked al¬ 
most like a blank page. This page 
doesn’t include a search box. Rather, 
you have to click a Search button at the 
bottom of the program window. This 
opens another page in which you can 
enter search terms. 

As with the other programs, we 
typed feudalism into the Search text 
box. The search returned 25 entries, 
listed in alphabetical order. Like 
Britannica, Webster’s encyclopedia 
only displays a limited number of re¬ 
sults at once, so if you receive a lot of 
results for a search, you’ll have to click 
through the entries to find what you 
want. Not a good way to organize 
an encyclopedia. 

This program seems to be disorga¬ 
nized in general. The articles don’t 



include oudines, and if you click a re¬ 
lated link, you may find yourself in the 
middle of a 30-page article, without 
knowing what the article is about. 

We checked out the Multimedia sec¬ 
tion next, such as it is. Rather than 
containing video clips, audio, and ani¬ 
mations, this section includes a hodge¬ 
podge of curious items, such as a 
Foreign Phrase Guide. The Foreign 


Phrase Guide could be useful except | 
that it’s limited to nine phrases, and | 
“Where’s the bathroom?” is not one j 
of them. 

I fiddled around with several other 
features in the program, and for the 
most part, the program was frus¬ 
trating to use and the content was 
lacking. This program was disap¬ 
pointing, and I soon got sick of using 
it. You will too. 



$19.99 

Topics Entertainment 
(800) 877-0738 
(425) 656-3621 
http://www.topics-ent.com 

The Webster’s encyclopedia was a 
disappointment, but you can find a 
good encyclopedia for less than $30. 
The two-CD World Book 2003 Deluxe 
Edition exceeded our expectations. 

World Book 2003’s layout is easy to 
navigate, although it looks a little car- i 
toony. The left side of the home page 
lists search options (under the Search 
heading) and includes Topics, Atlas, 
Dictionary, Time Frame, and What’s 
Online. There is a Browse section along 
the right side of the home page, which 
includes Surf the Ages, Just Looking, 
Media, and Monthly Spotlight. 

We checked out the Topics section 
first. The search layout is similar to 
that of Encarta. There is a search text 
box to the left side of the page, and the I 
results appear below the search text 
box. We typed feudalism in the search 
box, as we did with the other pro- j 
grams. World Book 2003 displayed an | 
article titled “Feudalism” at the top of 
the list. 

The articles in World Book 2003 
Deluxe Edition are a good read. 
Multimedia elements in the articles 
are thumbnailed, and you can click 
them to check them out. You can also 
see an outline of the article by clicking 
the Article Outline button. 

Check out the program’s multi- 
media materials by using the Just 
Looking option. Click Just Looking on 


the home page. This section of the 
program contains a drop-down menu 
listing the types of multimedia content 
available, such as animations, pictures, 
bubble views, and videos. The drop¬ 
down menu will display all of the con¬ 
tent in that category, which you can 
check out with a couple of clicks. 



We were surprised by the amount of 
multimedia material in the program, 
given that it only uses two CDs. The 
World Book 2003 is a definitely a great 
value pick. 

Final Word 

Microsoft does it again. The Encarta 
Reference Library 2003 is our Smart 
Choice because it offers the best ma¬ 
terial overall. If you’re looking for an 
inexpensive alternative, however, the 
World Book Encyclopedia Deluxe is 
the way to go. II 


by Michael Sweet 


Buying Tips 


If you have a DVD-ROM drive, buy a 
DVD-ROM version of an encyclopedia so 
you won't have to swap discs when 
you're looking up information. 

Deluxe or Reference packages usually 
have a few extra features, such as a 
dictionary or a thesaurus. They're the 
better buy. 

Choose an encyclopedia that offers 
online updates or additional Internet 
content. You'll get more mileage out 
of the encyclopedia that way. 
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Software Reviews 

Portable/PDA 


An Entire Office In Your Palm 


Documents To Go 5 Premium Edition 

$69.95 

DataViz 

(800) 733-0030 

(203) 874-0085 

http://www.dataviz.com 


F or many users, office 
suites are a crucial part 
of a desktop or notebook 
PC. Most of us work with an 
office application to some 
degree on a daily basis. With 
the proliferation of PDAs 
(personal digital assistants), 
extending the office applica¬ 
tion to the PDA platform 
has become increasingly 
popular. Microsoft includes 
scaled-down versions of its 
popular Word and Excel 
applications with its Pocket 
PC platform, while devices 
that use the Palm OS rely on 
third-party developers. 

DataViz is one such devel¬ 
oper. The latest release of its 
Palm OS office suite, Doc¬ 
uments To Go 5, lets users 
create and edit Word docu¬ 
ments, Excel spreadsheets, 
and PowerPoint presenta¬ 
tions on a Palm OS device. 

A PDA is an extension of a 
PC. As such, sharing data 
with a PC is a crucial compo¬ 
nent, and Documents To Go 
reflects the importance of 
not just creating, but sharing 
information. When a user 
synchronizes with a desktop, 
special conduits update doc¬ 
uments on the PC or the 
Palm so that mobile users al¬ 
ways have the latest version 
of their work available. 

You use the included 
desktop application to select 
which documents you want 


to transfer to your Palm. 
When users perform a 
HotSync, Documents To Go 
reformats selected data files 
and sends copies to your 
Palm. The next time you 
synchronize, Documents To 
Go updates files on your 
desktop or Palm as needed. 

The Premium Edition we 
reviewed includes DataViz 
Mail, Word To Go, Sheets 
To Go, Pics To Go, and 
Slideshow To Go. The all- 
encompassing Documents 
application lists all compat¬ 
ible files on your Palm. 
Select a file to open it in the 
proper application. 

Word To Go isn’t as full- 
featured as Microsoft Word, 
but it does a remarkably 
good job of keeping format¬ 
ting options intact. Boldface, 
italics, and other formatting 
options carry over from the 
desktop to your Palm. Word 
To Go includes support for 
embedded tables and graph¬ 
ics, as well as various fonts 
and formatting options. 
Supported formats include 
Microsoft Word, Word¬ 
Perfect, Word Pro, Apple- 
Works, ClarisWorks, RTF 
(Rich Text Format), TXT 
(text), Palm DOC format, 
and PDF (Portable Doc¬ 
ument Format. 

Sheet To Go lets you work 
with Excel, Quattro Pro, 
Lotus 1-2-3, AppleWorks, 


and ClarisWorks spread¬ 
sheets. You can use formulas 
to make quick calculations 
and adjustments. Sheet To 
Go doesn’t quite offer all the 
features you’ll find in Excel, 



but it’s good enough to help 
you get some work done 
while on the road. 

Slideshow To Go lets you 
practice that big presenta¬ 
tion anywhere. You can even 
make changes to your pre¬ 
sentation at the last minute, 
then sync the changes to 
your notebook and go. 

One of the things we like 
most is that Documents To 
Go is mostly software ag¬ 
nostic. StarOffice users, for 
instance, can use StarOffice 
Writer or StarOffice Calc to 
save documents and spread¬ 
sheets in a compatible for¬ 
mat, then drag and drop the 
files into Documents To Go. 
Slideshow To Go, however, 
requires PowerPoint. PPT 
files will not synchronize on 
PCs without PowerPoint. 

If you do have Office in¬ 
stalled, you can add a Doc¬ 
uments To Go menu to your 
Office applications. This 
menu lets you quickly mark 
documents you want to 
synchronize. Considering 


the popularity of Office, this 
will spare most users from 
having to manually add files. 

Of the remaining applica¬ 
tions in the Premium Edi¬ 
tion, DataViz Mail is the one 
that deserves the most atten¬ 
tion. DataViz Mail lets you 
synchronize messages in 
your Outlook or Outlook 
Express inbox. DataViz Mail 
transfers email attachments, 
as well as the message itself. 
That means if someone 
sends you a Word document 
attached to an email mes¬ 
sage, you will be able to view 
and edit the email message 
on your Palm. You can reply 
to these messages (complete 
with attachments). 

Pics To Go is yet another 
image viewer for Palm de¬ 
vices. The software includes 
support for GIF (Graphics 
Interchange Format), JPEG 
(Joint Photographic Ex¬ 
perts Group), BMP (bit¬ 
mapped), and PICT images. 

Documents To Go 5 re¬ 
quires Palm OS 3.5 or new¬ 
er, which means it will not 
run on many older Palm de¬ 
vices, including the original 
Handspring Visor and Visor 
Deluxe. The desktop soft¬ 
ware runs on Windows 95 
and newer or Mac OS 9.1 
and newer. DataViz Mail 
and Slideshow To Go re¬ 
quire a Windows OS. The 
Premium Edition is available 
for $69.95. Standard and 
Professional Editions are 
also available. Palm and 
Sony CLIE users might find 
Documents To Go on a CD- 
ROM included with their 
PDA. Such users can up¬ 
grade to the Premium Edi¬ 
tion for $29.95. II 


by Chad Denton 
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Picasa Takes 
The Big Apple 

A pple users are a tiny mi¬ 
nority among the com¬ 
puter masses, but Mac lovers 
get to use a few applications 
and devices that make main¬ 
stream PC users drool. PC 
users, of course, often get 
the last laugh, and as evi¬ 
dence we present Picasa, a 
program that lets you orga¬ 
nize your digital image col¬ 
lection—and also bears 
an uncanny (or possibly 
quite canny) resemblance to 
Apple’s iPhoto. 

After you install the pro¬ 
gram, it automatically lo¬ 
cates every image on your 
hard drive and places it into 
an album. When you start 
Picasa, you’ll see the various 


albums listed in 
a pane on the 
left side of the 
screen with la¬ 
bels, dates, and 
thumbnail im¬ 
ages. The center portion of 
the screen displays thumb¬ 
nails of each picture in the 
selected album, and the 
bottom and top portions of 
the screen are filled with a 
few elegant and easy-to-un- 
derstand tools. 

These tools let you zoom 
in and out on your images, 
hold selected images in the 
Picture Tray for subsequent 
actions, order prints from an 
online store, and more. You 
can also assign keywords to 



your photos so you can later 
find them quickly using the 
Search function. Assigning 
keywords here is easy, but 
still a bit tedious if you have 
a large set of images. 

As with most programs 
like Picasa, you can construct 
a basic slideshow. We much 
preferred the Timeline fea¬ 
ture, which organizes all of 
your albums chronologically 
and lets you swoop to dif¬ 
ferent albums and see in¬ 
stantly how those images fit 


you keep track of when cer¬ 
tain events happened, and it 
succeeds on both counts. 

Picasa isn’t the miracle 
photo organizer we’re pray¬ 
ing for; we want something 
that will automatically orga¬ 
nize pictures by image traits 
(such as color) and provide 
more advanced editing tools. 
But until that miracle pro¬ 
gram surfaces, Picasa is a 
worthy investment. II 

by Nathan Chandler 


Deduct, Deduct, Deduct 


A nother tax season has 
come and gone. By 
keeping records now, you 
can avoid last-minute hassle 
next year. Income Dynam¬ 
ics’ ItsDeductible helps you 
find tax savings from chari¬ 
table contributions and ex¬ 
penses such as medical 
costs. The idea is simple: 
You track donations and ex¬ 
penses throughout the year 
and have everything you 
need when tax season rolls 
around again next year. 

ItsDeductible tracks five 
types of donations: Non- 
Cash, Monetary, Mileage, 
Out-Of-Pocket, and Prop¬ 
erty (such as stocks and 
bonds). The program does 
most of your work for you. 
If you enter the number 


of miles you drove for a 
charity, ItsDeductible auto¬ 
matically enters the de¬ 
ductible amount. 

The Non-Cash function 
lets you browse a list of com¬ 
mon noncash donations, 
such as clothing, books, and 
small appliances. From each 
list, select the type of item, 
the quantity donated, and 
the estimated condition. 
ItsDeductible 
determines 
the item’s fair 
market value 
and tax deduc¬ 
tion. For ex¬ 
ample, a Sony 
baby monitor 
in poor condi¬ 
tion is valued 
at $2, while the 


same monitor in good con¬ 
dition is worth $13. If your 
donation doesn’t fit into one 
of ItsDeductible’s categories, 
you can create your own 
entry and use a drop-down 
menu to note the method 
you used to determine fair 
market value. 

ItsDeductible creates a 
variety of detailed work¬ 
sheets and reports to help 
you prepare your taxes. 
Also, Intuit’s TurboTax 
software will automatically 



import ItsDeductible data. 
ItsDeductible’s TurboTax 
Manual Data Transfer report 
creates screenshots of Turbo¬ 
Tax For The Web’s screens 
with your data filled in, 
making it easy to copy data 
to the Web form. 

This program should help 
many people find additional 
tax savings. If you’re looking 
for a way to avoid the last- 
minute tax crunch next year 
and minimize your tax pay¬ 
ments, ItsDeductible is a 
good place to start. II 


by Kylee Dickey 


ItsDeductible 6.0 

$29.95 

Income Dynamics 
(800) 506-6709 
(402) 330-9608 

http://www.itsdeductible.com 
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Record. Edit. Mix. Create . 

Desktop audio is more than just ripping MP3s. 


cool edit 

Take the next step. 


Download your copy today from www.cooledit.com. S yntrillium 













Impulse ., 

Compiled by Joshua Gulick | | | | Cool Stuff For Le'SS Than $ 

See it, like it, buy it. Impulse Items are products that capture your attention but won't 
make you dig too deep into your wallet. Check these pages each month for the latest 
interesting and inexpensive computing items we’ve run across. 


10,000 Drink Recipes For Palm OS 


Whether you are the neighborhood martini master or the exotic-yet-nonalcoholic- 
beverage provider, you probably trip occasionally while recalling complex recipes from 
your mental filing cabinet. If you keep a PDA (personal digital assistant) running the Palm 
OS (operating system) handy, you can browse Topics Entertainment’s (http://www.topics- 
ent.com) drink recipe software. The program breaks its massive recipe collection into five 
categories for easy browsing, including Party Themes and Specialty Drinks. If you don’t 
have time for the scenic route, use the search engine to find your recipe by name or letter. 
Buy 10,000 Drink Recipes For Palm OS for $14.99. 


Belkin Cable Ties 

If you think the tangled cables behind your com¬ 
puter create a mess, turn off your PC, open the case, and peek inside. Those brightly colored cables 
protruding from your power supply may do more harm than good if they block the airflow in your 
computer. Your PC’s fans push cool air across warm components (such as your processor and hard 
drive). Give the components room to breathe by bunching the cables together with Cable Ties 
($7.99; http://www.belkin.com). The nylon ties are reusable, so you can easily remove them the 
next time you make repairs to your computer. You can also use the 8-inch ties to organize the 
cables outside your computer. 




MouseMattress 

That custom mouse pad displaying a picture of your 
favorite pet may be cute, but it won’t do you any good 
if your wrist is hurting. If you find yourself reaching 
forward to use the mouse, avoid straining your neck 
and wrist by placing the MouseMattress (http://www 
.mouse mattress.com) on your leg. The Mouse¬ 
Mattress’ foam bottom keeps the mousing surface 
within easy reach. If you have a mouse with a cord, 
you can prevent the cord from sliding off the edge of 
the pad by placing it under a loop at the top of the 
MouseMattress. Buy the MouseMattress for $18.99. 
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Cropped-Out 


If you watched M. Night Shyamalan’s 
“Signs” and you have a taste for revenge, 
here’s your chance to turn the crop circles 
against the aliens. Clickgamer.corn’s 
(http://www.clickgamer.com) Cropped- 
Out (for a PDA [personal digital assistant] 
running the Microsoft Pocket PC operating 
system) involves a box of multiple, rotating 
crop circles. You can use the Pocket PC’s 
buttons to line up matching crop circles. 

You can score by matching three or more. 

The game also includes an interesting twist: 

Alien spacecrafts will occasionally hover over the crop circles to throw 
you off. You can shoot them down by matching crop circles directly 
above or below them. Buy Cropped-Out for $9.95 or try it free. 


Valley Of The Geeks 

If your computer is behaving badly and you need a 
good laugh, pick up a copy of Zack Urlocker’s Valley Of 
The Geeks ($14.95; http://www.valleyofthegeeks.com). 
The book includes several articles from the Web site and 
other articles he hasn’t posted online. Urlocker’s satirical 
articles describe some of the stranger events in Silicon 
Valley and make fun of Web annoyances, such as banner 
ads. Ulocker doesn’t offer the book from the Web site, 
but you can click the link on the main page to order 
from his publisher or go directly to http://www.iuniverse 
.com/bookstore. 


Strike-A-Light 


Battle the computer or other human opponents with 
lasers in this tic-tac-toe-meets-sci-fi PC game. Once you 
choose your opponents and the size of the board, you take 
turns placing colored disks and lasers on the board. After 
everyone’s tiles are on the board, you can activate the 
lasers to claim your opponents’ disks as your own. The 
winner is the one who holds the most disks at the end 
of the game. The game is easy to play and includes a 
thorough help file. Read The Rules In 30 Seconds 
section if you want a quick briefing before you grab 
your lasers and head for the board. Try Strike-A- 
Light (http://netplay.com.au/Strike/strikemain.htm) 
free or buy it for $19.95. 


MB Luggage Tags 


Have you ever wondered if the person standing next to you at the 
airport is going to the same user group meeting or trade show? Show 
your techie colors with Motherboard Enterprises (http://www.mother 
boardinc.com) MB Luggage Tags. Sets of three are available for $12. 
The tags are real circuit boards, so the color may vary slightly from tag 
to tag. You can enter your contact information on the tag’s other side. 
Who knows? Maybe a techie baggage 
handler will notice the circuit board 
and treat your bags gently. 


























Now Boarding: A New Round Of Updates 


To change the Windows XP Control Panel' 
default Category View to the retro Classic 
View, click the Switch To Classic View link. 


M icrosoft has been busy recently, releasing 
eight new Windows XP updates (Microsoft’s 
term for patches) in just one month. If you don’t 
already know the Windows Update drill, check out 
the Windows Update Revisited tip on the next 
page. For now, let’s take a look at the current crop 
of updates. 

Critical & Security Updates 

In the wake of the Slammer worm attack earlier 
this year, it’s not surprising that some of the new 
WinXP updates are security-related. Five of the 
new updates are critical and security updates. 
Critical updates are the ones Microsoft recom¬ 
mends you download and install immediately. 

Networking. The 329170 Security Update ap¬ 
plies to all WinXP users but is particularly aimed at 
WinXP corporate networks. The update relates to a 
flaw in how WinXP/2000 use the SMB (Server 
Message Block) protocol (a separate Win2000 
patch is also available). SMB is a file-sharing pro¬ 
tocol found in all Windows 
versions. It lets networked 
computers share files with 
each other and lets users 
modify those files. The 
329170 Security Update cor¬ 
rects this problem; it’s 572KB 
and takes about three min¬ 
utes to download. 

Unchecked buffer. One 
more in a slew of WinXP up¬ 
dates related to unchecked 
buffer issues, the 810833 
Security Update has to do 
with the Locator service that’s 
part of WinNT/2000/XP (separate WinNT/2000 
patches are also available). The Locator service is 
the part of Windows responsible for associating 
user-friendly names with the objects (printers, for 
instance) they represent. This update corrects the 
problem; it’s 379KB and takes about two minutes 
to download. 

Unchecked buffer, again. This time around, the 
unchecked buffer occurs with WinXP’s Windows 
Redirector component, which helps you accom¬ 
plish such tasks as mapping to a shared network 
drive. The 810577 Security Update solves the 
problem and applies to all WinXP users. The 



update is 645KB, and it takes about four minutes 
to download. 

Internet Explorer. Don’t let this fool you; this 
isn’t a rerun from the previous issue. This new up¬ 
date bears the long-winded name 810847 February 
2003 Cumulative Patch For Internet Explorer 6 
Service Pack 1. This is a package update that con¬ 
tains all the previously released patches for IE. It’s 
2MB and takes about 11 minutes to download. 

Web-based help. The 811630 Critical Update 
lets IE properly display HTML- (Hypertext Mark¬ 
up Language) based help files. This update is 
1.4MB and takes about eight minutes to download, 
and it cannot be uninstalled (more in a moment 
about updates that can’t be uninstalled). 

Windows Media Player 9 Updates, Plus A Straggler 

Windows Media Player 9 has finally arrived after 
being in beta since late 2002. To get the player and 
its codec (compressor/decompressor; a program 
that lets you compress and decompress audio and 
video files), you can download the first two patches 
listed below. There’s one caveat: After you install 
these updates, you can’t uninstall them using the 
ordinary Add/Remove Programs route. You can, 
however, get rid of them using the System Restore 
feature to roll back your computer to a time prior 
to the date you install the updates. See the “Turn 
On System Restore” tip on the next page for details. 

Media Player 9. This update, formally titled 
Windows Media Player 9 Series, is the one that lets 
you download the new player. To learn more about 
its features, visit the official Windows Media Web 
page (http://www.microsoft.com/windows/win 
dowsmedia/default.aspx). You must download and 
install this separately from other updates. It’s 
9.7MB and takes about 55 minutes to download. 

Codec. The Windows Media 9 Series Codec up¬ 
date provides the codec portion of the new player. 
The update is 823KB and takes about five minutes 
to download. 

Media Center. The odd duck in this month’s 
assortment of updates is the Q810243 DirectShow 
update. This update applies to anyone using the 
WinXP Home Edition SP1, Professional Edition 
SP1, or Media Center Edition. It solves a problem 
that these WinXP versions have with streaming live 
video. The update is 587KB and takes about three 
minutes to download. I 
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Windows Update Revisited 


Now that WinXP is a year and a half old, many 
users have grown accustomed to downloading and 
installing WinXP updates. But if you’re new to the 
Windows Update process, let’s walk through the 
steps required to get you up to speed. The first 
step is to establish an Internet connection. (If you 
don’t have Internet access, you can’t use the 
Windows Update feature; contact your computer’s 
technical support line to find the appropriate 
course of action.) Click the Start button, All 
Programs, and Windows Update. This opens a 
new Internet Explorer window and brings you to 
the Microsoft Windows Update Web page. If a 
Security Warning dialog box appears, click Yes; by 
doing so, you’re agreeing to let Microsoft install 
Windows Update program components on your 
computer. If prompted, restart your computer, log 
in as you normally would, and then click Start, All 
Programs, and Windows Update to resume the 
update process. 

This time when the Microsoft Windows Update 
Web page appears, you should see a green arrow 
and Scan For Updates link. Click the arrow or link 
and wait for the Windows Update program to scan 
your system. When the scan completes, a list of 
critical updates appears. (These are the updates 
Microsoft strongly recommends you install imme¬ 
diately.) Find and click the Windows XP link 
under Pick Updates To Install in the Windows 
Update pane. This displays a list of noncritical up¬ 
dates; scroll through the list and click the Add 
button for every update you want to install. Click 
the Review And Install Updates link in the 
Windows Update pane and follow the on-screen 
instructions to complete the process. I 


new Windows Media Player 9 updates. Microsoft 
has made it impossible to remove these updates 
with the usual Add/Remove Programs feature; if 
you don’t like the updates, the only way to get rid 
of them is by using System Restore to roll back to 
a time before you installed them. 

Click Start and Control Panel (some users will 
have to click Start, Settings, and Control Panel); 
double-click the System icon (if you don’t see this 
icon, first click the Switch To Classic View link); 
and click the System Restore tab. If the Turn Off 
System Restore checkbox is unchecked, the feature 
is already up and running; if it’s checked, uncheck it 
and click Apply. While your system is functioning 
correctly, set a restore point. To do this, click Start, 
All Programs, Accessories, System Tools, and 
System Restore. Click the Create A Restore Point 
radio button. Click Next; type something in the 
Restore Point Description box (it doesn’t matter 
what you type; if you like, type First Restore Point) 
and click Create. In the next few minutes, your 
system will create a restore point and automatically 
restart. After that, you’re all set. I 



Restore After Removing Programs 


If you've used the Add/Remove Programs feature 
to uninstall a program and certain files associated 
with that program still reside on your computer, 
follow the instructions in the previous tip and re¬ 
store your system to the point right before you in¬ 
stalled the software. Keep in mind that this process 
won't remove files you created with the program 
(removing Microsoft Word won't remove the 
Word documents you created), but it sometimes 
works to remove unwanted program files. I 


Turn On System Restore 

If you encounter a problem with your WinXP 
computer (maybe you’ve installed some new soft¬ 
ware and now your computer won’t print), you 
can use the System Restore feature to “roll back” 
your system to an earlier time, a time when every¬ 
thing ran smoothly. There’s just one catch: You 
have to turn on the System Restore feature before 
it will work, and if you wait until a problem oc¬ 
curs, it’s too late. We’ve described this feature in 
earlier issues, but it’s especially important now if 
you’re thinking of downloading and installing the 


Switch To Classic View 

In many ways, WinXP is the friendliest 
Windows version yet. We think Microsoft overdid 
it a little, though, by making the Control Panel 
look more like a browser window and less like the 
simple icon-filled window found in earlier 
Windows versions. By default, the WinXP Control 
Panel look is called the Category View and requires 
that you click a bunch of hyperlinks to access var¬ 
ious settings. If you’re still using the Category 
View, you can change to the Classic View (similar 
to what you see in Windows 95/98/NT/2000/Me) 
by clicking the Switch To Classic View link. I 
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Prevent Disaster With Backup 


I 

-r—\ 



H ard drives fail. That’s a simple truth that 
many users do not comprehend—until, of 
course, they suffer the loss of every shred of data 
they have stored on their computers. Imagine 
losing forever every story you composed, every tax 
document you need for an audit, or every love 
letter you typed in the middle of the night. Then 
envision being able to bring all of that destroyed 
data back to life using a backup you carefully cre¬ 
ated in Windows 98. 

It’s easy to use Win98’s Backup tool, and you 
should. Creating a backup of your important data 
is probably the single most fundamental task you 
can perform with your PC. Not only does a 
backup protect your data, but it also gives you 
peace of mind when hardware self-destructs or 
software goes haywire. 

Backup Background 

The Win98 version of Microsoft Backup is very 
similar to the one found in Windows 95, but with 
expanded capabilities Seagate Software developed. 
Both versions employ a wizard to guide you 
through a backup or file restoration procedure, and 
both will let you do a full or partial system backup. 

The Win98 version, 



however, supports a 
longer list of drives, in¬ 
cluding SCSI (Small 
Computer System Inter¬ 
face) tape drives, and it 
also has more advanced 
features, including one 
that lets you back up 
your system’s Registry, 
your PC’s software 
heart. Win98’s Backup 
isn’t perfect, though, be¬ 
cause it won’t work with 
the Scheduled Task 
utility, meaning you 
have to continually re¬ 
member to perform 
backups. We have suggestions for overcoming that 
problem later in this article. Before you learn how 
to use Backup, we’ll review the different types of 
backups that you can create. 

A full backup is self-explanatory; it makes a 
copy of everything on your drive. Naturally, this 


process and helps you make each crucial selection. If 
this is your first backup attempt, we highly recommend 
that you use this wizard. 


type of backup takes the longest to perform. An 
incremental backup copies only files that have 
changed since the last time you backed them up, 
whether that backup was a full or incremental 
backup. This kind of backup works more quickly 
because you’re backing up much less data. The 
downside is that when you need to restore an in¬ 
cremental backup, you have to first restore a base 
full backup and then each subsequent incremental 
backup, a time-consuming process. 

A differential backup is a compromise between 
a full and an incremental backup. As with an in¬ 
cremental backup, a differential backup uses a 
base full backup as a reference point. The second 
backup point retains only data that’s changed 
since the original full backup; thus restoring files 
doesn’t take as long as with an incremental 
backup. A differential backup works best when 
you back up only a small number of files and you 
need only the most recent data stored on your PC. 
The disadvantage is that you won’t have a compre¬ 
hensive backup of everything you’ve done with 
your PC since the first full backup. 

Once you select the type of backup to use, you 
have to determine exactly what information you 
want to copy. In general, you don’t need to back 
up applications because you can reinstall them 
later using the original CD or floppy diskette, but 
you will want to back up the files that these pro¬ 
grams create. For example, you don’t need to back 
up Word, but you’ll want to back up the DOC files 
containing the text you typed. 

Create A Backup 

Let’s create your first backup. Click Start; point 
to Programs, Accessories, System Tools; and click 
Backup. If you do not see Backup, you will have 
to install this component before you can use it. 

To install Backup, click Start, point to Settings, 
and click Control Panel. Double-click the Add/ 
Remove Programs icon and click the Windows 
Setup tab. Scroll through the list of components 
and double-click System Tools. In the System 
Tools dialog box, click the checkbox next to 
Backup and click OK. You may need your Win98 
disc to complete this step. 

Now start Backup and the program will search 
your system for a tape drive used for backups. If 
you don’t have a tape drive, Backup displays a 
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brief message that you can bypass. Then you will 
see a Microsoft Backup dialog box that lets 
you create a new backup, open an existing backup 
job, or restore backed-up files. Click Create 
A New Backup Job and click OK to start the 
Backup wizard. 

The wizard prompts you to back up either 
your entire hard drive or just selected files or 
folders. We recommend the second option that 
lets you pick and choose the folders you back up; 
this avoids backing up actual programs and lets 
you select the user files (such as DOC files) that 
are most important. After you make your selec¬ 
tion, click Next. 



In the main Microsoft Backup window, you can manually 
enable all of the options that you can run using the 
automated wizards. 


In the next dialog box, if you want to create a 
complete backup, click All Selected Files and click 
Next. If you want to create an incremental backup, 
click New And Changed Files, then click Next. 

The next dialog box prompts you to choose 
where you want to store your backup files. You 
may want to back up your files to a tape drive or 
Zip drive, but because 1.44MB capacity of floppy 
diskettes is simply too small, forget about using 
floppies for anything but the smallest incremental 
backups. We recommend backing up to CD-RW 
(CD-rewriteable) drives, which are inexpensive, 
come standard on almost all recent computers, 
and can store hundreds of megabytes on one disc. 
Because Backup won’t write directly to a CD, 
you’ll need to save the backed-up files to your 
hard drive and then record them to blank CDs 
using your CD-recording software. After you 
make a selection, click Next. 

The subsequent dialog box displays two op¬ 
tions. Click the checkbox next to Compare 
Original And Backup Files To Verify Data Was 


Successfully Backed Up if you want to make sure 
the backup isn’t corrupt. This option takes more 
time, but we highly recommend it, especially for 
your first complete backup. The second option lets 
you compress the backup data, and we recom¬ 
mend this when you back up large amounts of 
data to media with limited capacity. Click Next 
after you click the options you want. 

Now type a name for this backup job. Pick an 
appropriate name for this set of files. For example, 
if you’re backing up a recently updated folder of 
family photos, type Family Photo Backup and 
click Start. The time it takes to create the backup 
depends on the amount of data you are backing 
up. If you’re backing up a few files the process may 
take only a few minutes, or it may take much 
longer if you are backing up many megabytes. 
After you create the backup, you will see a dialog 
box that shows if Windows deleted any errors 
during backup. Click Report to see the specific in¬ 
formation on this backup job. When you are 
done, don’t forget to label your backup media and 
store it in a safe place. 

Restore A Backup 

Many users believe that hard drive disasters 
strike only the unprepared and that if they make a 
backup they’ll never have to use it. We hope that’s 
true, but if you do need to restore a backup job 
you created, here’s how. 

Insert the backup tape, CD, or other media into 
the appropriate drive. Click Start, point to 
Programs, Accessories, System Tools, and click 
Backup. In the Microsoft Backup dialog box, click 
Restore Backed Up Files and click OK. Select the 
location of the files you want to restore, click OK, 
and in the Select Backup Sets dialog box, click the 
checkbox next to the appropriate files and click 
OK again. 

In the Restore Wizard dialog box, you will see 
two sections. Use the section on the left to navi¬ 
gate to the files or folders you want to restore and 
the section on the right to select the checkboxes 
for appropriate items. After you select each item 
you want to restore, click Next. 

Now you need to select a location on your PC 
for the restored files. The default selection is 
Original Location, but if you’d like to change this 
option, you can click the Where To Restore drop¬ 
down menu, click Alternate Location, and browse 
to the location you prefer. 

Click Next, and the Restore Wizard prompts 
you to specify exactly how you want to restore 
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these files. You can choose to 
replace the files on your com¬ 
puter or replace files on your 
computer only if they’re older 
than the backed-up files. The 
recommended option is Do Not 
Replace The File On My Com¬ 
puter; this will prevent you 
from overwriting any data you 
might need later. After you 
make a selection, click Start. 

You may see a Media Required 
dialog box; if so, insert the 
media containing the backup 
files and click OK. 

A progress indicator shows how long it will 
take to complete the restoration process. Once 
your computer completes this task, you will see 
another dialog box that displays whether the 
restoration succeeded. If there are no errors, you 
can use your newly restored files in place of those 
you lost. 
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the Password tab and you can 
click the Protect This Backup 
With A Password checkbox to 
prevent unauthorized alter¬ 
ations to your precious backed- 
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up data. 

Click the Report tab. Here, 
you can click a number of 


checkboxes that let you cus- 




Backup utility and then click Close. 

In the main Microsoft Backup window, you’ll 
notice that there are two tabs: Backup and 
Restore. Using these tabs, you can perform all of 
the wizard’s functions, and better yet, access more 
advanced options. 

At the bottom of the window, click Options and 
you see the Backup Job Options dialog box. Click 


tomize the information included in your backup 
reports. Click the bottom checkbox if you want 
your backups to automatically bypass any dialog 
boxes that appear during the backup process. 

The Exclude tab will let you permanently bar 
the backup of certain file types. Click Add and 
double-click any files you want to leave out. This 
is a good way to reduce the number of 
files you needlessly back up. 

The Advanced tab lets you decide 
whether you want to back up the Win¬ 
dows Registry. We recommend backing 
up the Registry, as it will provide trouble¬ 
shooting help to any experts who need 
specific information when trouble¬ 
shooting your PC. 

Keep Backups Current 

A backup tape or CD won’t do you 
much good unless you remember to run 
the Backup utility on a regular basis. If 
you store important, new documents on 
your PC every day, you should probably 
perform an incremental or differential 
backup every few days. 

If you have a hard time remembering to back 
up your files, you might want to check out 
Backup Scheduler 98 from Cibeo Software 
(http://www.cibeo.com/software_store/backup 
_scheduler_98/default.htm). This program will 
automatically run Win98’s backup procedure for 
you, so you can schedule a backup at convenient 
time, such as when you’re asleep or out of the 
office. You can try the program 10 times for free 
e it for $35. II 
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Play It Safe With WinMe's 
System Restore 


E ver wish you could turn back the clock? If 
you’ve been experiencing problems with your 
Windows Me system, System Restore can help 
you turn back computer time by letting you roll 
your computer back to a time when it was run¬ 
ning like a well-oiled machine. Using restore 
points, which indicate a date and time when your 
system was backed up, you can pick a previous 
system configuration to roll your system back to if 
your system goes haywire. You can use System 
Restore if you mess up your system settings or ac¬ 
cidentally delete program (EXE or DLL) or 
system (SYS) files. In addition, you can use 
System Restore to reverse any damage from the 
installation of a new program or a Windows 
Update and to clean up after disinfecting your 
system from a virus. 



The System Restore Wizard gives you three options: Restore 
My Computer To An Earlier Time, Create A Restore Point, or 
Undo My Last Restoration. However, you won't see the third 
option until you've completed at least one restoration. 


Before rolling your system back, keep in mind 
that you’ll lose any system changes, such as a new 
Desktop wallpaper, made after the selected restore 
point. In addition, any programs you installed after 
the selected restore point are removed from your 
system. You’ll have to reinstall those programs after 
the restoration is complete. However, you won’t 
have to worry about losing anything stored in the My 
Documents folder, email folders, Internet Explorer 
Favorites or History folders, or the Recycle Bin. 
System Restore doesn’t mess with user-created files, 
such as text documents, spreadsheets, or graphics. 


More Than One Point 

When you decide to roll back your system, 
you’ll access the System Restore Wizard and 
choose a restore point. There are five types of re¬ 
store points: Initial System Checkpoints, System 
Checkpoints, Program Name Installation Points, 
Windows Automatic Update Restore Points, and 
manually created restore points. System Restore 
creates Initial System Checkpoints the first time 
your machine starts after upgrading to WinMe, 
the first time a new WinMe machine starts, or the 
first time your machine starts after all previous 
restore points have been removed. 

System Checkpoints are automatically created 
every 10 hours your PC is powered on and every 
24 hours in real-time. If your machine is powered 
off for more than 24 hours, a System Checkpoint 
is created when you restart your machine. System 
Restore waits until your machine is idle for at 
least two minutes before creating checkpoints. 

Program Name Installation Points are auto¬ 
matically created when you install programs that 
use InstallShield 6.1 or higher or Windows 
Installer. In addition, a restore point is automati¬ 
cally created prior to the installation of a 
Windows Update. You can also create your own 
restore points using the System Restore Wizard. 
If you’re about to install a new program or make 
changes to your system files, you’ll want to create 
a restore point before doing so. That way, if un¬ 
wanted changes occur, you can revert back to the 
system settings you had prior to the installation 
or change. 

Look for an uninstall option. System Restore 
should not be used as a program uninstaller. To 
remove programs, use the Add/Remove Programs 
feature. To access Add/Remove Programs, go to 
Start, Settings, then Control Panel. In the Control 
Panel, double-click the Add/Remove Programs 
icon. In the Add/Remove Programs Properties di¬ 
alog box, highlight the program you want to re¬ 
move and click the Add/Remove button. Follow 
the on-screen prompts. 

If you find that a program can’t be removed 
using the Add/Remove Programs feature, check the 
program for a built-in uninstall option or contact 
the software vendor to see what it recommends. 
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When creating a restore point, you'll need to name it. Choose 
a name that describes the reason for the restoration. 


It's All In The Wizard 

To access System Restore, go to Start and select 
Programs, Accessories, System Tools, then System 
Restore. The System Restore Wizard opens with 
the Welcome To System Restore dialog box, where 
you have the option to restore your computer to a 
previous time or create a new restore point. Once 
you’ve performed a system restore, you’ll also see 
an option to undo the last restoration. 

Visit the past. To roll back to a previous config¬ 
uration, select Restore My Computer To An 
Earlier Time and click Next. On the Choose A 
Restore Point dialog box, select a bold date from 
the calendar and select a restore point from the list 
of available restore points for that date on the 
right. Each listing contains the restore point’s date, 
time, and description. If you want to select a re¬ 
store point from a different month, use the left or 
right arrows on the side of the calendar. Click 
Next. Before the restoration can begin, save and 
close all open files and programs. In addition, 


make sure you don’t alter, open, or delete any¬ 
thing until restoration is done. 

In the Confirm Restore Point Selection dialog 
box, the restore point’s date, time, and description 
are displayed. If this is the restore point you want 
to use, click Next to display the Restoration In 
Progress dialog box. Once restoration is complete, 
System Restore automatically restarts your com¬ 
puter. After the restart, the Restoration Complete 
dialog box appears, click OK. If your system still 
isn’t performing the way you want, undo the 
restoration or choose a different restore point. 

Make your own. To create a restore point, on 
the System Restore Wizard Welcome dialog box, 
select Create A Restore Point and click Next. In 
the Create A Restore Point dialog box, type in a 
name for the restore point and click Next to view 
The Confirm New Restore Point dialog box where 
the date, time, and name of the new restore point 
appears. Click OK and System Restore creates the 
restore point. 

Undo the last restoration. The last option 
you’ll see on the Welcome dialog box is Undo My 
Last Restoration. You’ll only see this option once 
you’ve completed at least one restoration. If you 
select this option, be sure to close everything 
that’s open. On the Confirm Restoration Undo 
dialog box, the date, time, and description of the 
restore point to be reversed appears, click Next. 
The Undoing Last Restoration dialog box appears 
with the restore point’s information and a 
progress meter. Once System Restore is done re¬ 
versing the last restoration, your system automat¬ 
ically restarts. After the restart, click on the Undo 
Complete dialog box. Again, if the problems 
aren’t resolved, try another restore point. 

Home Sweet Home 

All of your restore points are stored in the 
_RESTORE folder, which is a hidden folder located 
on the drive that WinMe is installed on (usually 
the C: drive). The _RESTORE folder requires a 
minimum of 200MB of hard drive space, but it 
shouldn’t occupy more than 12% of the Windows 
drive. Once the _RESTORE folder reaches 90% of 
its capacity, older restore points are deleted to 
make room for newer ones. On most computers, 
200MB of space is plenty of room; however, if you 
make changes to your system often, you’ll want to 
make sure that the _RESTORE folder has enough 
room to hold all of your restore points. 

To adjust the size of the _RESTORE folder, go to 
Start, Settings, then Control Panel. In the Control 
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Panel window, double-click the 
System icon to open System 
Properties. In System Properties, 
select the Performance tab, then 
click the File System button. In 
File System Properties, select the 
Hard Disk tab. In the Settings 
section, locate the System 
Restore Disk Space Use slider. 

To increase folder size, move the 
slider to the right; to decrease 
folder size, move the slider to the 
left. Once you’ve selected the de¬ 
sired folder size, click Apply and 
click OK. If you decrease the folder size, older re¬ 
store points are deleted to make room for new 
restore points. 

Disable System Restore. Although Microsoft 
advises against disabling System Restore, there 
are some cases, such as a shortage of disk space, 
where you might want to disable the feature. To 
disable System Restore, go to Start, Settings, then 
Control Panel. In the Control Panel window, 
double-click the System icon to open System 
Properties. In System Properties, select the 
Performance tab and click the File System 
button. In File System Properties, select the 
Troubleshooting tab. In the Settings section, se¬ 
lect the Disable System Restore option. (If you 
want to enable System Restore, deselect the 


Help! My PC Won't Boot 



To adjust the size of the .RESTORE 
folder, use the System Restore Disk Space 
Use slider in File System Properties. 


I f you find yourself in a situation where your 
system won't boot at all (therefore you can't 
access System Restore), you can try booting 
from a previously created startup disk. To 
create a startup disk, go to Start, Settings, then 
Control Panel. Double-click the Add/Remove 
Programs icon. In the Add/Remove Programs 
Properties dialog box, select the Startup Disk 
tab and click Create Disk. When the Insert Disk 
dialog box appears, name your disk, insert a 
floppy diskette into the A: drive, and click OK. 
Follow the on-screen prompts. 

To reboot your system using the startup 
disk, insert the floppy into the A: drive and 
turn your machine on. If the last thing you did 
with your system was create a restore point, 
you'll have the option to undo that restoration 
once your machine boots. To do so, type 1 to 
select Revert The Restore Changes Made To 
My System and press ENTER. I 


Disable System Restore op¬ 
tion.) Click Apply, then click 
Close. Click Close again and a 
System Settings Change mes¬ 
sage appears. In order for the 
changes to take effect, click Yes 
to restart your machine or 
click No to restart later. 

If you disable System Re¬ 
store, the contents of the 
.RESTORE folder are deleted. If 
you decide to re-enable Sys¬ 
tem Restore, you’ll need to 
create a restore point after you 
restart. In addition, once you disable System 
Restore, the Undo My Last Restoration option isn’t 
available until you complete another restoration. 

Hide and seek. If you want to view the con¬ 
tents of the .RESTORE folder, you’ll need to 
make sure your system is set to display all hidden 
files and folders. To do that, open Windows 
Explorer and select Folder Options from the 
Tools menu. In the Folder Options dialog box, 
select the View tab. Under Advanced Settings, in 
the Hidden Files And Folders section, select the 
Show Hidden Files And Folders option and dese¬ 
lect the Hide Protected Operating System Files 
(Recommended) option. Confirm that you want 
to perform this action by clicking Yes. With all 
files showing, in Windows Explorer, click the 
plus sign (+) next to the drive 
that WinMe is installed on 
(typically the C: drive) and 
the .RESTORE folder should 
appear on the right side of 
the screen. 




Lean On System Restore 

It’s good to know that you 
can rely on System Restore in 
times of PC distress. This ability 
to roll your system back to a 
previous configuration is just 
the kind of safety net you can 
depend on. The next time that 
program you downloaded from 
the Internet starts causing 
problems, simply restore your system to a time 
prior to its installation, and you should be sailing 
smoothly once again. II 

by Dana Montey 


Disable System Restore option in File 
System Properties. To re-enable System 
Restore, access File System Properties 
again and deselect the Disable System 
Restore option. 
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NEC 


See more of your ideas. 

Less of your monitor. 

Introducing the world’s first, most complete line of thin-frame options from the best-selling brand of 
flat panel monitors. More picture. Less frame. Nothing to distract you from amazing color and clarity, or 
take away from edge-to-edge flicker-free viewing. At just 18.5 mm per side, it’s the industry’s thinnest 
frame. Plus, the MultiSync® LCD1850X, LCD1550X, LCD1550M and LCD1550V offer a choice of sizes and colors; 
touchscreen and protective glass technologies; height-adjustable stands; portrait and landscape viewing; 
and an endless array of multimedia options. And their sleek designs provide virtually seamless viewing 
in multi-monitor applications. 


So broaden your horizons. Choose Ambix™ for digital/analog dual input technology that ensures long-term 
compatibility. XtraView+™ for wide angle viewing. OmniColor™ technology for precise color values. 

Or LiquidView™ for high-resolution readability. It’s innovation that lets you see more of what you want. 
Less of what you don’t. 

Learn more at www.necthinframe.com or call 888-NEC-MITS. 

GEE mOQE .™ 


NEC ranked as the #1 fiat panel monitor branded vendor in the Stanford Resource-iSuppli Rat 
Panel Monitrak® Quarterly Report, Q2 ’01. MultiSync is a registered trademark, and Ambix. XtraView+, 
OmniColor and LiquidView are trademarks of NEC-Mitsubishi Electronics Display of America, Inc. 

©2002 NEC-Mitsubishi Electronics Display of America, Inc. 

All rights reserved. Simulated images in monitors. 
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Seeing Double 

Expand Your Horizons With Multiple Monitors 


Today’s PC systems may be powerful 
enough to do 10 things at once, but 
it doesn’t take much time to over¬ 
crowd a standard 15-inch or 17-inch 
monitor. Most of us who spend mea¬ 
surable chunks of our days working 
or playing on a PC have probably 
wished, at one point or another, for a 
bigger monitor. 

Before you shell out big bucks on 
the biggest monitor you can afford, 
consider this: 

The Windows family of OSes (op¬ 
erating systems) has supported mul¬ 
tiple monitors starting with Windows 
98. Video cards that support two or 
more monitors are readily available, 
often for very reasonable prices. 
Depending on your needs, you might 
find that you can double your screen 


space by adding a second monitor for 
less than the price of a new 19-inch or 
21-inch monster. 

Those who are into the kind of 
heavy work or hardcore play that 
lends itself to multiple monitors al¬ 
ready know the benefits of having 
more than one display (and they’d 
probably give away their shoes before 
giving up their screen spread). But 
even casual users might find a second 
monitor worth looking into. 

The Big Picture 

The biggest advantage to using dual 
monitors is, of course, being able to 
send your applications to multiple 
monitors. Working on a big business 
presentation? Call up your spreadsheet 


data on one screen while you build 
your PowerPoint slides on the other. 

Writing an article about why multiple 
monitors are so handy? Do your re¬ 
search on the Web and keep working 
on that Word document without ever 
needing to switch between the two. 

If you work with graphics, video, or 
digital music, you know that such 
programs usually employ multiple 
toolbars, palettes, and views. With 
more than one monitor, you can put 
all your tools on one screen and keep 
your main workspace clear. Cut your 
home movies on your main screen 
and play the edited footage on the 
other. Mix music on one screen; use 
the other to sync it to video. Zoom in 
on one area of a JPG (Joint Photo¬ 
graphic Experts Group) photo and 
send the enlarged section to a sec¬ 
ondary monitor. 

But don’t just be one of those all- 
work-and-no-play types. A secondary 
monitor can be a great place to run a 
DVD movie or a long chat session 
while surfing the Internet on your 
main screen. 

Once you get accustomed to think¬ 
ing in terms of multiple screens, 
you’ll find endless possible combina¬ 
tions for enhancing productivity 
and playtime alike. All you need is 
the right combination of hardware 
and software. 

Mission Control 

Windows 98, 2000, Me, and XP all 
provide native support for as many as j 

10 simultaneous displays. Unless you 
launch satellites out of your home, 
you’ll probably never need more than 
two or three. For the purpose of this 
article, we will discuss adding one ad¬ 
ditional monitor to your current rig. 

The same basic process applies if you 
want to add more. 

You can retrofit older OSes, such as 
Windows 95 or NT 4.0, to support 
multiple monitors using software so¬ 
lutions we won’t be covering here. Be 
advised that you may encounter limi¬ 
tations and hardware restrictions. Our 
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best advice: Consider upgrading your 
OS, preferably to XP. Isn’t it getting to 
be about time anyway? 

The Right Stuff 

There are two ways to equip your 
system with multiple displays, and 
both methods require the proper dis¬ 
play adapter(s), otherwise known as 
graphics cards, video cards, or GPUs 
(graphics processing units). 

First, you can install a new graphics 
card in addition to the one you al¬ 
ready have. At least one of these cards 
must feature support for multiple 
monitors; check the manufacturer’s 
specifications for your card before 
you make your purchase to be sure 
you know what you have and what 
you’re planning to buy. 

Alternately, you can install a 
graphics card that actually provides 
dual output connections onboard, 
such as the Matrox G550 (http:// 
www.matrox.com), products featuring 
NVIDIA’s GeForce 4 MX chipset 
(http://www.nvidia.com), or ATI’s 
RADEON 9000 Pro (http://www.ati 
.com). You can pick up basic models 
from any of these product lines be¬ 
tween $100 and $200. 

Which method is best? That de¬ 
pends on your specific needs. Installing 
a second display adapter may be a 
slightly more economical option, de¬ 
pending on the card you purchase. 
But, the more devices you add to your 



Set It Up 


system, the greater your chances for 
encountering incompatibilities. 

If you want to make sure your Setting up multiple monitors is a 
graphics hardware will work and play I simple process. Follow the manufac- 


well together, check the 
Multi-Monitor Compati¬ 
bility Database at http:// 
www.realtimesoft.com 
/multimon/search.asp for 
the largest collection of 
field-tested multiple mon¬ 
itor configurations we’ve 
encountered. You can 
also search the Microsoft 
Knowledge Base at http:// 
support.microsoft.com 
for lists of the video cards 
supported by the various 
Windows OSes. (Search 
for Article #307397 for in¬ 
formation on WinXP.) 

We like the monitor manage¬ 
ment software that the above manu¬ 
facturers bundle with their dual-head 
products. Matrox’s DualHead con¬ 
trols, NVIDIA’s nView, and ATI’s 
HydraVision all give you far more 
flexibility and control over how you 
use your monitor setup than the mul¬ 
tiple monitor controls Windows pro¬ 
vides. If you find yourself stuck on the 
decision, consider striking a balance 
between both scenarios by installing a 
dual-head card alongside your existing 
card, essentially gaining three monitor 
connections for the price of two. 

Once you’ve decided on your ap¬ 
proach, you’ll need something to use 
for that secondary display. (You’ll also 
need to make sure your display adapter 
supports the output formats you want 
to use.) An inexpensive CRT (cathode- 
ray tube) monitor is an obvious choice, 
but it’s not the only choice. Many 
graphics cards supply S-Video (Super- 
Video) or TV output in addition to the 
standard VGA (Video Graphics Array) 
port, so if you have a spare television 
lying around, you might already have 
your second monitor. 



NVIDIA'S popular GeForce4 
MX line supports a variety 
of display combinations. 


Matrox's G550 series features the company's o\ 
DualHead technology. 


turer s instructions to in¬ 
stall your new display 
adapter. Connect your 
monitors, turn them on, 
and boot up your system. 
Once installation is com¬ 
plete and Windows rec¬ 
ognizes the new device, 
you should have one live 
screen and one blank 
screen. All that’s left is to 
follow these steps: 

1. Right-click your 
Windows Desktop, se¬ 
lect Properties, and 
click the Settings tab. 

You should see two numbered 
icons indicating the primary display 
(number 1) and the secondary dis¬ 
play (number 2). These numbers 
represent the order in which your 
PC’s BIOS (Basic Input/Output 
System) recognizes the installed dis¬ 
play adapters. The secondary dis¬ 
play icon should be grayed. 

2. Select the secondary display by 
clicking the icon or selecting it from 
the drop-down menu. 

3. Enable the secondary monitor by 
checking the Extend My Windows 
Desktop Onto This Monitor box. 

4. Click Apply. 

Your second monitor should wake 
right up. Use your mouse to drag the 
display icons to match the way you 
position your monitors on your desk. 

You should now be able to move 
your pointer from one screen directly 
to the other. You can drag and drop 
icons from one screen to the other, 
and you can resize application win¬ 
dows across both monitors. You can 
set the resolution, color settings, and 
refresh rates for each monitor inde¬ 
pendently. If you’re using third-party 
display management software, you’ll 
be able to implement a variety of 
viewing modes, assign individual ap¬ 
plications to specific screens, create 
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custom Desktops for different screens, 
and customize a wide range of dis¬ 
play parameters. Have fun exploring 
the possibilities. 

Keep In Mind 

When setting up multiple monitors, 
certain rules of thumb apply. First, if 
you are adding a second graphics card 
but your existing display adapter is in¬ 
tegrated in your PC’s motherboard in¬ 
stead of a PCI (Peripheral Component 
Interconnect) or AGP (Accelerated 
Graphics Port) slot, the installation 
process should automatically disable 
the integrated adapter. If not, you may 
need to tinker around in your system’s 
BIOS and disable the onboard adapter 
manually. Check the users manual 
your PC’s manufacturer supplied for 


information about how to access and 
edit BIOS settings. 

As for card-type display adapters, 
you can mix an AGP card with 
PCI cards, however, the Windows 
multiple display feature won’t sup¬ 
port older ISA (Industry Standard Ar¬ 
chitecture) devices. 

Finally, let’s say a few words about 
primary and secondary displays. The 
primary display is the “master” dis¬ 
play; this will be the display that 
Windows initializes first when booting 
up and the display that determines the 
orientation of your multiple monitor 
setup. It’s also the default display for 
opening applications. 

Windows assigns primary and sec¬ 
ondary monitor status according to 
the types of graphics cards you install 
and the position they occupy on the 


Triple Play 


I f you like the idea of 
having two monitors, 
you’ll love having three. 

You can easily set up 
such a system by adding 
a dual-head graphics 
card alongside your ex¬ 
isting display adapter. If 
you weren't all that 
happy with your existing 
graphics card to begin 
with, however, you can 
replace it with Matrox's 
Parhelia-512 (http:// 
www.matrox.com), a 
high-powered multiple 
monitor solution that 
combines a 512-bit GPU 
(graphics processing 
unit) with Matrox’s pro¬ 
prietary TripleHead 
technology to support 
up to three displays on a 
single card. 

Matrox, a leading de¬ 
veloper of graphics hard¬ 
ware from way back, 
offers the Parhelia-512 in 
two versions: 128MB or 


256MB of DDR SDRAM 
(double-data-rate 
synchronous dynamic 
RAM). The 128MB model 
generally sells on street 
for just under $400, the 
256MB version for just 
under $600. Both versions 
are AGP (Accelerated 
Graphics Port) cards, so 
you'll need an available 
AGP slot. 

With TripleHead 
output, high fidelity 
DualHead + TV output, 
dual DVI (Digital Visual 
Interface) output, and 
a Surround Gaming 
mode, this card offers 
a wide range of dis¬ 
play possibilities. _. 


The Parhelia-512 also 
beefs up just about every 
area of 2D and 3D 
graphics processing, in¬ 
cluding the addition of 
10-bit-per-channel color 
capability the company 
calls GigaGolor. 

If video production is 
your game, Matrox also 
offers the Parhelia 128MB 
bundled with Adobe 
After Effects 5.5 for $799. 

For detailed specifica¬ 
tions and online demos, 
check out Parhelia's 
product page at http:// 
www.matrox.com/mga 
/products/parhelia. I 


Matrox's TripleHead 
technology makes 
Parhelia the market's 
first GPU to support 
three displays on the 
same device. 



PCI bus. If you’re using an AGP-type 
card with a PCI-type card, the PCI 
card will always be the assigned as the 
primary display. If you have more 
than one PCI card, the primary card 
will be the one installed in the first 
PCI slot on the bus (this is usually the 
slot closest to the CPU). 

Once you’ve enabled multiple 
monitors, you can change the pri¬ 
mary monitor yourself through the 
Display Properties dialog box by 
clicking the Settings tab, selecting the 
secondary monitor, and selecting 
the Use This Device As The Primary 
Monitor checkbox. Be aware, how¬ 
ever, that any programs that run in 
DOS mode (video games, for ex¬ 
ample) will default back to the orig¬ 
inal primary monitor. 

You can permanently change your 
primary monitor by changing the slot 
order in which you install your 
adapters inside the computer. You 
also might be able to change which 
adapter initializes first by editing your 
BIOS settings. Check your users 
manual to find out. 

Multiple monitors do take up a 
sizeable chunk of desk space. On the 
other hand, so do large-screen moni¬ 
tors, and in our opinion, multiple 
screens ultimately yield more overall 
workspace and flexibility. Suppose you 
currently have a 17-inch monitor and 
you’re looking to upgrade. Springing 
for a 19-inch monitor doesn’t gain 
you much. At press time, you couldn’t 
buy a 21-inch monitor for much less 
than $500. For less than $400, how- J 

ever, you could add an additional 17- 
inch flat-screen monitor, creating a 
workspace of 34 inches overall. 

And let’s face it: There’s no better 
way to make yourself look like a high- 
powered individual than by sitting be¬ 
hind your own personal multiscreen 
operations center. If you’re careful, 
no one ever needs to know you’re 
playing Solitaire on one screen and 
watching deleted scenes from “K-Pax” 
on the other. II 


by Sean Doolittle 
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Unplugged, uncompromised, uncomplicated... There are lots of words to describe the 
unparalleled 802.11 b Cable/DSL Wireless Router (MR814) from NETGEAR®. 

Unplugged for convenience. The MR814 offers just what you need for unhampered 
access and connections. You'll get a router, switch and access point all in one solution. 

We also offer an optional USB notebook adapter card. 

Uncompromised for security. Concerned about hackers? The MR814's NAT firewall 
makes data unavailable to all but your users. Internet activities are secure with content and 
URL filtering. Plus, you'll get a free, one-year subscription of Freedom® Personal Firewall 
software for up to eight connected PCs. 

Uncomplicated for easy set-up. The MR814 was designed for home/small office 
use, featuring plug-and-play installation with our Smart Wizard. You'll be up and running in 
minutes - unlike with other wireless solutions. 

Unparalleled for support and style. Take advantage of this award-winning 
solution that conforms to industry standards and is backed by 24x7 toll-free support. 


A solution enclosed in a sleek, smartly designed, space-saving case. Available at a price that 
makes the MR814 an uncommon value. For details, visitwww.netgear.com. And get unwired. 



Everybody's connecting.™ 

NETGEAR' 
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Play Nice & Share 


S wapping music files has become a favorite pastime for 
many computer users. With several programs to pick from 
after the rise and fall of Napster, music lovers can still find 
their favorite hits on other music lovers’ computers. This file¬ 
sharing process is called P2P (peer-to-peer) communication. 

Most computer users are familiar with the client/server 
setup, where the client is an individual computer on a net¬ 
work and the server handles the storage and processing of all 
the files on the network. A classic example of a client/server 
setup is the Internet. In this example, you’re the client, sit¬ 
ting at home, requesting a file, which is located on a server. 
When the file is found, you can download it from the server 
(usually a Web site). In a P2P setup, clients are referred to as 
nodes, and an individual node can act as both a client and a 
server. Each node is equal on the network, each with the 


ability to send and receive files. When one node sends out a 
request, every other node on the network searches to fulfill 
the request. Once a match is found, the requesting node can 
access the node the file was found on. 

Most of today’s music-swapping programs operate on 
some form of P2P network, where users request a music file 
and download the file directly from another computer on 
the network. The now-defunct but still famous music-swap- 
ping program, Napster, was commonly referred to as a P2P 
network, but as you’ll see in the illustrations, Napster was 
more reminiscent of a client/server setup. We’ve also illus¬ 
trated the Gnutella model, which programs such as 
BearShare, LimeWire, and Morpheus use, as well as the 
FastTrack model, which is used by Kazaa and Grokster. 


Napster, the first well-known music-swapping program, wasn’t an honest-to-goodness P2P network. Although the Napster net¬ 
work consisted of nodes that exchanged files, it also had a central server with a master catalog, which maintained a list of all the 
contents of each node and handled request tracking and processing. Whenever a request was made, it was sent to the server. 
The server then searched its list and sent a list of matches to the requesting node. The requesting node could then download 
the file directly from the node with the file. 



Node A makes a request, which is s< 
master catalog server. 


t to the 




The server sends a list containing Node 
B, Node C, and Node D back to Node A. 

This list also includes the connection 
speed of the nodes containing the file so 
that the requesting node can decide which node 
to use for downloading. 



j The server searches its 
list and finds the file 
on Node B, Node C, 
and Node D. 




Node A decides to download 
the file from Node C. Node A 
communicates directly with 
Node C to obtain the file. 
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f Gnutella Model 




The Gnutella model is arguably the truest form of P2P network because every node on the network is treated equally, each one 
able to act as both a client and a server. In this model, each node maintains a list of other nodes on the network, and when a re¬ 
quest is made, the request is sent to the requestor’s list of nodes. These nodes search their files for a match, and if a match isn't 
found, the request is forwarded on to the nodes on their lists. Once a match is found, the requesting node downloads the file 
directly from the node with the file. 



Although the FastTrack model is considered a P2P network, it's more of a P2P hybrid. FastTrack doesn't use any servers, but it 
does transform some nodes into Supernodes, which maintain lists of the files of the nodes in its neighborhood. Supernode 
status is usually assigned to nodes with large amounts of shared hard drive space and fast Internet connections. When a request 
is made, the request goes to the Supernode, which searches its list of files to find a match. If a match isn't found, the request is 
sent to the next closest Supernode. When a match is found, the requesting node communicates directly with the node that has 
the file. This type of setup is also referred to as a distributed network. 

Node A makes a request that goes 
to Supernode B, but a match isn't found. 




Node A is informed of the match and 
communicates with Node D for the 
file swap. 
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AOL vs. MSN 

Who Has The Greater 8? 



I s life really “better with 
the Butterfly,” as MSN 
(Microsoft Network) 
would have it? Or is AOL 
8.0 the “most enjoyable 
Internet experience avail¬ 
able today,” as that com¬ 
pany asserts? Both AOL 
(America Online), with 35 
million users, and MSN, 
with 9 million, released 
new versions of their soft¬ 
ware at the end of last 
year. Both promised big 
improvements. 

We didn’t find AOL 8 a 
huge change from AOL’s 
previous version. Users 
with broadband connec¬ 
tions should definitely 
upgrade because AOL has 
poured a ton of new 
streaming audio and video 
content, optimized for 
high-speed connections, into its service. 
But the “upgrade” to AOL’s mail service 
still leaves it less flexible than its com¬ 
petitors, and we were unimpressed with 
the improvements to Parental Controls. 

MSN’s upgrade is more sweeping. 
Version 8 has great spam filters, high- 
quality parental controls, a neat sync 
feature for people with handheld com¬ 
puters, and an integrated personal- 
finance manager that lets you control 
your bank accounts and bills from 
within your browser. 

Read down to see how the two ser¬ 
vices rate in various categories and 
which one we think will be best for you. 

Price. MSN wins here. AOL is a noto¬ 
riously expensive way to connect to the 
Internet; at $23.95 for dial-up and about 
$51 for broadband, it’s the most costly 
Internet access service we know of. MSN 
users pay only $21.95 for dial-up, 


$39.95 or $49.95 for broadband. AOL 
users get 45 days of dial-up access free; 
MSN ups the ante to two months. AOL 
offers seven email addresses; MSN 
users get eight. MSN looks like a better 
value all around. 

Installation and ease of use. AOL 
still reigns supreme. Installing AOL is 
basically a one-click process, and the 
everything-within-one-application ap¬ 
proach makes it very difficult to click 
the wrong thing. AOL is full of bold 
colors and simple instructions, and 
AOL 8 does not reduce the service’s 
legendary ease of use one bit. 

We had a bit of a nightmare in¬ 
stalling MSN. It took us three tries just 
to sign up. We had to reinstall MSN 
when we wanted to switch from 
broadband to dial-up; finally, in¬ 
stalling MSN Messenger 5 required 
several more clicks and a restart. 


That wasn’t the end 
of our MSN hassles. 
Periodically throughout 
our session on MSN 
(for instance, entering 
the Games channel), we 
were asked to sign in to 
Microsoft’s Passport 
system. We had to sign 
into different parts of 
MSN three times in one 
2-hour session. 

Aside from the mul¬ 
tiple Passport logins, 
setting up an account 
for a child requires an¬ 
swering unnecessary 
questions about gender, 
birth date, and “occu¬ 
pation.” There’s no 
reason MSN needs that 
information, especially 
about children. We’re 
not the only ones wor¬ 
ried about Microsoft’s collection of 
personal data; on Jan. 30, Microsoft 
agreed to let Europeans choose how 
much personal information they di¬ 
vulge to Passport. Microsoft should 
extend that liberty to Americans, as 
well, but so far the company has 
shown no sign of doing so. 

In general, we found AOL easier and 
more fun to use. Version 8 does away 
with most of the annoying marketing 
pop-ups that plagued previous ver¬ 
sions of AOL and lets you customize 
your home page to one of six set 
choices. When AOL is minimized (or 
if it’s closed and you have a broadband 
connection), email, instant messages, 
news, weather, and other information 
are available through a cuddly “com¬ 
panion” window. 

MSN is an entirely browser-based 
product, and surfing MSN feels like 
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For cable modem and DSL (Digital Subscriber Line) users, AOL pro¬ 
vides dozens of video clips per day on topics from pop music to the 
latest news. Exclusive content is one of AOL's greatest strengths. 


surfing the Web. MSN’s home page is 


far more customizable than AOL s, but 
the sheer range of options can over¬ 
whelm neophytes. MSN 8 comes with a 
“remote control” in MSN Messenger 
5.0, but the window is bulkier and less 
capable than AOL’s. 

Email. MSN wins, hands down. 
AOL suffers from a flood of relentless 
and often offensive spam; within our 
first half hour of using AOL, we’d 
already received an unsolicited porno¬ 
graphic email message, and after a few 
days, our mailbox was stuffed with 
a dozen messages (three messages 
containing porn and nine of AOL’s , 
own marketing missives). More dis¬ 
turbingly, the “teenage” account we 
set up got three pornographic spams 
in three days. AOL lets you sort your 
mail so it only shows messages from 
people in your address book, but 
that’s a very poor excuse for a spam | 
blocker. And its mail client still 
doesn’t support filters, which let you 
automatically dump messages from 
various senders (mailing lists, for ex¬ 
ample) into designated folders. 

MSN lets advanced users manage 
their email, contacts, and calendars 
with Outlook or Outlook Express, pro¬ 
fessional-quality programs with excel¬ 
lent filtering functions. And Hotmail’s 
junk mail protection seemed pretty de¬ 
cent; we were spam-free after a week of 
cruising MSN’s various services. 


For the kids. This one 
depends on your par¬ 
enting style. AOL has an 
impressive set of kids- 
only content. There’s 
Kids Only Jr., for the 
preschool set; a Kids 
Only channel with super¬ 
vised chat rooms; and 
tons of content for teens; 
it seemed at times that 
most of AOL’s entertain¬ 
ment content was aimed 
at teens. MSN has a kids’ 
channel, but nothing like 
the vast amount of kids- 
and-teens content avail¬ 
able on AOL. 

MSN, on the other hand, is better at 
letting you control your kids’ activi¬ 
ties. Where AOL’s parental controls 
are crude, only letting you block con¬ 
tent with vague levels, such as Mature 
and Adult, MSN lets you filter Web 
content by 41 different categories, 
giving your child access to Health Sites 


but not to Criminal Skills, for in¬ 
stance. And MSN lets your children 
“ask permission” to access banned 
sites by sending you an email. 

Both services will send you reports of 
your kids’ activities, but MSN’s are far 
superior to AOL’s. The AOL Guardian 
reports we got didn’t show who our 
“child” emailed, exactly which Web 
pages she visited, or the fact that she 
spent 20 minutes in a chat room with a 
very suggestive name. MSN’s reports, on 
the other hand, list your child’s email 
correspondents and precisely which 
Web pages your children have viewed. 

Instant messaging and chat. AOL 
has the edge here, but it doesn’t matter 
so much. After all, anyone with an 
Internet connection, including MSN 
users, can download AIM (AOL’s 
Instant Messenger) free. AIM is an icon 
of the age; it’s spawned a file-sharing 
scheme (the now-defunct Aimster), a 
hideous teeny-pop single (“IM Me,” by 
Brittney Cleary) and a host of imitators. 
AOL 8 improves IM by adding more 


AOL & MSN vs.... The Internet 


A OL and MSN may be two of the most popular ways to access the Internet, 
but there are thousands of other ISPs (Internet service providers) out there. 
Many are cheaper than the two behemoths we’re reviewing, and most offer high- 
quality connections. All offer a much more flexible Internet experience. What you 
lose is the hand-holding that AOL and MSN provide, such as built-in chat rooms 
(you'll have to go out on the Internet to find your own) and especially parental 
controls; other services usually require you to buy third-party software to regu¬ 
late your children’s activities online. 

Savvy Internet surfers should take a good look at EarthLink (http://www.earth 
link.net), the largest straight-internet provider, which ran a sale during April 2003 
offering eight email addresses, home page space, and dial-up access at only $10.97 
per month for six months (EarthLink's normal price is $21.95). SBC Yahoo! Dial 
(http://sbc.yahoo.com), another big provider, delivers 10 email addresses, 
parental controls, and a host of Yahool-related services for $21.95 per month. 

Even cheaper are ISPs such as HighStream (http://www.highstream.net) for 
$8.99 per month and Juno Platinum (http://www.juno.com), which costs $9.95 
per month, but charges you for tech support. (We didn’t test either of these 
for reliability.) 

We’d also like to put in a plug for smaller, local ISPs, such as New York City's 
bway.net (http://www.bway.net) and KDS Internet in Smart Computing's home 
state of Nebraska (http://www.kdsi.net). By signing up with a smaller ISP, you 
support a local business rather than pouring money into the vast coffers of 
AOL/Time Warner or Microsoft. For a comprehensive list of ISPs around the 
country, go to http://www.findanisp.com. I 


Smart Computing / May 2003 43 






























* Plugged In » 


cuddly graphics customization features, 
a Your Correspondent Is Typing indi¬ 
cator, and a spelling checker; later this 
year, AOL promises to let people send 
IMs to mobile phones via SMS (Short 
Message Service). 

Far more importantly, AIM seems 
omnipresent. AOL claims 180 
million users for its messenger; 

MSN claims 75 million. AOL is 
also starting to integrate AIM 
with its mostly European mes¬ 
saging service, ICQ, which 
would bring as many as 130 
million more users on board. 

All of those figures are surely in¬ 
flated, but the comparison 
probably holds: Your friends are 
more likely to be on AIM than 
on MSN. 

AOL is also the king of chat 
rooms. A new feature, Match 
Chat, claims to match you with 
people who share your interests, 
but we didn’t find it effective. 

Still, AOL has a huge online 
community, and with more 
than 300,000 people chatting at any j 
given time, you’re sure to find 
someone to talk to. We found it easier I 
to scroll through AOL’s list of chat ! 
rooms (in a box on one page) than to j 
load MSN’s list (on many pages). 

Speed and reliability. We’re calling 
this a wash. AOL’s connection prob¬ 
lems are well known; MSN has less of I 
a reputation for disconnecting users ! 
unexpectedly. AOL 8 has a new fea- j 


common email protocol that MSN 
used to use.) And both services have 
online help of varying quality. We pre¬ 
ferred AOL’s, which pops up in a stan¬ 
dard AOL window; MSN’s uses a sort 
of Windows Help-like layout in a sub¬ 
window on the side of the screen. 



In just a few days with AOL, we received 10 marketing email 
messages from the service (and three porno spams, which aren't 
shown). The new Show Me Mail From People I Know option is an 
inadequate way to block the flood of spam. 


Exclusive content. This has always 
been AOL’s strength, and the upgrade 
to version 8.0 has pushed AOL even 
further ahead. AOL’s broadband radio 
channels, unlike MSN’s, are commer¬ 
cial-free; broadband users also get ac¬ 
cess to a wide range of streaming 
video on topics from news to pop 
music. For instance, you can listen to 
the entire new album by Billy Corgan, 
former lead singer of the Smashing 
ture that automatically reconnects you Pumpkins, streamed over AOL. AOL 


if your call is dropped, letting you pick 
up where you left off, but in a dozen 
calls, we weren’t kicked off of either 
service. Download speeds for a 3.2MB 
file were about even, as well: about i 
2.5KBps (kilobytes per second) with j 
MSN, 2.4KBps with AOL. Both are 
pretty poor, but both were fairly typ- j 
ical of the speeds you’ll see with a dial¬ 
up connection. 

Tech support. We can’t approve of 
either. Techs for both services were re¬ 
sponsive but uninformed. (Our MSN 
tech didn’t know what POP3 [Post ’ 
Office Protocol, version 3] was; it’s a , 


users never have to head out to the 
big, bad Internet. Instead, they can 
enjoy custom-designed AOL pages 
and bulletin boards on topics that 
range from the reality show “Joe 
Millionaire” to Israeli politics. 

MSN is more of an Internet access 
service than a content provider, so 
there’s less of a focus on exclusive con¬ 
tent. Most of MSN’s features are avail¬ 
able to anyone on the Web who goes 
to http://www.msn.com. But MSN has 
its own entertainment content that we 
couldn’t test because it requires MSN’s 
branded broadband service. AOL’s 


broadband content comes through on 
any high-speed line. If you’re looking 
for a rich online world that’s less im¬ 
posing than the entire Internet, AOL is 
still your best bet. 

Other features. MSN’s most impres¬ 
sive oddball feature is MSN Money, an 
online version of Microsoft 
Money that helps you manage 
your personal finances. What 
makes it a killer is that it ties into 
your bank and credit card ac¬ 
counts through the providers’ 
Web sites, giving you a continu¬ 
ally updated picture of your debt. 
MSN also syncs its address books 
and calendars with handheld 
devices, such as Palm OS or 
Pocket PCs, and it offers a soft¬ 
ware tool to move all of your 
data over from AOL. 

AOL, meanwhile, offers Call 
Alert, an add-on service that 
pops up a little window with 
Caller ID information when 
someone tries to call you while 
you’re online. Call Alert can 
then take a message and play it back to 
you as a sound file. But it’s costly: 
$3.95 per month from AOL, plus 
phone-company charges. 

The Verdict 

AOL still has no peer for ease of use. 
The venerable online leader provides a 
cuddly, fuzzy world of exclusive content 
and colorful pages that only gets more 
compelling with time. For techno¬ 
phobes and families who are willing to 
put up with pornographic spams or 
turn Parental Controls up high enough 
to block them, AOL 8 is a fine upgrade. 

But if you don’t need AOL’s non¬ 
stop hand-holding, MSN provides a 
slightly less expensive way to access the 
Internet, with more powerful email 
and a better reputation for reliability. 
Families looking to get on the Web 
with some control and individuals 
ready to cast off the primary colors of 
AOL should turn to MSN 8. II 

by Sascha Secan 
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Google.dom 


Reach For 
INFINITY 


Web Searches Are Only The Beginning At Google 


Google 




| Google Search | I'm Feeling Lucky | ' ‘ J 

New! Take your search further. Take a Google Tour . 
rtise with Us - Search Solulions - Seivices 8. Tools - Jobs. Press. & 


pages written only in your native 
tongue. You can even turn things 
around and find all the pages that 
link to a specific page or site. 


W henever you’ve needed a 
Web-wide search engine, for 
years you’ve been able to take your 
pick of sites, such as AltaVista, 
Yahoo!, and Lycos. But there’s 
something about Google (http:// 
www.google.com) that keeps people 
eagerly coming back for more. And 
more. Apple Computer has even 
built Google access directly into the 
toolbar of its recently released 
browser, Safari. 

So why is Google at the top of 
the search engine heap? Sure, the 
fact that it indexes more Web pages 
than any other engine is one factor. 
But don’t discount the power of a 
funny word that people just like 
saying over and over again, to the 
extent that permutations have offi¬ 
cially entered our modern lexicon. 

You thought “google” was a non¬ 
sense word? It is, and it isn’t. It actu¬ 
ally derives from “googol,” a word 
coined in 1938 by Milton Sirotta, the 
9-year-old nephew of American 
mathematician Edward Kasner, to 
name a whopper of a number: a 1 
followed by 100 zeroes. In practical 
terms, that’s infinity. Even if Google’s 
3-billion-plus Web pages is 91 zeroes 
short of a googol, the analogy still 
makes for a pretty good name. 

But if you’re using the site for only 
doing basic Web searches, you 
haven’t come close to tapping its full 


potential. So come on, googlers . . . 
let’s get googling. 

First, The Obvious 

Despite its growth spurts, Google 
began life as a search engine and 
works pretty much the same as they 
all do. Type your keyword or words 
into the data field, click the Google 
Search button or press your ENTER 
key, then tackle the page(s) of results. 

The one unique wrinkle here is the 
button labeled I’m Feeling Lucky. 
Click this and you’ll jump directly to 
the Web page occupying the number 
one slot on the regular Results page. 
This isn’t generated randomly, but it 
is subject to change on a monthly 
basis; see the “Fact Sheet” sidebar for 
more information. 

If your search terms were a bit 
too vague and you end up sifting 
through a lot of garbage results, try 
clicking the adjacent Advanced 
Search link. Here you can configure 
exact word combinations and exclu¬ 
sions, screen out pages that haven’t 
been updated in a specified period, 
and look for results created in a par¬ 
ticular file type, such as Adobe’s PDF 
(Portable Document Format). And 
if you’ve ever scrolled past line after 
line of results printed in choppy 
Greek or Cyrillic text, you’ll be 
pleased to learn that you can return 


Google Does Pictures, Too 

If you’re after photos rather than 
text, click the Images tab on the 
home page. The search interface is 
nearly identical, although it omits 
the Lucky button and the Advanced 
option doesn’t offer as many con¬ 
figurations. Especially brilliant, 
though, is that the results pages 
load thumbnail images, so you can 
see immediately if you have some¬ 
thing of interest. 

To illustrate, let’s say you’ve 
watched the movie “Signs” so many 
times that you’re now working on 
your own crop circle theory. To 
compare available photos on the 
Web, type crop circles into the 
search data field, and in moments, 
you can start shuffling through 
them all: 6,400 as of this writing. 

If that’s too daunting, restrict 
your investigation to where it all 
began by clicking Advanced Image 
Search and typing crop circles in the 
Related To All Of The Words. Then 
add England as an Exact Phrase filter 
and Mel Gibson as a Not Related 
filter (to weed out movie material). 
Now the results are more manage¬ 
able, at 150 pictures. 

When you click a thumbnail 
image to access the larger photo, 
you’ll trigger a frame-based interface, 
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with the photo displayed by itself in the 
top half. Below, you’ll see the photo in 
its original context, such as a news ar¬ 
ticle. If it belongs to a larger gallery, you 
may see arrow controls so you can ad¬ 
vance to the other pictures in the group. 

22 Years Of Newsgroups 

Back in the Dark Ages, before 
anyone had even heard of something 
called the Internet, there arose a global 
system of bulletin boards called 
Usenet. It’s still going strong today, 
with discussion forums devoted to 
every conceivable topic on earth. If 
you want to debate current events or 
seek advice on anything from tech¬ 
nology to spirituality, this is the place. 

Google doesn’t just provide access to 
the current newsgroup culture. In 
December 2001, it added a vast archive 
of Usenet posts (acquired earlier from 
DejaNews) dating back to 1981. Num¬ 
bering between 700 million and 800 
million posts, it’s not 100% historically 


Google's Image 
Search returns 
thumbnail images, 
which means no more 
wasted trips hunting 
down pictures you 
can't use once you 
actually see them. 


complete, but is as 
comprehensive as 
you’ll find anywhere. 

Once you’re on 
the Groups page, you 
can search for active 
or mothballed dis¬ 
cussions, or hunt for 
newsgroups of in¬ 
terest by burrowing 
into the topical hierarchy. You’ll first 
see the root categories: biz. for business, 
comp, for computers, and so on. At 
each level, topics will splinter off with 
greater specificity, until you work your 
way over to the individual forums. 



Tips For Using Google 


Leap from here to there 
in a single bound 
Google's labyrinthine in¬ 
dexing system means 
that Internet content is 
extensively cross-refer¬ 
enced. Therefore, if you 
enter search criteria in 
one Google area, this 
provides you with a 
shortcut into other 
areas, as well. To illus¬ 
trate, let's continue with 
our crop circle example: 
After you've finished 
looking at the pictures, 
you could click the 
News tab near the top 
of the Image Search re¬ 
sults page, and Google 
will use your keywords 
to hunt for related news 
items. Or click the 
Groups tab to find rele¬ 
vant discussions. 


Google it your own way. 
To fine-tune the way 
Google responds to you, 
click the home page's 
Preferences link Now 
you can specify a single 
language for future 
search results and the 
number listed per page, 
filter out explicit content, 
and always have your re¬ 
sults opened in a new 
window. Just make sure 
your browser’s cookies 
(those bits of identifying 
code that prompt recog¬ 
nition when you return 
to a Web site) feature 
is enabled. 

Hardcore Googlers are 
advised to visit the 
Services & Tools area, 
where you can add 
Google-specific buttons 
to your browser, or 


augment Internet 
Explorer with a complete 
Google toolbar. 

Hire a translator. So 

you've found a poten¬ 
tially helpful Web page 
on an obscure topic, only 
it's in Portuguese. Don't 
give up before trying the 
Language Tools link, also 
on the home page. 

Under the Translate 
heading you can paste 
copied text into a box 
for quick translation or 
send Google after a com¬ 
plete Web page you can 
read. It's not as compre¬ 
hensive as the United 
Nations but can help you 
with content in French, 
German, Italian, Spanish, 
and, yes, Portuguese. I 


Suppose you want to validate all of 
your worst fears about Microsoft. In 
that case, click alt. and then use the 
pop-up menu to get into the Cs, 
where you’ll find alt.conspiracy. 
With 33 groups, it looks promising! 
Click this link and you can then scan 
all 33 groups, where you’ll find 
alt.conspiracy.microsoft. From here, 
you can open a list of the most recent 
discussion threads. 

As a lurker, you can read all you 
want, but to post, you’ll need a free 
Google Account. You’ll be prompted 
to sign in or sign up (email address 
and password only) at your first at¬ 
tempt to post. 

Another Way Onto The Web 

Rather than using the search engine 
to seek out Web pages, you may some¬ 
times find it useful to call up lists of sites 
devoted to particular subjects. On these 
occasions, click Google’s Directory tab. 

Similar to the newsgroup structure, 
the Directory page also uses a hierar¬ 
chical approach in cataloging the Web. 
Starting with the broadest divisions 
(Arts, Health, Recreation, etc.), you’ll 
open lists of categories that get increas¬ 
ingly narrow, until you’ve funneled 
your way down to a list of relevant sites, 
complete with one-line descriptions. 
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Google.com Fact Sheet 


L arry Page and Sergey 
Brin, two Stanford 
Ph.D. candidates, 
launched Google in 1998 
after they developed a 
new method for locating 
information on the 
Internet. The Google 
system involves main¬ 
taining a vast database, 
updated monthly, that 
indexes the entire Web. 
Utilizing its own Page- 
Rank algorithm, Google 
calculates a ranking for 
all Web pages matching 
a given search string. This 
rank is based on the 
number of other pages 
that link to each one, 
as well as the rank 
of the pages doing 
the linking. 

In one of those inex¬ 
plicable evolutions of 
pop culture, the word 


"google" has taken on a 
life of its own and has be¬ 
come the raw DNA be¬ 
hind spin-off words and 
activities. Here are some 
prominent examples: 

to google, googling 
(verb). According to 
WordSpy.com, this origi¬ 
nally meant to search 
online for information 
about a new romantic 
interest in one's life. By 
now, however, it's taken 
on the broader definition 
of using a search engine 
for any purpose, as in, 
"Gee, I don't know. We'd 
better google that." 

google bombing 
(strategy). A conse¬ 
quence of the PageRank 
method, this is the prac¬ 
tice of creating numerous 


Web pages with links 
pointing to a target Web 
site, so that site will be 
ranked near the top of 
the search results when¬ 
ever Google users enter 
pertinent keywords. 

google dance (noun). 

That tense period at the 
end of each month 
when Google updates 
its database and pages 
are reranked. 

googlewhacking (game). 

Some people can make a 
competition out of any¬ 
thing. In this case, it in¬ 
volves entering keywords 
and combinations so ob¬ 
scure that only a single 
Web page matches the 
criteria. If your search 
turns up "Results - 1 of 
1," you win. 


Rather than employ its own reporters, 
the News section lets others do the leg- 
work, while Google corrals the headlines 
into one place. Here you’ll find instant 
access to articles from The New York 
Times, the BBC, the Discovery Channel, 
Albawaba.com Middle East 
News: 4,000 sources in all, 
from around the world. Click a 
headline and you’ll go directly 
to the story at its site of origin. 

The News page defaults to a 
broad-spectrum approach, 
capped by the current top sto¬ 
ries and divided into various 
categories, such as World and 
Business, farther down the 
page. If you want more in- 
depth information on one of 
these categories, click its link 
in the navigation bar on the 
left side and Google will weed 
out everything else. 


Introducing Froogle 

Google’s latest addition is a con¬ 
sumer-related site; its name is also a 
play on words. This time, the word is 


still in its public beta-testing stage and 
not directly linked from Google’s 
home page, although that may have 
changed by the time you read this. 
Regardless, you can always go there di¬ 
rectly (http://froogle.google.com). 

Similar to BizRate and other sites, 
Froogle divides and subdivides online 
merchandise into increasingly more 
narrow categories and directs you to¬ 
ward the dealers selling whatever 
you’re in the market for. If you have 
lots of time on your hands, you can 
browse categories; otherwise, cut to the 
chase and use the familiar search op¬ 
tions, where you can target a specific 
manufacturer, model, price range, and 
merchandise category. 

Froogle has no “preferred mer¬ 
chant” arrangement, so they’re not be¬ 
holden to any retailers whose names 
consistently show up at the top of the 
results. As of this writing, though, the 
company is still soliciting user feed¬ 
back, so it remains to be seen how 
Froogle will develop. 

What A Web We Weave 

Until we’re all living the cyberpunk 
vision of digital content coming to us 
at the speed of thought, it’s hard to 
think of a better-integrated set of 
general online tools. With its mul¬ 
tiple ways of tracking down Web 
sites, reducing the language barrier, 
and keeping up with everything from 
mainstream thought to the 
lunatic fringe, Google really 
helps you put the Internet to 
work for yourself. 

And if the thought of 3 bil¬ 
lion Web pages makes you a 
little google-eyed, it’ll probably 
take it as a compliment. II 


by Brian Hodge 


See our online sidebar “Google’s 
Holiday Logos” at http://www 
.smartcomputing.com/may03 
/holidays for more information 
about Google’s features. 


“frugal.” As we go to press, Froogle is 



Google's News section puts the resources of 4,000 media 
outlets at your fingertips. 
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Web Tips 

Enhance Your Time Online 



Music To All Ears 

For many folks, music 
breaks down into two 
simple categories: the stuff 
you like and the stuff you 
can’t stand. Things get a 
tad trickier when you 
break it down in a bit 
more detail. What’s the 
difference between Brill 
Building Pop Rock, Bub¬ 
blegum Pop, and Teen 
Idol Pop? If you’re looking 
to expand your musical 
knowledge, you can’t find 
a much better place to 
start than All Music Guide 
(http://www.allmusic.com 
). An enormous database 
of 535,000 recordings, 
AMG lets you search for 
artist, album, song, style, 
or label. Once you find a 
favorite musician, you get 
bios, discographies, re¬ 
views, and a list of links to 
similar artists, influences, 
and followers. Prefer 
Beethoven to Britney? 
Then check out its classical 
music guide (http://www 
.allclassical.com). 

How Fast Is Fast? 

Oh, there’s no doubt: 
When it comes to the 
Internet, fast is never fast 
enough. Maybe you’ve 
already plunked down the 
extra cash every month 
to get a faster broadband 
connection. But what if it 
doesn’t feel “hundreds of 
times faster,” as some of 
those commercials sug¬ 
gest? Speed on over to 
Broadband Reports and 



Use All Music Guide's mas¬ 
sive music database to find 
tons of info on your favorite 
bands. Every bit is so thor¬ 
oughly cross-linked with 
related artists that surfing 
through several pages 
becomes addictive. 


take its speed test (http:// 
www.dslreports.com/stest). 
This tool measures your 
line speed both up 
(sending files) and down 
(downloading files). 
Broadband tests are more 
than just vanity tools; use 
this measurement to make 
sure you’re getting the 
speed you’re paying for. 
And if you’re really hungry 
for a full plate of broad¬ 
band info, explore the rest 
of the site using the links 
along the left side of 
the site. 

Be A Book Hunter 

It used to be that when a 
book went out of print 
and became hard to find, 
it meant years of searching 
used bookstores for a 
copy. Now we have Book- 
Finder.com (http://www 
.bookfinder.com). Sure, 
there are other book 


search engines, and even 
the big guns at Amazon 
.com have a used book 
finder. But it’s Book- 
Finder.com that brings 
40,000 stores around the 
world together in one 
search. Search for new, 
used, first edition, and 
even signed editions. It’s 
definitely not the same as 
that fantastic feeling of 
finding a gem in a dusty, 
old bookstore, but it’s a 
heck of a lot easier. 

How To Handle Shipping 
& Handling 

Maybe some people think 
it’s OK to take a large 
package to UPS (United 
Parcel Service), plunk it 
on the counter, and hope 
that shipping it isn’t going 
to cost more than the 
package is worth. We 
prefer to take the mystery 
out of UPS shipping 

charges by clicking 
over to the UPS 
site (http://www 
.ups.com). Click 
the down arrow 
to select your 
country and then 
click the blue 
arrow. From the 
UPS home page, 
click Rates in the 
upper navigation 
bar, which will 
take you to UPS’s 
handy Quick Cost 
Calculator. Fill in 
the origin and 
destination of 


your package and then on 
the next page enter the 
dimensions and weight 
of your package. Don’t 
worry about having a 
fancy postage scale—the 
one in your bathroom will 
work just fine. This is in¬ 
valuable for people selling 
stuff on eBay. 

Science, Science 
& More Science 

From gene splicing to 
outer space, science has a 
way of capturing our 
imagination ... and cap¬ 
turing the headlines. If 
the occasional news blurb 
isn’t enough for the sci¬ 
ence fanatic in you, con¬ 
sider making Nature 
Science Update (http:// 
www.nature.com/nsu) a 
regular part of your daily 
routine. With 14 cate¬ 
gories to choose from, 
including Archaeology, 
Biotech, Chemistry, 
Environment, Space, and 
more, this site strives to 
deliver all the new re¬ 
search to the widest pos¬ 
sible audience. Still not 
enough science for you? 
Maybe you should con¬ 
sider a career in science 
(http://www.nature.com 
/naturejobs). And once 
you’re in the biz, keep up 
to date with conferences, 
seminars, and symposia 
with the recently 
launched natureevents 
(http://www.nature 
events.com). 



Find out how much your package is going to 
cost to ship before you get all the way down 
to UPS by using UPS.com's Quick Cost 
Shipping Calculator. 
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find it online 


Compiled by Joshua Gulick 


All Recipes 

http://allrecipes.com/directory/664.asp 
Add recipes to your repertoire this 
spring with All Recipes. The site breaks 
its spring recipes into several categories, 
such as Appetizers, Meat And Seafood, 
and Vegetarian. Each recipe includes a 
short description and rating. Read visi¬ 
tors’ reviews to see if a dish is a hit or a 
flop and get new ideas for spicing it up. 

If you find a particularly good (or bad) 
recipe, you can rate it to help future site 
visitors. You can also register to receive 
free recipes in your email. 

DoltYourself.com 

http://doityourself.com 

Get that home-improvement project 
underway so you won’t be sweating 
through it this summer. If you don’t 
know where to start, strap on your work 
belt and browse DoItYourself.com’s 
how-to articles. The articles touch on 
everything from laminating your floor to 
installing a skylight. Each project in¬ 
cludes pictures, lists the tools and mate¬ 
rials you’ll need, and indicates whether L 
you should check local building codes to 
see if you need a permit. If you can’t find an answer in an ar¬ 
ticle, post your question to one of the 80 forum topics to see if 
another reader has an answer. 

Homeldeas.com 

http://www.homeideas.com 

Not everyone’s handy with tools. If your drinks tilt during 
parties on the deck you built last summer, hire a professional 
to fix it or rebuild it. HomeIdeas.com has several services for 
people interested in starting (or having someone else start) a 
project. You can find a contractor or enter your project idea 
into the site’s database to have manufacturers contact you and 
make offers. You can also use the site to search for online 
home improvement retailers. Click Home Ideas Art Store at 
the bottom of the main page for decorating ideas and tips. 

KiteBuilder.com 

http://www.kitebuilder.com 

If you built your last kite from a kit you bought at a grocery 
store, you may be intimidated when you visit KiteBuilder 
.com, which displays large and complex kites. Although the 
site has plans for extremely complicated kites, it also includes 



links to plans for kites you can build 
with your children. Once you choose 
a plan, click the Kite Studio link on 
the main page to shop for the mate¬ 
rials. If you need kite ideas, click the 
Competition Results And Photos link 
to view pictures of kite masterpieces. 

Oakland Museum of California 

http://www.rn useu mca.org 

Are you planning a summer trip 
to a museum? Whether you’re vis¬ 
iting a local museum or you 
want to travel, the Oakland 
Museum of California can 
help you find museums 
matching your interests. 

Click Online Resources, USA 
Museums Directory to search 
for museums by state, name, or cate¬ 
gory. You’ll see a brief description of 
the museum, along with a link to its 
Web site. If you’d rather visit mu¬ 
seums from your chair, click Top 
Sites to see which museums other 
visitors recommend and be sure to 
browse the rest of the Oakland 
Museum’s Web site. 

TPMBaseball.com 

http://www.tpmbaseball.com 

Say what you will about the state of professional baseball, 
kids still love the game. If you haven’t found a camp for your 
young star, peruse TPMBaseball.com’s camp listing. Search for 
camps by state and search for Canadian camps. The site 
doesn’t describe the camps, but it lists contact info and links 
for camps with Web sites. You can read hitting and pitching 
book reviews and related articles. If you have a pitching ques¬ 
tion, send it to Dr. Bagonzi for a chance to win a prize. 

Webwalking 

http://www.webwalking.com 

Remember your New Year’s resolution to work out more 
and get in shape? If that resolution’s but a memory, skip the 
gym and start with something less intimidating, such as 
walking. The Hiking 8c Walking Homepage lists links to sites 
that cover topics such as why walking is healthy and what 
kinds of clothes you should wear. If this is your first time 
walking for your health, check out the Absolute Beginners link. 
You can also find links to hiking Web sites. 
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Finding the appropriate Usenet discussion group to match your interests can be a monumental task. 
So each month, we scour tens of thousands of newsgroups and highlight ones that delve into popular 
topics. If your ISP (Internet service provider) doesn’t carry these groups, ask it to add the groups to its 
list. This month we take our favorite feather duster and clean out Usenet. 


alt.home.cleaning 


rec.kites 


Is there a mysterious odor emanating from 


If you’re not ready to build 


your carpet? Throw open those windows, 


the incredible kites at Kite- 


smell the spring air, and get to work. If your 


Builder.com (http://www 


carpet cleaner isn’t doing the trick, visit 


.kitebuilder.com), you may want 


alt.home.cleaning and describe your problem 


to check out the posts at rec 


to the readers in this popular group. You 


.kites. Readers post and respond 


1 can also find answers to questions about 


to a variety of topics, such as 


neutralizing bleach, discussions about steam 


building kites, kite trade shows, 


cleaners, and the secret to getting fingerprints 


and what kinds of line are best 


off the glass window of the oven door. 


for specific kites. 



alt.sports.kitesurfing 

If you feel like your kite gets to 
have all the fun, read the posts in 
this group to learn about kite¬ 
skiing and kitesurfing. Kitesurfing 
enthusiasts don skis or snow¬ 
boards and use large kites to 
propel them. The sport is rela¬ 
tively new, but there are many 
readers on alt.sports.kitesurfing 
who are interested. 


Share The Wares 

Some of the best apples in the online orchard are the free (or 
free to try) programs available for download. Each month we 
feature highlights from our pickings. This month, we keep 
track of our heavy workouts. Stop snickering. 


Crosstrainer 

http://www.crosstrainer.ca 

You may feel healthier after a few 
weeks of working out, but you won’t 
know how much progress you’ve 
made unless you keep careful track 
of your daily workout activities. 
You’ll also want to record the food 
you eat; a cheeseburger looks a lot 
worse on paper than it does on the 
drive-up menu. 

Crosstrainer lets you schedule 
multiple activities, track your meals 
and water intake, and log your 
weight. You can mark the included 
calendar with icons that display your 
planned sport or workout activity. 
The icons act as links that let you 
quickly view your schedule. If you 
weigh yourself regularly, you can 
record yout weight in the Weigh In 
section. You can also place a daily 
picture of yourself in the Weigh In 
section to remind yourself of what 


Record your workouts and 
eating habits with 
Crosstrainer. If you have a 
partner, you can keep 
separate records. 



you looked like when you started 
and how good you look now. 

The Nutrition section lets you 
record your meals and plan ahead. 
When you schedule meals, the Meal 
Planner calculates each meal’s nutri¬ 
tional value. If Crosstrainer doesn’t 
have an item, you can add it your¬ 
self. You can also create printable 
shopping lists. 

Crosstrainer is $49.95, but you 
can download a free 30-day trial. 
Plan for a long download if you have 
a dial-up connection (at least 2:45 
[hours:minutes] if you have a 
33.6Kbps modem, assuming a con¬ 
stant download speed). 


DesignWorkshop Lite 

http://www.a rtifice.com/free/dw 
Jite.html 

Are you planning to knock out a 
wall in your house or replace your 
kitchen cabinets? If you’re having a 
hard time visualizing the remodeling, 
draw it with DesignWorkshop Lite. 
Design software is often complicated, 
but if you’re not afraid of multiple 
toolbars and you download the 3.2MB 
tutorial (from the Design Workshop 
Lite download page), you shouldn’t 
have much trouble. Try DesignWork¬ 
shop Lite free or buy the expanded Lite 
version for $9.95, which includes the 
tutorials and more building models. 
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Get organized, and take your files with you wherever you go. Burn all your data, video, photography, 
MP3s, vinyl, cassettes and whatever else you’ve got to CD with Easy CD Creator® 5 Platinum, from 
Roxio. The best selling CD burning software in the world. You can even create your own personalized 
jewel cases for each disc. Hit roxio.com to find out how. Mac® users check out Roxio’s Toast® 5. 


Now Windows * XP compatible. 
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Internet Security 


A nyone who’s used a computer for 
any length of time has seen alerts for 
viruses, worms, Trojan horses, and 
other malicious files. Whether they 
are designed to disable Windows, delete 
data, take control of a PC, or just as a gag, 
one thing is certain: They aren’t going away 
anytime soon. 

It’s ironic that the very things that make 
the Internet such an incredibly useful tool 
also make it the perfect delivery system for 
those who want to create the maximum 
amount of trouble for computer systems. This 
“network of networks” was designed in the 
late 1960s as a tool to let scientists communi¬ 
cate and exchange data. As the original 
ARPANET (Advanced Research Projects 
Agency Network) grew and expanded and 
eventually transformed into what we now 
know as the In- 
I ternet, its reach 

and maximum 
speed increased 
dramatically. It 
now spans the 
entire globe, let¬ 
ting a user in 
Nebraska share 
information as 
easily with some¬ 
one in Timbuktu 
as he does with 
his next-door neighbor. Although this has 
been revolutionary in terms of creating a 
global community of users and an easy access 
point to conduct global business, the sheer 
volume of people and businesses that rely on 
the Internet has attracted a new generation of 
scammers and con artists. 

Crackers are miscreants who have either 
the skills or tools (or both) to create pro¬ 
grams designed to damage or break into 
computers. They use software instead of di¬ 
rect observation to get their hands on your 
credit card numbers and other personal in¬ 
formation or access your computer and steal 
data or cause damage. They tend to exploit 
weaknesses found in the most popular soft¬ 
ware, such as Microsoft Windows, so they 
can attack the largest possible number of 
computers. The fact that so many computers 
on the Internet use the same OS (operating 


PT 


system), Web browser, and basic software 
makes their jobs easier. 

Then there is the problem of anonymity. 
You can pretend to be anyone on the Internet, 
and scam artists use this to their advantage, 
preying on the gullible and misinformed. It’s 
not only possible, but also easy to create a 
Web site that looks and acts exactly like a le¬ 
gitimate business but is designed solely to steal 
money (or even a person’s identity), and the 
amount of unsolicited email that shows up in 
your inbox each day demonstrates how easy 
and cheap it is to knock on the virtual doors of 
millions of potential victims. Even when the 
intent isn’t malicious, such as in the case of 
email chain letters, rumors and other false in¬ 
formation tend to travel much faster and for 
far longer on the Internet than in the real 
world. It’s easier and cheaper, after all, to for¬ 
ward a message to a few dozen friends and as¬ 
sociates than to call them all on the telephone 
or mail individual letters to them. With 
modern email software, you always are one 
click away from being part of the problem. 

Crackers use email extensively to dissemi¬ 
nate malicious computer files. Some of the 
more advanced programs they’ve written trick 
you into doing most of the work by using 
your email address book to send the infected 
files to many other computer users, seemingly 
under your name. Your friend or associate 
opens up the “legitimate” email, and the cycle 
begins again with the malicious file propa¬ 
gating itself endlessly around the Internet. 

With so many threats coming from so many 
different angles, how are you supposed to pro¬ 
tect yourself? You can start by reading the arti¬ 
cles in this issue to learn more about the 
technology behind these sorts of electronic at¬ 
tacks and the technology that exists to fight 
them. More important, however, you must rely 
on your own judgment and common sense to 
avoid being duped. If you get a suspicious- 
looking email message (large file sizes or subject 
line full of grammatical and spelling errors), 
delete it without opening it. If it came from 
someone you trust, give her a call to see if she 
sent you anything. The rules don’t change be¬ 
cause you’re a seemingly anonymous blip on 
the Internet; if anything, they become stricter. II 


by Tracy Baker 
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Malicious Code 



Viruses, Worms & 
Trojan Horses 


T he media is getting better about 
telling readers the exact type of 
malicious file that is making the 
rounds, but many times everything is 
lumped into the “virus” category. 
Viruses are the oldest type of file cre¬ 
ated to cause system damage or acti¬ 
vate an unauthorized program, but 
there are major differences between 
them and the two other types of 
common computer threats: worms 
and Trojan horses. Knowing how 
these files infiltrate your computer 
and go to work once they are in can 
help prevent them from infecting your 
system in the first place; this knowl¬ 
edge can also help you identify the 
threats if they somehow get through. 


“Virus” may be the generic term for 
any malicious file, but in truth, most 
major modern threats are worms. True 
viruses infect a system via a floppy 
diskette, email, or another external 
source but are designed to remain on 
the infected computer and not spread 
to other systems. At their most basic, 
viruses are programmed to replicate on 
the infected system, copying themselves 
so many times that they fill all available 
memory and/or drive space and render 
the computer useless. More advanced 
viruses contain more deadly payloads 
that do everything from tampering with 
files to deleting an entire hard drive. 

Many viruses are created as pranks, 
intended to do little more than make a 
message pop up at a certain time or 
perform a similarly silly func¬ 
tion. Unfortunately, many 
of these viruses are poorly 
programmed and end 
up causing damage 
simply because they 
are unstable. 

Many types of 
viruses exist, but 
the most insid¬ 
ious by far are 
multipartite and 
polymorphic 
viruses. Typically 
a virus infects ei¬ 
ther files on the 
computer or the 
boot sector of the 



hard drive, the portion where the OS 
(operating system) gets all of the data 
and instructions.it uses during the 
boot process. A multipartite virus in¬ 
fects both files and the boot sector, 
making it extremely difficult to get rid 
of because it has the potential to con¬ 
trol the computer from the moment 
the system boots. 

Polymorphic viruses attempt to 
skirt antivirus programs by changing 
their code slightly each time they re¬ 
produce, essentially creating a new 
virus with each replication cycle. 
Eventually the code changes can pile up 
to the point where not a trace of the 
original virus exists, so the antivirus 
software doesn’t pick it up during a 
scan. Because the programmer has little 
control over how the virus eventually 
evolves, these types of viruses tend to 
be unpredictable and destructive. 

The majority of viruses are designed 
solely to damage the infected system, 
either by messing with files or pre¬ 
venting the user from accessing the 
system. Some also actively seek out 
and disable antivirus software and 
other applications designed to protect 
your computer from outsiders, leaving 
you open to future attacks. 


Like viruses, worms are designed to 
infiltrate a computer and deliver a de¬ 
structive payload, but they take the 
chaos to a new level, attempting to au¬ 
tomatically spread to other computers. 
Where viruses are content to sit on one 
machine and infect file after file, worms 
are always looking for new frontiers. 

Most worms propagate by rooting 
out the address book for your comput¬ 
er’s email software and emailing them¬ 
selves to every address on the list. This 
is a very effective method of “reproduc¬ 
tion” because your friends and associ¬ 
ates think they are receiving an email 
message from a trusted friend when in 
reality they’re inviting a worm to take 
up residence on their computers and do 
the same thing to their address books. 
More modern worms rely on even 
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Norton AntiVirus is No.1 for a reason: It offers 
fast, constant protection and uses one of the 
best virus definition databases on the planet. 

more devious means of propagation, 
and all worms fall into the two basic 
categories of passive and active. 

Passive worms are the least threat¬ 
ening variety; they require some sort of 
user interaction to infect a system and 
begin doing their dirty work. Users 
must open an infected email message, 
place an infected file on their com¬ 
puters, or otherwise manually activate 
the worm. The most effective passive 
worm unleashed so far is Love Letter, 
also known as Love Bug. It caused an 
estimated $8.75 billion in damage when 
it was unleashed in 
2000, according to 
Computer Economics. 

Because passive 
worms require users 
to click a link or open 
a file before they 
work, many rely on old-fashioned de¬ 
ception, called “social engineering” in 
modern parlance, to slip under the 
radar. A good example of this is the 
VBS/AnnaKournikova worm, which 
came in an email message telling recipi¬ 
ents if they opened the attached file, 
they’d see naked pictures of the famous 
tennis star. Needless to say, the attach¬ 
ment was a worm, and the appeal of 
free smut tricked thousands of com¬ 
puter users into infecting their own 
systems. The latest variant of this uses 
popular singer Avril Lavigne’s name, 


and many others have appeared capi- j 
talizing on the star du jour. 

Unless you are insatiably curious or 
incredibly trusting, passive worms are 
relatively easy to avoid and usually are | 
installed only by accident. Active 
worms are altogether different beasts. 
These files are designed to take advan- j 
tage of security holes in email software, 
Web browsers, and other applications 
so they can force their way into a system 
and install themselves automatically. 

Code Red is the most famous active 
worm, targeting a chink in the security 
systems of certain versions of Windows j 
to pry its way into a system. Several mu- j 
tations spawned from the original 
worm, and Computer Economics reports j 
that all the iterations caused a collective j 
$2.62 billion in damage when they were i 
released in 2001. The most recent 
threat, Slammer or Sapphire, did not 
cause as much damage as Code Red but 
was even more frightening because it 
used a more advanced propagation 
technique that let it spread several times 
as fast. Only a flaw in the worm’s 
random number generator prevented it 
from spreading uncontrollably. 

Many worms are created to infect as 
many systems as possible so they can 
initiate DoS (denial of service) attacks 
on certain Web sites and Web servers. A 



Trojan horses (usually called simply 
“Trojans”) are the final major type of 
malicious file. Trojans differ from the 
other types of malicious code because 
the Trojan horses are not designed to 
replicate or send themselves to other 
computers. Instead, they usually are 
emailed manually by a person who 
wants to damage or gain access to 
your computer and come in the guise 
of an innocuous-looking program 
such as a screen saver or game. Many 
times the attachment looks legitimate 
when you open it, and you really can 
use the screen saver, game, or other 
application. Meanwhile, the Trojan 
sets up shop on your hard drive. 

Trojans can deliver damaging pay- 
loads like viruses or worms can, but 
most Trojans are designed to give the 
sender access to your computer or 
monitor activity so it can report back to 
its creator. For example, the Trojan 
might log everything you type, in¬ 
cluding private letters and passwords, 
and transmit that information to the 
sender, or it might disable your firewall 
and antivirus software so the sender can 
easily hack into your PC and download 
the files he wants. Some Trojans use this 
opportunity to use your computer as a 
base of operations to 
hack into other PCs, 
making it look as 
though the illegal ac¬ 
tivity originated from 
your PC. 


Don't let the high-tech interface 
fool you; Avast is an easy-to-use, 
powerful antivirus product that's 
free for noncommercial use. 


DoS attack happens when thousands or 
even hundreds of thousands of com¬ 
puters all attempt to access the same site 
or server at the same time, flooding the 
system on the other end of the connec¬ 
tion with more simultaneous data re¬ 
quests than it can handle. At worst, the 


Many viruses, worms, and Trojan 
horses have achieved high levels of effi¬ 
ciency and caused billions of dollars in 
direct and indirect damage, but they’re 
i prelude to the malicious files waiting 


attack crashes the server and may cause around the corner. Right now files 


i loss of data, and at best, it prevents le¬ 
gitimate users from accessing the pages 
and files contained on the server. Code 
Red is a perfect example, as it originally 
was designed to cause a DoS attack on 
the White House Web site. 


called “blended threats” are showing up 
all over the Web. Blended threats are 
malicious files that don’t target a partic¬ 
ular program for delivery (or they have 
their own delivery systems and don’t 
rely on other software to move from 
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computer to computer). They’re diffi¬ 
cult to protect against because they have 
many avenues of attack. 

You may start seeing malicious files 
designed to attack mobile devices, such 
as cell phones, wireless notebooks, and 
handheld computers. As these devices 
gain popularity and become connected, 
they become prime targets for virus 
writers looking to leave their marks. 


The absolute best way to protect 
against contracting a computer virus, 
worm, or Trojan horse is to stay off the 
Internet completely or at least to avoid ■ 
opening email attachments. That’s too | 
much to ask of most Web users, so the j 
next best thing is to invest in a good an- j 
tivirus package and update its virus def- j 
initions as often as possible. Virus 
definitions are “fingerprints” that let the | 
antivirus scanner detect a known virus, 
and most products also come with 
heuristic scanners that use special algo¬ 
rithms to look for viruses that haven’t I 
been identified yet by detecting virus- | 
like code contained in files. If you use I 
email (and who doesn’t?), be sure to I 
buy a product that scans all incoming 
email for infected attachments and 
deletes suspect attachments without 
previewing the email message. 

There are several good antivirus 
packages, such as Symantec’s Norton 
AntiVirus ($49.95 and up; http://www 
.symantec.com), and there also are on¬ 
line antivirus scanners, such as Trend 
Micro’s HouseCall (http://housecall 
.trendmicro.com). Even if you don’t 
have any cash, you can find excellent 
freeware options, such as ALWIL 
Software’s Avast Home (http://www 
.avast.com), so you have no excuse for 
remaining unprotected. Just be certain 
to scan often and download updates 
for the software at least weekly. 

It also helps to use a hardware- or 
software-based firewall. Firewalls sit be¬ 
tween your computer and the Internet, 
inspecting incoming and outgoing data 
to make sure you’ve authorized it. If an 
incoming data packet looks suspicious 


and you didn’t specifically request it, i 
the firewall denies the data access to 
your system. If it sees a program trying j 
to send data from your PC without 
your permission, it denies that software j 
access to the Internet connection. Good j 
, firewalls also render your computer in¬ 
visible to outsiders so that they can’t 
j even probe your system for weaknesses 
1 because they don’t know it is there. 

Windows XP comes with an inte¬ 
grated firewall. To enable it, click Start, 
My Network Places, and 
the View Network Con¬ 
nection link; right-click 
the icon for your Internet 
connection; and click 
Properties. Select the 
Advanced tab and check 
the Protect My Com¬ 
puter And Network 
checkbox before clicking 
Apply. We recommend 
using a more powerful 
and configurable firewall, 
such as Zone Labs’ Zone- 
Alarm (http://www.zone 
labs.com), which comes 
in an excellent free ver¬ 
sion and a more pow¬ 
erful $49.95 Pro version. 

You can also “trick” 
malicious code by using 
nonstandard applica¬ 
tions. People who create malicious files 
try to maximize potential damage by 
targeting programs that have the largest 
installed user bases, which includes 
Microsoft Windows, Microsoft Office, 
Internet Explorer, and Microsoft Out¬ 
look. Opt for a less popular office suite, 
such as Sun Microsystems’ StarOffice 
($75.95; http://wwws.sun.com/soft 
ware); a different Web browser, such as 
Opera Software’s Opera ($39; http:// 
www.opera.com); and an alternative 
email package, such as QUALCOMM’s 
Eudora ($39.95; http://www.eudora 
.com). With the less popular software, 
you can go a long way toward staving 
off unwanted files designed to attack 
the more widely installed programs. 
That’s not to say you’re completely safe; 
as other programs gain popularity, they 


become juicy targets, as well, and all 
programs have security holes just 
waiting to be exploited. Regardless of 
what OS or programs you use on your 
computer, be sure to check the manu¬ 
facturers’ Web sites at least once a 
month, preferably more frequently, to 
check for program patches and updates. 
Microsoft routinely issues security fixes 
for its software, but the fixes won’t do 
you any good if you don’t install them. 

Finally, rely on common sense when 
browsing the Internet or 
viewing email to avoid 
most problems. Don’t 
visit suspect Web sites, 
dick No when Windows 
asks if you want to 
download a file you did 
not ask for, and contact 
seemingly trustworthy 
people who send you 
suspicious-looking email 
make sure it’s legiti¬ 
mate before opening the 
letter or any attachments. 

This is especially true 
if the attachment is an 
EXE (executable), COM 
(command), INF (infor¬ 
mation), PIF (program 
information file), DLL 
(dynamic-link library), 
BAT (batch) or VBS 
(Visual Basic Script) file because those 
files are easy to accidentally execute. 
Some malicious code writers place 
viruses in macros for popular applica¬ 
tions, such as Microsoft Word and 
Excel, so the viruses launch automati¬ 
cally when you load the file, so be 
careful when opening DOC (Word 
document), XLS (Excel spreadsheet), 
and other Office files. Check your an¬ 
tivirus software often to make sure it 
isn’t accidentally (or intentionally) dis¬ 
abled and always back up important 
files in case a malicious file somehow 
slips through. With a little preparation 
and some decent software, you can 
make life very difficult for those who 
mean your computer harm. II 


by Tracy Baker 


Code Red [worm] 
infected more than 

250,000 

systems in just 
9 hours 

on July 19,2001. 

The total economic 
impact of Code 
Red was 

$ 2.6 

billion. 
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Ecommerce Faces 
Familiar Scams & Cons 


O nline shopping is no riskier than 
ordering by phone, but online 
auctions pose a bit of a risk. In 
November 2002, just before the start of 
the holiday shopping season, the 
Business Software Association surveyed 
more than 1,000 Internet users re¬ 
garding their online shopping plans. 
Although 71% of those surveyed said 
they expected to do some holiday 
shopping online, more than a third 
worried about using their credit card 
number on the Internet and more than 
half said they worried about having 
their credit card information stolen 
from a Web merchant’s database. 

Should you be worried? Yes, but 
about different things. Once you under¬ 
stand the fundamentals of ecommerce 
security and the cost-benefit calculus of 
identity theft, three things become 
clear. First, using your credit card on¬ 
line isn’t riskier than using it over a 
phone. Second, merchant and financial 
services databases, the preferred targets 
of identity thieves, are as vulnerable as 
ever, meaning they’re difficult to hack 
into but vulnerable to a rogue employee 
willing to sell what he can steal. And 
third, online auctions are emerging as 
riskier than online shopping, in part be¬ 
cause of the ungoverned nature of auc¬ 
tion sales and in part because auction 
scam artists come up with new scams as 
quickly as old ones are thwarted. 


Transmitting your credit card data 
over the Internet should be the least of 
your online shopping concerns. You 


might intuit that the Internet is easier 
to eavesdrop than phone lines because 
a phone line tap requires a physical in¬ 
trusion that’s difficult to miss. But 
what the Internet lacks in the security 
of physical lines it more than makes up 
for by encrypting (encoding so that 
eavesdroppers can’t understand or use 
data even if they steal it) sensitive data. 

This encryption is powerful. Repu¬ 
table online merchants won’t let you 
submit your credit card data until 
you’ve established an SSL (Secure 
Sockets Layer) connection between you 
and the store. The latest Web browsers 
support 128-bit SSL connections, 
during which your sensitive data is 
encrypted, packet by packet, using a 
randomly generated 128-bit key. Using 
the most powerful decryption tech¬ 
niques and equipment available, it 


fi 


could take a hacker billions of years to 
try using every possible key to decrypt a 
packet, and even if he or she were suc¬ 
cessful, the decrypted data might not 
turn out to be your credit card number. 

This is why identity thieves don’t 
waste their time eavesdropping on 
the Internet for credit card numbers, 
and why, if you submit your credit 
card data over a secure connection, 
you shouldn’t worry about it being 
stolen in transit. See the sidebar ti¬ 
tled “Signs Of Safety” for ways to be 
sure you’re transmitting data over a 
secure connection. 


Like other online shoppers, you may 
also worry that hackers might target the 
cookies (user information files) online 
merchants place on your system and 
gain access to the personal credentials 
(username and password) and credit 
card information these cookies might 
contain. In most cases, these worries 
are unfounded; most reputable online 
merchants don’t include your credit 
card information in your cookie (and 
you shouldn’t do cyberbusiness with 
those that do). Read a merchant’s User 
Agreement and Privacy Statement to be 
certain, but it would be virtual suicide 
for a company to put customers’ credit 
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Signs Of Safety 



Secure URL (Web address). 

In your Web browser's address 
bar, a secure page address will begin 
with "https" instead of "http." 


Warning messages. By default, your browser 
displays warning messages when you submit 
information to a Web site. For example, when 
you submit a username and password to a online 
merchant or when you click the checkout button 
and your cookie 


submits this infer- 



:// 


Lock or key symbol. When 
you establish a secure con¬ 
nection, your browser dis¬ 
plays a "closed lock" symbol 
in its status bar. 



Look for the https and mat,on, your 

the padlocks for signs browser might 

of secure connections. warn you that the 

_ info is being sent over an unsecured connection 

(which is normal; the merchant needs the creden¬ 
tials to establish the connection). When you checkout, another 
message tells you the connection is secure. These warnings annoy 
most users, who click the Don't Show These Messages Again op¬ 
tion, which is fine as long as you check the other signs listed above 
before submitting credit card information to a Web site. 

In Microsoft Internet Explorer and Netscape Navigator, the 
closed lock icon in the System Tray in the lower-right corner 
and the "https" at the beginning of the URL (uniform resource 
locator) indicate a secure connection. 


card numbers in cookies. No one would 
shop at that site. 

A hacker could plunder your cookies 
and use them to make online purchases 
in your name. This isn’t likely or smart 
(the hacker would have to change your 
Ship To address to his, leaving a pretty 
clear trail for the authorities). But it’s 
possible, and you can protect yourself 
against it in two ways. First, avoid shop¬ 
ping over a WLAN (wireless local-area 
network) connection, because most 
WLAN cards broadcast credentials 
without encrypting them (to the point 
where hackers have been found in 
radio-equipped trucks parked outside 
of WLAN-enabled coffee shops and air¬ 
port lounges). Second, install a software 
firewall, such as ZoneAlarm (http:// 
www.zonelabs.com), on your PC; this 
will prevent someone from sneaking 
onto your computer while you’re con¬ 
nected to the Internet. A firewall is a 
good idea if you have an always-on 
cable, DSL (Digital Subscriber Line), or 
ISDN (Integrated Services Digital 
Network) connection because your PC 


is connected and accessible for many 
more hours a day. (See “Close Your 
Ports’ Vulnerabilities” on page 62 for 
more information about firewalls.) 

All of the above assumes a thief is 
content to steal credit card numbers 
one at a time or in small batches and 
use them to make purchases himself. 
This happens, but it’s the small-time 
end of the racket. For a thief, the real 
money and lower risk, is in stealing 
large numbers of credit card numbers 
and selling them to someone else. 

Most credit card thieves concentrate 
on raiding databases maintained by 
merchants, financial firms, and credit 
reporting services. Because these data¬ 
bases are protected by nearly bullet¬ 
proof security and firewall technologies, 
the thief is usually a rogue employee, a 
person authorized to access the data¬ 
base who “goes bad” or a person who 
steals access credentials from a co¬ 
worker or associate. Such was the case 
last November, when a credit bureau 
employee stole and sold credit data for 
some 30,000 customers in Ford Motor 


Credit’s database. You can’t prevent 
this kind of theft, whether you shop on¬ 
line, over the phone, or in the store. 

But you can prevent another method 
thieves use to access credit reports and 
with them all of your credit card data: 
Never, ever give your SSN (Social 
Security number) to an online vendor 
or anyone who isn’t going to pay you 
income. A thief armed with your name 
and SSN has all he needs to draw credit 
reports in your name. If an online 
vendor asks for your SSN as part of the 
customer registration or purchase 
process, buy from someone else and 
consider reporting the vendor to your 
local Office of Consumer Affairs. 


Although online stores, particularly 
online versions of brick-and-mortar 
stores, are about as safe as their mail- or 
phone-order alternatives, online auc¬ 
tions are proving a fertile scamming 
ground for cybercrooks. According to a 
recent MSNBC.com report, auction 
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fraud is the leading source of Internet- 
related consumer complaints made to 
the federal government. Here are a few 
scams that have separated auction cus- j 
tomers from their money, and in some 
cases, their identities in recent months: j 

Email account update scams. Using 
widely available software, scammers ! 
cull eBay bidders’ email addresses, j 
which eBay doesn’t usually display, 
and send bidders eBay-branded email j 
messages asking them to “update” 
their account information, including 
credit card data. The data looks like 
it’s being submitted to an eBay ad¬ 
dress but in fact goes directly to the 
scammer. (Users of escrow services, 
services that hold a bidder’s payments 
until merchandise has been shipped or 
received, have received similar ac¬ 
count update email messages.) 

“Use my escrow” scams. Scammers 
auction nonexistent goods and ask the 
winner to wire payment to a particular 
escrow site, usually located outside of 
the United States. To build credibility, 
scammers erect phony escrow sites; I 
some create phony shipping sites that 
let winning bidders “track” phony ship- | 
ments for a few days, which gives the 
scammer more time to disappear. 

Auction of nonexistent goods. After 
a few months of hosting honest auc¬ 
tions (and building a list of positive rec¬ 
ommendations from satisfied bidders), 
a scammer leverages his reputation and 
hosts a large number of auctions of 
sought-after goods he claims are in per¬ 
fect condition. Because of a time con¬ 
straint, he can’t post pictures of every 
item, and he needs to receive payment 
from winners in short order. Bidders 
send in their money and never receive 
the merchandise. 

Auction of aggrandized or misrepre¬ 
sented goods. Here, the seller repre¬ 
sents an item as something better than 
it is to get a higher price. This usually | 
happens in auctions of computers or j 
other electronics equipment in which 
important features, processor speed, ! 
hard drive size, etc., aren’t apparent or 
visible. It has also happened, famously, 
with stamps, sports memorabilia, and 


other collectibles that can’t be ap¬ 
praised properly via a photograph. 


Bidders have accused eBay of not 
dealing harshly enough with scammers, 
but depending on your auction host for 
fraud protection is no substitute for 


In November 

2002 9 just before the 
start of the holiday shopping 
season, the Business Soft¬ 
ware Association surveyed 
more than 1,000 Internet 
users regarding their online 
shopping plans. While 71% 
of those surveyed said they 
expected to do some of their 
holiday shopping online, 
more than a third were 
worried about sending their 
credit card number through 
cyberspace, and more than 
half said they worried about 
having their credit card infor¬ 
mation stolen from a Web 
merchant’s database. 


smart shopping. Once you’ve been vic¬ 
timized by credit card fraud, it will take 
you months or even years to put your 
credit and your life back in order, no 
matter how stiffly the perpetrators are 
punished. Here are a few simple strate¬ 
gies that will dramatically reduce your 
chances of being scammed in any on¬ 
line auction or store: 

• Never, ever send your credit card 
information in an email message. 

• Never give your SSN to an online 
vendor or auctioneer. The only 
people who need your SSN are certain 
government agencies (such as the 
DMV) and people who pay you in¬ 
come for your work or investments. 


ur it v 


• Never respond to an email message 
asking you to update your shopping, 
auction, or escrow account. If you 
receive such a message, don't click its 
links or buttons; close it, open your 
Web browser, surf to the site in ques¬ 
tion, and navigate to the My Account 
section, where you can be sure your 
updates are going to the right place. 

• Use a separate credit card for auction 
purchases. You’re more likely to be 
scammed in an auction than any¬ 
where else online, so use a single 
credit card that you don’t use for 
anything else. 

• If a seller recommends or insists on 
a specific escrow service, you insist 
on another. If the seller refuses, get 
out of the deal. 

• Never wire money out of the 
country. This is always a bad idea; 
you have almost no chance of getting 
the money back. 

• Don’t bid on items with an obvious 
catalog or store flyer photo. Insist on 
a photo that looks like the seller took 
it herself. If the seller hasn’t taken 
pictures, it’s likely she doesn’t own 
the product. Even if the seller’s auc¬ 
tioning several of the same item (a 
red flag in itself), each item should 
have its own picture. 

• Avoid sellers who host multiple auc¬ 
tions at once. Hosting more than 20 
simultaneous auctions suggests a 
greater-than-casual interest in auc¬ 
tions and an auctioneer ready for a 
big “take.” Proceed with caution. 

These rules, combined with the ba¬ 
sics of common-sense consumerism, 
such as if you bid on “authentic” col¬ 
lectibles having seen only digitized 
photographs thereof, you probably de¬ 
serve whatever you get, should protect 
you from most auction and online 
shopping scams. II 


by Mark Scapicchio 

Consumers aren 't the only victims of 
online scams. Read our online sidebar, 
"Caveat Venditor" at http://www.smart 
computing.com/may03/ecommerce. 
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Don’t Let A Hack Attack 
Compromise Your Computer 



N obody wants to get hacked. We 
want our PCs to chug away on 
everything we give them with¬ 
out worrying that an anonymous thief 
a thousand miles away will steal the 
data off our hard drives or use our ma¬ 
chines to send spam all over the planet. 
Being hacked is a part of the digital 
lifestyle, especially if you regularly con¬ 
nect to the Internet. These days, that 
means pretty much everybody. 

What does it mean to be hacked? It 
can mean a lot of things, but essentially 
it means someone or something (per¬ 
haps a program someone ran) gained 
unauthorized access to a remote PC. 
How is that possible? Unfortunately, it’s 
not all that difficult. The magic of the 
Internet, its ability to link millions of 
computers from countless networks 
onto one meganetwork, 
makes every PC 
member, 


in effect, of that one huge network. 
That’s what makes the Internet work in 
the first place, but it’s also what makes 
it vulnerable. On any computer net¬ 
work, any account holder with enough 
time and savvy can gain access to an¬ 
other user’s account, and the Internet, 
despite its size, is really no different. 


First, let’s clear up a terminology 
issue. The word “hacker” conjures vi¬ 
sions of a young guy (well, usually 
young and usually a guy) sitting in 
front of his computer breaking into 
government databases, sending de¬ 
structive viruses around the Internet, 
and stealing credit card numbers from 
ecommerce sites. At his worst, he 
hacks into telephone systems, military 
computers, and anything else in the 
digital world, and he’s even been ar¬ 
rested for doing what he does so well. 

But the term “hackers” is of relatively 
recent vintage; before the Internet be¬ 
came so hugely popular, hacker was ac¬ 
tually a positive term. A hacker was a 
person who dug into computers 
and their software to make them 
work better and faster, some¬ 
one who “hacked” away at a 
piece of code or hardware 
until it was right. The bad 
guys back then were called 
crackers (probably from 
the idea of “cracking the 
code”), and the distinc¬ 
tion between the two 
could not have been 


stronger. Today, the term “cracker” is 
almost forgotten, while “hacker” no 
longer carries its once-positive value. 

Even so, it’s crackers we’re actually 
afraid of, so that’s what we’ll call them 
here. Maybe in doing so, we can help 
the much-maligned hacker commu¬ 
nity regain the respect it once had. 

Despite fears of “being hacked,” in 
most cases you and your PC are not the 
target of whoever is doing the hacking. 
You’re a means to an end, a place from 
which to launch more serious hacking 
activities. Because much of what 
crackers do is illegal, they want to en¬ 
sure that whatever trail they leave does 
not lead directly to them; they’d rather 
have investigators find that you were the 
bad guy. Hacking into your system lets 
crackers use your PC to attempt to hack 
into computers belonging to the orga¬ 
nizations they really care about: corpo¬ 
rations and governments. On those 
computers reside the sensitive data that 
can make them rich or powerful; your 
PC lets them access that data without 
the risk of being tracked down. 

It’s important to understand that 
not all cracking is about wealth or 
power. Most crackers see the process 
as a game, an exciting challenge that 
lets them use their knowledge of com¬ 
puters. Still others hack to prove 
a point: They want to break into a 
“secure” system to demonstrate its 
vulnerabilities to its owners. So they 
crack the system, report (again anony¬ 
mously) to the owners, and move on 
to the next supposedly unassailable 
fortress. Think of this as lifting some¬ 
thing from a department store only so 
you can take the goods back and warn 
the manager about the store’s security 
problems, and you get the idea. 
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No matter how small the percentage 
of malicious crackers might be, crackers 
do steal or destroy (sometimes acciden¬ 
tally) data every day of the Internet’s 
life. Protect yourself from them as 
much as you can. Protection is not only 
for your sake but also for the sake of the 
Internet (the more problems associated 
with it, the greater the push for govern¬ 
mental restrictions on its use) and the 
corporations and gov¬ 
ernment organizations 
we rather like having 
around. In this sense, 
preventing crackers is a 
kind of civic responsi¬ 
bility: You should be 
no more willing to give 
thieves or terrorists ac¬ 
cess to your PC than to 
your house or phone. 


80 % of 
all attacks 

originated from only 10 
countries, up from 
70% during the prior 
six-month period: United 
States, Germany, South 
Korea, China, France, 
Canada, Italy, Taiwan, 
Great Britain, and Japan 


Crackers, over the 
years, have master¬ 
minded numerous ways to invade PCs. 
They use a PC’s Win9x File And Printer 
Sharing feature to access user files, and 
they exploit the Win9x Dial-Up Server 
feature to connect from the Internet. 
They know which Registry key stores 
the Windows screen saver passwords, 
and they have numerous tools to reveal 
Win9x’s passwords, including those 
stored in the encrypted PWL file, the 
primary file for Win9x passwords. 
Crackers even engage in a process called 
social engineering to gain access; in this 
nontechnical process, a cracker simply 
asks people for their usernames and 
passwords, sometimes by posing as a 
company officer or security expert. 

With the more secure Windows 2000 
and Windows XP environments, crack¬ 
ers often turn to more sophisticated ac¬ 
tivities, in a never-ending attempt to 
access user accounts and, increasingly, 
to bring corporate or government 
servers to their knees. Perhaps the most 
famous server intrusion is the denial of 
service attack, in which a cracker sends 
repeated authentication requests, all of 
which have invalid return addresses, to 


the server. The server keeps trying to 
validate the return addresses, keeping 
the HTTP (Hypertext Transfer Proto¬ 
col) connections open. The result is a 
bogged down server incapable of ful¬ 
filling its normal function. More serious 
are buffer overflow attacks, which ex¬ 
ploit flaws in application programs in 
order to open memory addresses; then 
a cracker can unleash his own (often 
malicious) code. 

Running unwanted 
code is the purpose of 
a Trojan horse, espe¬ 
cially when combined 
with a program called a 
backdoor. Like the fa¬ 
mous wooden horse 
of Greek mythology, 
Trojan horses appear 
innocent but carry de¬ 
structive code (or war¬ 
riors, in the Greeks’ 
case). The code is set to 
launch at a specific 
time or upon a specific 
event, and in many cases, the code rep¬ 
resents a backdoor, which, when 
launched, lets the cracker communicate 
with the PC and thus gain access. 
Trojan horses and their accompanying 
backdoors are typically delivered as 
email attachments. 

Crackers gain access to your machine 
in many ways. Cookie poisoning alters 
data in your cookies, letting a cracker 
access your accounts on the Web. 
Cross-site scripting takes several forms, 
including typing scripting code into 
Web forms. In parameter tampering, 
crackers manipulate URL (uniform re¬ 
source locator) strings to access pages 
and data for which they’re not autho¬ 
rized. In one case of parameter tam¬ 
pering, a cracker worked on an SQL 
Server code to access contact informa¬ 
tion for some buy.com customers. 

You can protect yourself from 
crackers, and here we’ll run through 
several important techniques. Keep in 
mind that crackers with strong knowl¬ 
edge of networking connections and 
your particular OS (operating system) 
will find a way in if they’re determined 


enough. As with a house alarm, your 
goal is to prevent easy access, sending 
the would-be intruder to someone else’s 
house, or in this case, machine, instead. 

Install a firewall. If you’re serious 
about protecting yourself from crackers, 
install a firewall. It’s as simple as that. 
See the “Firewalls” sidebar for more in¬ 
formation about this crucial technology. 

Access the Internet through a cable 
or DSL (Digital Subscriber Line) 
router. Broadband users should con¬ 
sider buying a cable/DSL router. Now 
available for less than $100, these hard¬ 
ware products let you share your 
Internet connection with other com¬ 
puters (you can mix Macs, PCs, or 
Linux machines) in the house or office, 
and they have a built-in firewall to pro¬ 
tect those machines. Basically, the 
router takes on the role of the PC con¬ 
nected to the Internet and is the PC that 
cyber intruders see. Because it has no 
storage, no user accounts, and no stan¬ 
dard OS, it gives the intruder nothing to 
do. All Internet traffic flows through it, 
so it acts as a buffer, controlling what 
comes in and what leaves (all of which 
is configurable). 

Upgrade to a security-conscious 
OS. A cracker’s best friend is a Win- 
9x/Me PC directly connected to a 
broadband modem (one lacking a 
router). Win9x/Me have very little secu¬ 
rity. Anyone can get around screen 
saver passwords by rebooting. 

In contrast, Microsoft designed 
Win2000/XP from the ground up with 
security in mind. Each user account has 
its own folders and, in effect, its own in¬ 
stance of each application. The native 
file system, NTFS (NT file system), sup¬ 
ports definable user permissions for any 
or all files and folders. There’s a built-in 
encryption system for the file system 
that makes it difficult for people to use 
folders or files to which they do gain ac¬ 
cess. Further, only the assigned Admini¬ 
strator account (or accounts in the 
Administrator group) can control user 
accounts and permissions. One reason 
Microsoft abandoned the Win9x line of 
OSes with the release of WinXP Home 
Edition was to provide greater security. 
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Why does this matter to a cracker? 
Remember that a cracker’s goal is to 
anonymously use your PC as a launch 
pad for more serious activities. To do 
so, he must become a user on a remote 
PC. Because there’s no real user system 
on a Win9x machine, as soon as he 
gains access, he’s a user. On a Win- 
2000/XP machine, however, he can 
become a user only if he learns the 
username and password of a user of 
that system. To access all of the fea¬ 
tures on the machine, he needs to 
gain access to an Administrator ac¬ 
count. If the system administrator 
has configured the machine and its 
permissions properly and practices 
good password techniques, this 
won’t be easy. 

When you upgrade to Win- 
2000/XP from Win9x, be sure to 
convert the existing FAT32 file system 
to NTFS in order to take advantage of 
its full range of security features. 

If you don’t want to stay with Win¬ 
dows, try Linux instead. Based on the 
UNIX OS, which provides the founda¬ 
tion of many systems with high-security 
needs, Linux provides a secure user 


system similar to Win2000/XP’s. But 
keep in mind that Linux is no more se¬ 
cure than a well-tuned Win2000/XP 
machine; it’s susceptible to the same 
kinds of cracking abuse. The cracker 
community, however, likes to hack 
Microsoft platforms because it dislikes 





The Advanced tab of 

aT^rrjri.-.„u,L J .. 

the Properties dialog 


box for each network 


connection lets you 


select or deselect the 


firewall in Windows 


XP. Note that the 


firewall can be on for 


one connection, but 


off for another. 


| Microsoft and because so many unse¬ 
cured Microsoft systems are in use. 

I Change passwords frequently. This 
technique belongs to the same category 
as backing up your hard drive: We 
I know we should do it, but few of us 
bother. But changing passwords regu¬ 
larly, at least once a month, but weekly 


even better, can stop casual crackers. 
Once a cracker gains access to an ac¬ 
count, he keeps using it. Changing the 
password forces him back to the 
drawing board, and in many cases, he’ll 
head for the next machine. 

Make unpredictable passwords. If 
your first name is Britney, do not, 
under any circumstances, use 
“britney” as your password. Or 
“spears,” for that matter. Your 
username and passwords should 
have no semantic relationship to 
one another. Nor should they be 
the names of your pets, your 
street address, or any word found 
in a standard dictionary (the dic¬ 
tionary of Anglo-Saxon might 
be an exception). Include letters 
(both upper- and lowercase), 
numbers, and punctuation char¬ 
acters such as hyphens. The length of 
the password isn’t as important as the 
combination of symbols; seven unpre¬ 
dictable characters will thwart crackers 
more quickly than 14 predictable ones. 
Use different passwords for different 
applications and sites. Develop four or 
five passwords, with the most difficult 


Keep Out The Bad Guys With A Firewall 


Y our single best antihacking 
defense is a firewall. These 
programs monitor your PC at 
all times, checking for all data 
coming from the Internet or 
going back out. You can install 
firewall software on the PC it¬ 
self; as an even better anti¬ 
hacking measure, you can buy 
a cable or DSL (Digital Sub¬ 
scriber Line) router and use the 
firewall software built into the 
hardware. You can even com¬ 
bine the two, with your router 
offering the first line of defense 
and your PCs firewall software 
catching whatever the router 
missed. A firewall won't turn 
your PC into an impregnable 
fortress, but it's a solid step in 
the right direction. 


A firewall sits between the 
Internet and your PC It 
watches the ports through 
which data flows to and from 
the Internet. The TCP/IP 
(Transmission Control 
Protocol/Internet Protocol) 
networking protocol, which 
underlies the entire Internet, 
uses a port system to define 
the endpoints of its connec¬ 
tions, and in fact reserves more 
than a thousand (numbered 0 
through 1,024) for these con¬ 
nections. The best known are 
port 80, through which your 
Web (HTTP; Hypertext 
Transfer Protocol) traffic flows; 
port 443, which handles secure 
(HTTPS; Hypertext Transfer 
Protocol, Secure) traffic; port 


25, reserved for outgoing email 
traffic (specifically SMTP; 
Simple Mail Transfer Protocol); 
and 20, the FTP (File Transfer 
Protocol) data port. The fire¬ 
wall monitors these ports and 
many others, either blocking 
traffic automatically in the case 
of ports with specific assign¬ 
ments that typical Internet 
usage simply need not use or 
telling you of incoming traffic 
and letting you choose 
whether to accept it. You can 
configure your firewall to deny 
or permit whatever traffic you 
wish, and it ships configured to 
block the most persistent 
types of attacks. 

If you run Windows XP, you 
have a firewall; the OS ships 


with firewall software, but you 
need to activate it. Open the 
My Network Places folder and 
click the View Network 
Connections link. Right-click 
the dial-up, broadband, or 
LAN connection you want to 
protect and choose Properties. 
Click the Advanced tab and, 
under the Internet Connec¬ 
tion Firewall heading, check 
the Protect My Computer 
And Network By Limiting Or 
Preventing Access To This 
Computer From The Internet 
checkbox. This turns on the 
firewall. 

WinXP is the only Microsoft 
OS with a built-in firewall; if 
you're running another ver¬ 
sion of Windows, you'll need 
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unlocking the most important re¬ 
source (online banking, for instance). 

Install antivirus software and other 
specialized protection software. 
Antivirus software protects you from 
viruses, but some packages also pro¬ 
tect you from other malicious code. 
These include Trojan horses, back¬ 
doors, and spyware, and they can also 
include ActiveX controls and Java- 
Scripts, which can be designed to be 
malicious. Be sure to protect yourself 
against Trojan horses because of their 
malicious payloads. Software suites, 
such as Symantec’s Norton Internet 
Security (http://www.symatec.com), 
Zone Labs’ ZoneAlarm Pro (http: 
//www.zonelabs.com), Finjan’s Surfin- 
Gate Pro (http://www.fmjan.com), or 
McAfee’s PC Security Suite (http:// 
www.mcafee.com) provide utilities 
designed for these tasks. Once you in¬ 
stall the programs, use them. In fact, 
leave them active so they can do 
their work in the background. 

Turn off file and printer sharing 
on all PCs that don’t require it. 
Most PCs have these features en¬ 
abled, and they provide intrusion 


to look elsewhere. You should 
probably look elsewhere 
anyway because WinXP's fire¬ 
wall monitors incoming traffic 
only. One good way to get 
two-way protection is to take 
advantage of the largesse of 
Zone Labs (http://www 
.zonelabs.com), which offers 
ZoneAlarm, a free firewall 
product. When installed, 
ZoneAlarm reports to you 
every time one of your pro¬ 
grams attempts to access the 
Internet or when something 
on the Internet attempts to 
access your PC. You can con¬ 
figure ZoneAlarm to-work en¬ 
tirely behind the scenes, but 
initially you should let it dis¬ 
play its messages to see the 


possibilities. Deactivate these features: 
Open Control Panel and double-click 
Network or Network Connections. 
Uncheck File And Printer Sharing. 

Do not let any program download 
updates or files automatically. Go to 
the Options or Preferences dialog box 
of any program that offers to do so and 
deactivate the automation. If you trust 
specific programs and their companies, 
you can reactivate automatic down¬ 
loads (your antivirus program is an ex¬ 
ample), but whenever you install a new 
program, make sure this feature is off. 

Activate encryption on your wire¬ 
less network. If you run a wireless 
LAN (local-area network), activate its 
encryption system. WEP (Wired Equi¬ 
valent Privacy) encryption is built into 
every wireless product based on the 
various 802.11 standards. By default, 
they’re turned off; you’ll have to dig 
into the configuration software (and 



sheer number of attempts 
people will make to crack into 
your system. 

The free version of 
ZoneAlarm monitors your 
PC's ports to determine pre¬ 
cisely what's going on be¬ 
tween your PC and the 
Internet. The $39.95 Zone- 
Alarm Plus also protects 
against email viruses and helps 
track the source of the crack¬ 
er's activity. For an extra $10, 
ZoneAlarm Pro handles 
ActiveX and JavaScript 
dangers and gives you con¬ 
trol over cookies and 
pop-up windows. 


As perfect as firewalls 
might seem, however, they do 
cause a few problems. If you 
routinely use your high-speed 
connection for voice commu¬ 
nication with friends or family 
or for collaborative activities, 
such as whiteboarding or 
WinXP Pro's Remote 
Assistance, the firewall will 
make the process more diffi¬ 
cult. You’ll need to configure 
it to allow these activities (or 
turn it off whenever you want 
to perform them). Firewalls 
can also hinder traffic flow 
when you connect to your 
company's network through 


often the manual) to figure out how to 
turn on the encryption. Without en¬ 
cryption in place, anyone who comes 
within range of the LAN can access it, 
as long as he has a wireless LAN 
adapter in his notebook. 

Get off the Internet when you don’t 
need it. This suggestion might sound 
too obvious, but it’s the easiest and 
least observed antihacking techniques 
of all. Simply put, if you disconnect 
your PC from the Internet, crackers 
have no way of accessing your ma¬ 
chine. In the past, reconnections were 
often a problem, but today’s cable and 
DSL access, along with more advanced 
OSes, have rendered this problem 
moot. Plug the cable back in, wait a few 
seconds, and you’re back online. If that 
doesn’t work, just reboot. In the case of 
dial-up access, disconnect whenever 
you won’t need ’Net access for a least 
several minutes. II 

by Neil Randall 

f he configuration menu lets you set 
ZoneAlarm's security levels for the firewall, 
applications, and email protection. 


a VPN (virtual private net¬ 
work); some firewalls, such as 
the Tiny Software Personal 
Firewall (http://www.tinysoft 
ware.com), work in conjunc¬ 
tion with VPNs. In both cases, 
firewalls are doing their pri¬ 
mary job of blocking open 
ports, precisely the ports that 
these applications need open 
in order to function. Again, 
configuring the firewall to 
allow this traffic is possible, 
but doing so is often difficult. 

At this stage in the 
Internet's lifespan, a firewall is 
really no longer an option. 
Without one, you are inviting 
and even encouraging 
cracker invasion. I 
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Big Brother 
Or Just Sensible Prudence ? 



M any families realize the impor¬ 
tance of keeping a watchful eye 
over their children’s Internet 
use. But what if someone, an employer, 
perhaps a spouse, were watching you? 
That watchful eye could start to feel less 
like a protective parent and more like 
Big Brother. 

George Orwell’s vision might not be 
far off base. In January 2003, the ACLU 
(American Civil Liberties Union) re¬ 
leased a report titled “Bigger Monster, 
Weaker Chains: The Growth of an 
American Surveillance Society” (http:// 
www.aclu.org/Privacy/PrivacyMain 
.cfm). After pages of references to 


sci-fi-like de¬ 
scriptions of 
data profiling, 
implantable GPS 
(global posi¬ 
tioning system) 
chips, and ge¬ 
netic privacy, the 
study claims that if 
Americans don’t object 
to all this monitoring, “we 
will find ourselves being 
tracked, analyzed, profiled, and 
flagged in our daily lives to a de¬ 
gree we can scarcely imagine today.” 

OK, hold on. Could 2004 turn 
into 1984? Is the monitoring of 
our Internet activity necessary? To 
find answers to these tricky ques¬ 
tions, let’s take a closer look at the 
tangle of issues and the variety of soft¬ 
ware and hardware solutions. We’ll 
start by heading into the office. 


Why would business owners monitor 
their employees’ Internet use? Because 
the Internet is ripe for abuse, from 
viewing inappropriate material and the 
loss of productivity to online procrasti¬ 
nation and the concept that nonwork- 
related use “steals” bandwidth from 
users who need to use the computer 
networks for honest-to-goodness work. 

Numerous studies calculate exorbi¬ 
tant corporate losses by multiplying an 


average hourly rate with estimated 
time wasted online. Naysayers ask: Is 
this really worse than a coffee break, a 
cigarette break, or personal phone use? 

Some critics respond, yes. According 
to Victoria Point Consulting (http:// 
www.victoriapoint.com), a company 
specializing in Internet abuse, “Em¬ 
ployers know that people waste time at 
work .... The Internet has taken that 
to an entirely new level.” 

Many businesses buy into this line 
of thought. A 2001 American Man¬ 
agement Association survey found 
that 43.3% of companies monitored 
telephone use while 62.8% monitored 
Internet connections. However, this 
survey concludes that companies are 
“far more concerned” with explicit 
sexual material than with any other 
Internet abuse. 

To counter this and other online 
abuse, the first step is a clear, written 
IUP (Internet Usage Policy). In terms 
of creating the criteria for such a policy 
and the subsequent enforcing of it, 
companies have two broad sets of tools: 
filtering/blocking and monitoring. 

In a country where many of us feel 
that a free and openly available Internet 
is our God-given right, any limitation 
of use is likely to meet resistance. The 
disadvantage to filtering and blocking is 
that bad filtering can block potentially 
useful sites. Should a marketing depart¬ 
ment be deprived of the research bene¬ 
fits of Amazon.com because the boss 
doesn’t want you buying birthday pre¬ 
sents on the clock? The downside of 
monitoring is the encroachment on 1 

personal liberty. 

What’s the trade-off? The argument 
that surfaces most often in support of 
monitoring may surprise antimoni¬ 
toring privacy advocates: trust be¬ 
tween employee and employer. An 
Elron Software 2001 corporate Web 
and email use study shows 75% of em¬ 
ployees find it acceptable to have their 
work Web/email monitored, as long as 
they are given advance notice. The 
idea that a worker is granted open ac¬ 
cess to the entire Web along with the 
responsibility to use it according to 
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the IUP shows a strong trust between 
employee and employer. And it lets 
the bosses be proactive about their 
policies: The freedom is there for the 
employers to be lenient about minor 
usage abuse and let the staff self-regu- 
late its usage. 

The big question is: Will monitoring 
work the same way with children? 


With children, the stakes rise. There 
are serious concerns about privacy, 
protection, and safety. Producers of 
children’s Web content at companies 
such as Disney and Nickelodeon have 
been proactive in promoting safety and 
smart Web use. The U.S. government 
also has been especially proactive by 
implementing the COPPA, the Child¬ 
ren’s Online Privacy Protection Act of 
1998, which makes it unlawful for a site 
to collect personally identifying infor¬ 
mation about a child under the age of 
13. It’s even a big no-no for a site to 
offer a way for these kids to communi¬ 
cate with each other (in a chat, message 
board, or the like), unless there are 
moderation tools that remove personal 
info before it appears on the site. 

Certainly, these restrictions are not 
enough to prevent children from seeing 
inappropriate material on the Web. If 
only a parent’s job were that easy! Good 
thing, then, that there’s plenty of soft¬ 
ware to aid parents as their children 
grow up with the Internet. 

The most common of these tools 
are filters. Parental control filters can 
be either software that lives on your 
ISP’s (Internet service provider’s) 
server or software that you download 
and run on your home computer. 
Popular home products include 
CyberPatrol 6.0 ($39, http://www 
.cyberpatrol.com) and Net Nanny 5.0 
($39.95; http://www.netnanny.com). 

Although filtering is no 
substitute for spending time 
online together with your 
child, this software can be 
incredibly effective, espe¬ 
cially for the youngest of 


youngsters, when you want to mini¬ 
mize the potential of any exposure to 
inappropriate material. There are a 
lot of parents who wish they could 
minimize that exposure until their 
kids turn 18. The truth is, as children 
get older, it becomes more important 
to impress upon them the necessity 
of responsible Internet use. And that 
means, just as in the corporate 
world, establishing a family usage 
policy, trusting them to follow it, and 
staying on top of the situation by 
monitoring it. 



Net Nanny prevents users from accessing 
sites with questionable material. 


If the goal is to build a trusting on¬ 
line usage relationship with your chil¬ 
dren, it’s important to understand the 
different ways in which the available 
tools monitor Internet use. Get- 
NetWise.org (http://www.getnetwise 
.org) is a good resource for all the 
specifics on the software discussed 
below and more. 

Web site tracking. The type of 
monitoring that evolved out of fil¬ 
tering software involves keeping a log 
of all the Web sites a user visits. The 
tracked URLs (uniform resource loca¬ 
tors) are stored in a password-pro¬ 
tected file on your computer; if you 


I have the password, you can browse 
through this file anytime. 

Net Nanny, which we’ve already 
mentioned, also has a logging feature 
I for Web monitoring. Bounce (free; 

I http://www.bouncefilterware.com) and 
| CyberSitter ($39.95; http://www.cyber 
j sitter.com) are other examples of Web 
I site tracking software. Pairing this kind 
of Internet monitoring with filtering 
lets a parent or an administrator en- 
I hance the effectiveness of the filter. If 
I sites that you feel are inappropriate are 
j slipping through, it’s time to turn up 
the filter strength. 

This is not to say that all Web site 
tracking software is tied to filtering and 
blocking. If all you want is a tracking re¬ 
port, a program such as NetSnitch 
($39.95; http://www.sharptechnology 
.com/netsnit.htm) or freeware such as 
ICUSurf (http://www.icusurf.com) 
could do the trick. The latter even lets 
you monitor your home system from 
afar by sending the usage log remotely 
I to your cell phone or wireless PDA 
(personal digital assistant). 

Keystroke capture. These days, on- 
j line use is not limited to browsing Web 
sites. Basic Web tracking software 
won’t capture interactions, such as on¬ 
line chats, instant messages, and email. 
It’s like knowing where your kids are 
going but not what they’re doing when 
j they get there. The next type of moni¬ 
toring takes care of that by recording 
everything that is typed using the key¬ 
board. If this resulting text file doesn’t 
I seem like summer reading material, 
not to worry; the idea is to do targeted 
I searches through this data for certain 
words that may concern you, such as 
“drugs” or “partying.” 

The first option in this bunch is a 
piece of hardware. KEYKatcher ($59 
for 32KB, $79 for 64KB; http://www 
.keykatcher.com) is a keyboard at¬ 
tachment that fits between your PS/2 
keyboard cord and the com¬ 
puter. Its accessibility imme¬ 
diately raises the concern that 
someone could bypass a 
system like this; you could 
just unplug it when you don’t 
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want to be recorded. KEYKatcher gets J 
around this by providing a heat- 
shrink plastic tube that seals the con¬ 
nection between your keyboard cord I 
and the device. Tampering is possible, j 
but you’d certainly notice. Intrusive? I 
Only if you tell your kids it’s there. 

KeyNab ($39.95; http://www.key 
nab.com) says right on its Web site I 
that its program is “a crucial tool for 
parents who want to protect and ob¬ 
serve their children unobtrusively.” If 
you’re going for stealth, this software 
runs without any hint of its existence I 
to the user; even pressing CTRL-ALT- I 
DELETE won’t reveal that it’s silently 
running in the background. 

Screen capture. That’s still not the 
whole kit and caboodle. In terms of I 
monitoring the whole scope of your j 
child’s online usage, keystroke cap¬ 
turing has a couple of disadvantages. 
The devices don’t capture what the 
other person types in two-way online i 
communications, especially IM (in¬ 
stant messaging) and Web chatting. 
Child Safe ($29.95; http://www.web j 
root.com/childsafel.htm) not only 
captures keystrokes, but it also cap- i 
tures screen shots. 

Similar to setting up a spy camera 
in your computer room, screen cap- | 
ture software saves a screen shot ap¬ 
proximately every minute, some more 
frequently, that a parent can browse 
through later. Even some of the pro¬ 
grams’ names evoke the mini spy cam: 
SentryCam ($34.95; http://www.sentry 
cam.com) and FamilyCAM ($49.95; I 
http://www.silverstone.net) are exam¬ 
ples. FamilyCAM also has a slightly 
different type of logging: activity log¬ 
ging. In addition to tracking URLs, 
this software provides a list of applica¬ 
tions used, documents opened, and , 
files viewed. 

And for those desperate times in | 
which you want to use every tracking j 
method available, there’s Spector Pro I 
($149.95; http://www.spectorsoft 
.com). This powerfully packed pro¬ 
gram can record Web sites, email mes¬ 
sages, chat/IM activity, keystrokes, and 
screen snapshots. 



Web site tracking gives parents a way to 
monitor their children's Internet use. 


How far is too far? Do you raise an 
eyebrow when you hear that a pro¬ 
gram called Watchful Eye was recently 
renamed Spouse Spy ($30; http://www 
.watchfuleyes.com/products/spouse 
spy)? Would recording every bit of 
your child’s online use make you feel 


like Big Brother? Is the monitoring of 
our Internet activity necessary? 

There are cases in which the answer 
is definitely yes. As the courts continue 
to sentence cyber criminals, from 
crackers to online pedophiles, we need 
to closely monitor punishment in¬ 
volving online use bans or limitations. 

And there are individuals who re¬ 
alize their own abuse of the Internet. 
The Center For Online Addiction 
(http://www.netaddiction.com) de¬ 
tails different types of addiction, in¬ 
cluding habitual use of online auction 
and day trading. 

Of course, the decision to use moni¬ 
toring in your home is your choice. 
Regardless of how necessary you find it, 
monitoring remains a tool to aid respon¬ 
sible Internet use, not a substitute for 
parenting or corporate management. II 


by Jim Pascoe 


Kids.us R Us 


C ritics of filtering 
software say it 
doesn't work. Critics of 
monitoring software say 
it's an invasion of pri¬ 
vacy. Wouldn't it be 
great, then, if there were 
a safe place to let your 
children play freely on 
the Internet? 

An "Internet play¬ 
ground" is the idea be¬ 
hind the Dot Kids 
Implementation And 
Efficiency Act, intro¬ 
duced on June 28, 2002 
by Reps. Edward Markey 
and John Shimkus. The 
idea is to create a dot- 
kids (.kids) sublevel do¬ 
main beneath the dot-us 
(.us) top-level country 
domain of the United 
States, which would give 
us kids.us. 

Markey calls the 
proposed Kids.us 


domain "a positive do¬ 
main location where 
companies and organiza¬ 
tions can self-associate 
their content with .kids 
as a suffix and thereby 
convey material that is 
sound, healthy, educa¬ 
tional, or entertainingly 
safe for children." 

The ICANN (Internet 
Corporation For Assigned 
Names and Numbers) 
immediately voiced con¬ 
cern about kids.us's via¬ 
bility, citing the difficulty 
in enforcing the content 
restrictions, the problems 
of liability when offensive 
material is placed there, 
and the tricky subject of 
defining international 
standards of decency for 
children's material. 

Meanwhile, a com¬ 
pany called NeuStar, 
contracted by the 


Department of Com¬ 
merce to administer the 
.us domain, has begun 
planning for the design, 
construction, and opera¬ 
tion of the kids.us 
domain infrastructure. 
NeuStar has made avail¬ 
able a draft of its content 
guidelines and require¬ 
ments and has posted 
extensive commentary 
that it has received from 
the public. You’ll find it 
all at http://www.neustar 
.us/kids. 

It's now time for 
everyone to try to play 
nice: President Bush 
signed Dot Kids 
Implementation and 
Efficiency Act into law 
on Dec. 4, 2002. 

NeuStar anticipates 
the kids.us domain 
names will be available 
in mid-2003.1 
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your loved ones, from strangers with 
dubious intentions. 


Protect Your Family From 
Online Predators 


“I met him in a singles chat room,” 
says Kay, a 28 year-old Chicago office 
worker. “We spent a few hours on the 
service, then got into instant messages. 
We also emailed each other back and 
forth pretty much constantly for about 
five weeks.” 

Kay’s online relationship eventu¬ 
ally graduated to the ultimate next 
step: a plan to meet her new cyber- 
beau offline, in person. He said that 
he lived in Ohio but would drive to 
Chicago that weekend. She agreed, 
and he followed through. They met 
for drinks and dinner at a restaurant 
near Kay’s apartment. 

“Online, he was really charming. He 
was hilarious,” Kay says. “He was all of 
those things in person, too. He was 
also married with three kids. I found 
out he’d just gotten fired from his job 
with the roads department when he 
told me before, in an email, that he 
was a computer programmer. He 
wasn’t 6’2”, either.” 

Kay laughs about the experience 
now, but not when she thinks about 
what might have happened under dif¬ 
ferent circumstances. 

“He could have been a rapist or 
something,” Kay says. “I felt so stu¬ 
pid. I was just way too trusting. 
Thank God it turned out like it did 
and not worse.” 


he New Yorker magazine once 
M published a cartoon depicting 
f two canines sitting at a com¬ 
puter. The pooch at the keyboard says 
to the other: On the Internet, nobody 
knows you’re a dog. 

Somewhere behind this lighthearted 
sketch beats the not-so-humorous 
truth about the meaner streets of cy¬ 
berspace: On the Internet, you never 
know for sure if the witty stranger on 
the other side of your chat screen really 
is who or what he claims. 

The surface anonymity that helps 
make Internet communities so diverse 
can have a sharp double-edge. A little 
vigilance and a fairly healthy dose of 
common sense, however, go a long 
way toward protecting yourself, and 


Internet Security 

Online Predators 


We’ve all heard stories like Kay’s 
and worse: Tales of lonely singles tar¬ 
geted by so-called cyberstalkers who 
eventually took their obsessions off¬ 
line, children lured into private 
chat rooms with registered pe¬ 
dophiles. Although these threats 
sometimes seem overplayed by the 
news media, the threats do exist. 

According to the U.S. Department 
of Justice, one in five Internet users 
between the ages of 10 and 17 had re¬ 
ceived an unwanted sexual solicitation 
online during the year preceding the 
national study. 

A national telephone survey of 
college women conducted by the 
University of Cincinnati speculated 
that 25% of reported stalking inci¬ 
dents involved some form of cyber- 
stalking (a term loosely defined by the 
DOJ as “the use of the Internet, email, 
or other electronic communications 
devices to stalk another person”). 

That these statistics are now a few 
years old only reminds us that the 
Internet’s population has grown, by 
some estimates, at a rate of 30% to 
40% per year since the mid-1990s. 
Just about every interpersonal sce¬ 
nario that plays out in the offices, 
bars, laundromats, and schoolyards 
of the brick-and-mortar world can 
be found in some form on the Inter¬ 
net. One major difference is that on 
the Internet, we can’t rely on the 
myriad subtle physical cues, body 
language, tone of voice, facial expres¬ 
sion, that often send up warning 
flags during interactions with our 
fellow humans. 

We can, however, keep our wits, 
and our personal information, about 
us when we go online. The playground 
may be bigger on the Internet, but the 
essential rules are the same. 

With one notable exception, the fol¬ 
lowing suggestions apply to readers of 
all ages. If you’re a parent, check our 
“Online Safety Tips For Parents” 
sidebar for an additional list of things 
you should be doing to make sure 
your kids have the safest possible 
experience online. 
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You don’t always need much infor¬ 
mation to find out a great deal about 
somebody using the many resources 
available on the Internet. If luck and 
public records are on your side, as 
little as a first and last name can lead 
you to somebody’s home address. 

When you go to chat rooms, post 
messages to newsgroups, or fill out 
registration forms for online services, 
keep the personal information you re¬ 
veal to a minimum. This includes your 
email address, which, in the case of 
registration forms, is often required. 
Consider setting up a free email ac¬ 
count with a service, such as Hotmail 
(http://www.hotmail.com) or Yahoo! 
(http://mail.yahoo.com), and using 
that address in public, reserving your 
main email address only for people 
you know well. The less information 
about you that’s available in online 
databases, the better. 

As a side benefit to avoiding online 
predators of the criminal kind, you 
might end up reducing the amount of 
unsolicited advertising that finds its 
way into your mailbox. 


You can reveal a great deal about 
your personality or your lifestyle, 
intentionally or unintentionally, 
through your email addresses and 
screen names. For example, if you 
find yourself in a chat room with 
HuskerfanBob, you can make a few 
reasonable guesses about the person 
behind the handle. The person, whose 
first name is possibly Bob or Robert, 
is probably male, is probably a sports 


fan, and quite possibly currently lives 
in Nebraska or did at some point. 

Revealing any one of these things 
isn’t particularly dangerous, but this 
example shows how anybody can 
piece together bits of information 
that aren’t specifically stated. Husker¬ 
fanBob may also find himself a 
natural target for the ire of Rabid 
Hawkeye666, even if Husker¬ 
fanBob never talks sports online. 

Try to keep your public email 
addresses and screen names age- 
and gender-neutral. Don’t drop 
clues about yourself that you 
wouldn’t want the world, the 
whole world, to know. 

Finally, avoid handles that 
might be considered provocative. 

A screen name, such as Hottie- 
Chickl8 or IGullibleGranny, 
might draw different kinds of at¬ 
tention than ChessPlayer45. If 
you’re looking for that sort of atten¬ 
tion, you’re probably prepared to 
take your chances with those who pay 
it. If you aren’t looking for that sort 
of attention, an ounce of prevention 
is well worth weighing. 

The Internet would be a dismally 
boring place if we didn’t use our 
screen names and email addresses to 
express our individuality. Just make 
sure you project the same persona on 
the Internet that you would try to 
project offline. 


We won’t suggest that adults should 
never meet in person with the adults 
they meet online. Most people on the 
Internet are regular folks who mean 
no harm, and many long-lasting ro¬ 
mances and friendships have come 


out of chat rooms, message boards, 
and email correspondence. 

But we will suggest, emphatically, 
that you take a definite risk any time 
you set out to meet someone you have 
never seen before. There are a number 
of things you can do to reduce that 


risk. Thus follows our exception to 
the “all ages” nature of these online 
safety suggestions. 

Keep your budding online relation¬ 
ship anonymous for a while. Often, if 
somebody is pretending to be some¬ 
thing he’s not, you’ll be able to pick up 
inconsistencies in the things he says. If 
things go well for a few weeks, initiate 
communication by telephone. If things 
still go well, make a couple of calls at 
unscheduled times to see if you can 
reach the person, and if he responds 
the way you expect. Ask for vital infor¬ 
mation, such as full name and age. If 
the person wants to meet without 
giving you this information, consider 
that a bright red warning flag. 

What about Kay’s situation? What if 
the person lies? 

Before you decide to go offline with 
an online stranger, consider engaging 



Software, such as Net Detective 8.0, can help you perform 
your own background checks. 


rliil/lran Ac Uirtimc Despite legitimate concerns for your children's safety, Department of Justice statistics suggest 

immren Hi Wltllllli that crimes against children, with the exception of murder, have been declining since 1993. 


Age 1993 

1994 

1995 

1996 

1997 

1998 

1999 

2000 

% Change 1993-2000 

12 to 15 125 

117 

111 

98 

91 


yL 

60 

-52% 

16 to 19 121 

125 

110 

106 

100 

91 

77 

64 









Source: 

US Department Of Justice 
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the professional services of a site such 
as http://www.whoishe.com or http:// 
www.ussearch.com to perform a back¬ 
ground check. For less than $100, for 
example, Kay would have known that 
her date had lied about his marital 
status. Such a background search also 
will reveal criminal records and other 
public information. 

You also can buy software, such as 
Net Detective 8.0 ($29; http://www.net 
detective.com) that can help you per¬ 
form your own searches. Tell the 
person you want to perform a back¬ 
ground check. If he refuses, it may be 
because he has valid, reasonable pri¬ 
vacy concerns. Unfortunately, you 
should still consider this a warning flag. 
No one runs background checks on 
every person she meets offline, but 
online relations give a whole new 
meaning to the term “blind date.” 
You’re justified in doing all you can to 


make sure you aren’t being deceived. 
Just remember: Everything you can 
find out about a stranger is stuff a 
stranger, if she has enough information 
to start with, can find out about you. 

Don’t meet an online acquaintance 
for the very first time alone. Ask her to 
join you with a group of friends or 
family. Ask for a photograph in ad¬ 
vance so that you can match the resem¬ 
blance to the person who shows up. 

Above all, trust your instincts. If 
something seems wrong to you, don’t 
try to convince yourself that it’s right. 


If you’re on the receiving end of what 
you perceive to be harassment from an 
online source, resist the impulse to en¬ 
gage the perpetrator. First, tell him to 
stop contacting you. If he doesn’t stop, 
report him. Contact the harasser’s ISP 


(Internet service provider) or the ap¬ 
propriate chat room/newsgroup ad¬ 
ministrator about the situation. You 
also can use the blocking feature of your 
email or instant messaging software to 
limit unwanted contact. 

If the harassment is hostile or sexual 
in nature, report it to your local law en¬ 
forcement agency or directly to the FBI. 
Despite strong urges to delete the of¬ 
fensive correspondence, keep records 
of all messages you receive from the 
offending party. 

Cyberspace can be a scary place. The 
important thing to remember is that 
the Internet is no more inherently dan¬ 
gerous than the offline world. Don’t 
forget the rules you would live by if you 
were visiting a new city or an unfa¬ 
miliar part of town. The key to staying 
safe online is to pretend you aren’t. II 


by Sean Doolittle 


Online Safety Tips For Parents 


I n 1999, the University of 
New Hampshire's Crimes 
Against Children Research 
Center conducted the Youth 
Internet Safety Survey. This 
survey produced the following 
statistics, among others: 

• One in five minors be¬ 
tween the ages of 10 and 
17 received an unwanted 
sexual solicitation in the 
preceding year. 

• Of the surveyed youths, 

3% had received an aggres¬ 
sive solicitation involving 
offline contact. 

• Of those surveyed, 25% of 
the victims were younger 
than age 14. 

• Only 18% of the most ag¬ 
gressive solicitations were 
reported to a parent or 
other adult. 

In all, the Internet holds 
more benefits than dangers for 
your kids. You can only do so 
much to protect your children 


from the horrors of the world. 
Still, there are a few things you 
can do to help keep your 
youngsters safe while they surf. 

Educate Them 

You’ve taught your kids 
not to ride in cars with 
strangers. Now teach them 
not to give out personal infor¬ 
mation online. Talk to them 
about the issues in this article 
and encourage them to do 
the same with you when they 
have questions. Prepare them 
for that inevitable pop-up 
banner or email advertising 
pornography. Teach them 
how to respond to inappro¬ 
priate contact online the 
same way you'd teach them 
how to respond to inappro¬ 
priate contact offline. 

Educate Yourself 

Don’t explore only sites 
that appeal to your interests 


on the Internet. Familiarize 
yourself with everything your 
kids might be interested in, 
too. Pay attention to pop-up 
ads, peer-to-peer networking 
services, such as Kazaa 
(http://www .kazaa.com), 
and other trends. 

The more you know about 
what’s happening online, the 
better able you'll be to com¬ 
municate with your kids. Get 
involved and get hip. Igno¬ 
rance may be bliss, but 
awareness is a more effective 
parental tool. 

Monitor Activities 

You wouldn't leave young 
children unattended in a 
public place, and you should 
not leave them unattended 
on the Internet. Put your PC 
in a common place where 
anybody in the family can 
wander past. Set yourself up 
as an administrator so that 


you can regulate passwords. 
Look into safety software 
packages, such as Net Nanny 
($39.95 at http://www.net 
nanny.com); such programs 
give you a range of tools for 
monitoring and/or regu¬ 
lating what comes into your 
child's computer and what 
goes out. 

If your kids are older, re¬ 
stricting their activities 
through software may not 
be a cure-all, or even the 
most productive solution. 
Most teenagers want a little 
privacy, and most teenagers 
today are PC-savvy enough 
to find it—if not on their 
own computers, then on 
somebody else’s. Once again, 
mutual education and open 
communication can be the 
most effective safety tool at 
your disposal. I 
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Identity Thieves Make The 
Information Superhighway 
A Dark Alley 


Y ou’ve always paid your bills on 
time and closed inactive ac¬ 
counts. You have spent years 
meticulously grooming a spotless 
credit record. Yet when you apply for 
a home loan, you are rejected because 
your credit report says you’ve racked 
up unpaid balances on several credit 
cards and written tons of bad checks 
on multiple bank accounts that you 
didn’t even know existed. Someone 
stole your identity, and there’s an in¬ 
creasing chance he did so with the 
help of the Internet. 


All a person needs is your name, ad¬ 
dress, SSN (Social Security number), 
and sometimes your date of birth and 
mother’s maiden name, and he can 
open an account in your name or even 
access existing accounts. In some cases, 
when a thief opens accounts using 
bogus addresses, the major credit re¬ 
porting bureaus switch your contact 
information over to the new address, 
so you may not even know what’s hap¬ 
pening until it is too late. 

According to the Consumer Sentinel 
(http://www.consumer.gov/sentinel), 


I an online fraud database the FTC 
j (Federal Trade Commission) main- 
' tains, of the 380,103 fraud complaints 
made to the FTC in 2002, 161,819 were 
identity theft complaints. When the 
complaints are broken down by cate¬ 
gory, identity theft accounted for 43% 
of all complaints; Internet auction fraud 
complaints came in second with 13% of 
I total complaints. It’s clear that identity 
theft is a growing crime, with the total 
[ number of victims varying depending 
on whom you ask. “If you talk to the 
credit reporting agencies, they’re going 
to tell you it’s a minor problem,” says 
Jay Foley, director of Consumer and 
| Victim Services at the Identity Theft 
Resource Center (http://www.idtheft 
center.org). “If you talk to law enforce¬ 
ment, they’re going to tell you it’s a 
growing problem. If you talk to us, it’s 
obscene. We’re looking at 700,000 to 
a million victims last year, and we’re 
anticipating a 25% to 35% growth rate 
this year.” 


There are a slew of ways thieves use 
the Internet to gather personal informa¬ 
tion about their victims, and most are 
variations on real-world stunts. Many 
rely on social engineering to get victims 
to voluntarily cough up information. 
Some thieves create bogus Web sites 
that look like a business, government, 
or other legitimate Web site and use 
forms to collect information on misled 
visitors. They also send email messages 
that appear to come from a bank, a gift 
award center, the government, or an¬ 
other official-sounding source, re¬ 
questing a person’s Social Security 
number for “verification” or other 
imaginary purposes. Some fabricated 
email messages even threaten the recip¬ 
ient with an electronic IRS audit. “I 
| have it on personal authority from half 
a dozen auditors from the Internal 
Revenue Service that they will not elec¬ 
tronically audit anybody,” says Foley, 
adding, “the auditors say that they’d all 
i quit en masse because their only joy in 
life is being able to sit across from you 
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and watch you sweat while they go 
through your paperwork.” 

Aside from giving identity thieves 
wider access to potential victims, the 
Internet helps criminals in ways you 
wouldn’t expect. Online shopping is 
one of them. “They’ll shop on the 
Internet because they don’t have 
to show plastic,” says 
Beth Givens, founder and 
director of the Privacy 
Rights Clearing House 
(http ://www. privacy 
rights.org), and the Inter¬ 
net also makes it much 
easier for them to apply 
for credit cards and other 
accounts in their victims’ 
names. “I can order the 
credit cards over the 
Internet, and no one ever 
has to see me,” says 
Foley. “No one even gets 
a piece of paper with my signature on it. 
I don’t have to go to all the trouble of 
getting preapproved credit card applica¬ 
tions in the mail.” 

The volume of information you can 
collect about people by doing simple 
Internet searches is frightening. Type a 
name and ZIP code into any of the on¬ 
line white pages and you can get ad¬ 
dresses and phone numbers for millions 
of people. If you have only a phone 
number, you can do a reverse number 
lookup to get a person’s basic informa¬ 
tion. A quick trip to a few genealogy 
sites can unearth a mountain of addi¬ 
tional information, including a moth¬ 
er’s maiden name and previous 
residences. Then there are the online 
news archives, which may contain wed¬ 
ding announcements that yield parents’ 
names, the places people work, the 
schools they attended, and other juicy 
tidbits. If any of the groups you belong 
to have a Web site, your company has a 
Web site, or you maintain a personal 
Web site, all could provide a treasure 
trove of information to people who 
want your identity. 

Take measures to protect personal 
information if you use a computer and 
the Internet. Use a strong antivirus 


j product, such as Symantec’s Norton 
AntiVirus 2003 ($49.95; http://www 
.symantec.com) and keep it updated. 
Also use a hardware or software fire¬ 
wall, which prevents outsiders from ac¬ 
cessing your computer. Two good free 
software firewalls are Zone Labs’ 
ZoneAlarm (http://www.zone labs 
.com) and Sygate’s Sygate 
Personal Firewall (http:// 
soho.sygate.com). 

Encrypt personal files 
on your PC, so even if a 
thief steals the files, he 
won’t be able to read the 
contents. Good freeware 
programs include OV- 
Soft’s PowerCrypt (http:// 
www.ovsoft.com) and 
HandyBits’ Easy Crypto- 
Deluxe (http://www.hand 
ybits.com). If you get rid 
of a computer, deleting 
files or reformatting the hard drive 
won’t protect your data from deter¬ 
mined eyes, either. With the right data 
recovery tools, it’s easy to find, search, 
and restore “deleted” files. Use software 
that overwrites the files several times; 
try the free HandyBits File Shredder 
(http://www.handybits.com) or the free 
AnalogX SuperShredder (http://www 
.analogx.com). Strong degaussing mag¬ 
nets also are available that reorient all of 
the magnetic particles used to store data 
on a hard drive, but using special soft¬ 
ware is usually adequate. 


The real downside to identity theft is 
no matter how many tips you follow or 
steps you take to protect your identity, 
ultimately there’s little you can do to 
prevent the crime. “Identity theft 
doesn’t start with the consumer, it starts 
with the businesses,” says Foley. Every 
employee at every company you’ve pro¬ 
vided with personal information is a 
potential identity thief. The same goes 
for every school you’ve attended and 
every organization you’ve joined that 
requested your Social Security number 
or other sensitive personal information. 


Number of 
identity theft 
complaints in 2000: 

139,007 

Number of 
identity theft 
complaints in 2002: 

380,103 


Even if all of those people are honest, 
you have to worry about an identity 
thief breaking into a computer and 
stealing all of that information from a 
central database. 

Thieves don’t have to hack into 
computers to get your information, as 
demonstrated in a recent study by MIT 
graduate students Simson Garfinkel 
and Abhi Shelat. The two bought more 
than 150 used hard drives, mainly in 
Internet auctions, and out of 129 
working drives, they found thousands 
of credit card numbers and other sen¬ 
sitive data. Many of the drives came 
from old business computers and were 
not properly erased before becoming 
someone else’s property. 

To avoid having your personal in¬ 
formation exposed like this, Foley says 
that when you are dealing with any 
company that wants your personal in¬ 
formation, ask a representative from 
that company to answer the four Ws: 


Take Cover 


I f you want to be proactive about 
protecting your good name, con¬ 
sider identity theft insurance. Several 
providers offer policies for relatively 
low premiums that provide thou¬ 
sands of dollars of coverage, so you 
can more easily get your life back if 
you've been victimized by identity 
theft. It may seem like a scam because 
in nearly all cases of identity theft and 
account takeovers, banks and other 
creditors refund the victims' money. 
Identity theft insurance is designed, 
however, to cover the expenses you 
incur in restoring your credit, in¬ 
cluding long-distance phone charges 
and lost wages. This protection is im¬ 
portant because in many cases, it can 
take weeks or months to sort out an 
identity theft crime. Ask your insur¬ 
ance provider if it offers the coverage 
and how much it costs. Look at the 
list of providers that offer standalone 
coverage at the Insurance Information 
Institute site (http://www.iii.org). 

Look in the Other category. I 


Smart Computing / May 2003 73 

















Internet Security 

Identity Theft 


Why are you collecting this info? 
Who's going to have access to it? 
What steps are you taking to 
protect it? 

What steps will you take to dispose 
of it? 

If you can’t get satisfactory answers, 
take your business elsewhere. 


If you have been victimized by an 
identity thief or even think you are a 
potential target, there are many steps 
you must take to report the incident 
and begin the process of protecting or 
restoring your identity. 

First you need to file fraud alerts with 
all three of the major credit reporting 
bureaus: Equifax (800/525-6285; http:// 
www.equifax.com), Experian (888/397- 
3742; http://www.experian.com), and 
TransUnion (800/680-7289; http:// 
www.transunion.com). The three credit 
bureaus will send copies of your current 
credit report, which you can review and | 


then dispute. A standard fraud alert 
stays on your credit record for 90 days, 
but you can ask each bureau in writing 
to extend the alert to seven years. “Send 
it by postal mail; don’t rely on the tele¬ 
phone with the bureaus,” says Givens. 
“They’re notorious for ignoring tele¬ 
phone communications.” 

Unfortunately, the fraud alert isn’t a 
cure-all. “Credit monitoring doesn’t 
do diddly-squat for prevention,” says 
Foley, “it just gets you early detection 
at best. At worst it gives you a false 
sense of security.” Creditors are not 
legally obligated to deny credit if there 
is a fraud alert on an account. Because 
of this, Givens recommends checking 
your credit quarterly if you are a 
victim of identity theft and then at 
least once a year if you’re not. 

The next step is to contact the 
banks, credit card companies, and 
other creditors directly to alert their 
security or fraud departments that 
fraudulent accounts were opened 
in your name or that your existing 
account was accessed without your 


permission. They can tell you what 
forms, affidavits, reports, and other in¬ 
formation you’ll need to establish your 
case and get your accounts back in 
order. You also should contact your 
local police department and ask an of¬ 
ficer to take an official statement, and 
you should file a report at the FTC’s 
Identity Theft Clearing House (http:// 
www.consumer.gov/idtheft). This ex¬ 
cellent Web site also contains a wealth 
of tips, instructions, and forms that 
will help you prevent and recover from 
identity theft, including a download¬ 
able ID Theft Affidavit that will help 
you report the crime to the proper au¬ 
thorities and organizations. 

In the end, most of the cost of 
identity theft is absorbed by credit 
card companies, banks, and busi¬ 
nesses, and you’ll eventually get your 
money back and clean up your credit, 
but the bad news is that it takes a lot 
of time and effort to put it completely 
behind you. II 


by Tracy Baker 


The Offline Threat 


T he phone call came in 
the afternoon. "This is 
Martha from Social Security," 
said a friendly voice. She said 
there was a problem; some¬ 
one had given her the "wrong 
number," and she was calling 
to clear up the problem. "Is 
your mother’s name Gladys?" 
she asked, sounding disap¬ 
pointed when told that it 
wasn't, but she perked up im¬ 
mediately when the mark she 
had targeted told her it was 
his grandma's name. 

This vignette is true and 
ironically happened to the 
author while researching this 
article. By the time I came to 
my senses and hung up the 
phone, it was too late; I’d 
coughed up enough informa¬ 
tion for the scammer to verify 


my mother’s maiden name. 
Don't let this happen to you. 

Most experts agree that 
identity theft is primarily a 
low-tech crime. Here are the 
easiest ways to get personal 
information: stealing wallets, 
stealing mail, calling victims 
on the phone, and rooting 
through trash for personal 
documents. All of the ex¬ 
perts we interviewed say it's 
important to shred every 
document that contains per¬ 
sonal information, hang up 
during suspicious phone 
calls, and never carry your 
Social Security card or birth 
certificate on your person. 
Beth Givens, founder and 
director of the Privacy Rights 
Clearing House, also provides 
the following tips: 


Clean out your wallet. 

"Oftentimes they are more 
interested in your personal 
information than the other 
things in your wallet. If you 
have the Social Security 
number on another docu¬ 
ment, such as a health insur¬ 
ance card, maybe you can 
get away with photocopying 
that health insurance card 
and then cutting out the last 
four digits of the Social 
Security number." 

Secure your mail. "Mail 
theft is a common way for 
identity thieves to obtain 
people's information. They're 
looking for monthly bank ac¬ 
count statements; they're 
looking for the checks that 
you write to pay off your 
credit card, so protect your 


mail as it's both outgoing and 
incoming. Take your out¬ 
going mail down to the post 
office and deliver it there; 
don’t leave it at your mailbox 
for the carrier to pick up." 

Do not use a debit card. 
"You do not have as much 
legal protection if you suffer 
fraud with your debit card 
than if it's a credit card. If 
somebody obtains your debit 
card, they can wipe out your 
checking account in no time 
flat. And then you have to 
prove to the bank that you 
were not the thief. In most 
cases, they will replenish your 
money but it will take a little 
while, so you will be without 
your checking account funds 
for weeks and sometimes 
even months." I 
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cookie—Information from a Web site sent to a browser 
and stored on a user’s hard drive so the Web site can re¬ 
trieve it later. A Web server using the technology looks 
for a cookie when a user visits. Cookies generally are used 
to identify visitors. A cookie can contain information 
about the user’s login name, password, and preferences. 
For subscription sites, cookies can make it unnecessary to 
log in each time you visit. Users have the option to con¬ 
figure their browsers to either accept or reject cookies. 


cracker—A person proficient at deciphering codes 
passwords and breaking security systems for il- 
or unethical reasons. The term was invented by 
computer hackers to replace the term “hacker,” 
which often has been inaccurately associated with 
foul play. In fact, in many instances, 
‘hacker” refers to a savvy computer user. 


cyberspace—Not a real location but rather the 
“world” created by computers and specifically the 
Internet. In this virtual space, people can do many of 
the things they do in physical space: interact with 
other people, shop, read the news, etc. 


DoS (denial of service) attack—An attack on a net¬ 
work computer designed to render it unusable. DoS 
attacks can target a single computer or an en¬ 
tire ISP (Internet service provider). DoS 
attacks flood a computer with 
bogus requests. For example, if 
a computer or computers 
sent thousands of ping 
requests (which nor¬ 
mally analyze the via¬ 
bility of a network 
connection) per 
minute, the af¬ 
fected computer 
will use all of 
its resources 
trying to an¬ 
swer the pings. 
This causes the 
computer to 
crash or run so 
slowly that it be¬ 
comes unusable. 
The crackers re¬ 
sponsible for DoS 


attacks often spoof a legitimate account or forge the 
headers of the data packets to hide their identities. 

EFS (Encrypting File System)—An encryption 
system in Microsoft’s NTFS (NT file system) in 
Windows NT/2000/XP operating systems. Earlier 
versions of Windows used the FAT (file allocation 
table) file systems. EFS controls which users have ac¬ 
cess to files and folders by using transparent public- 
key encryption. Users can encrypt files separately, or 
they can assign encryption to entire folders. 

hacker—A technically sophisticated user who spends 
a lot of time at a computer. It refers to a person who 
writes computer programs, “hacking” up the digital 
code. “Flacker” is often erroneously used instead of 
“cracker” to refer to those who illegally break into 
computer systems to do damage, steal secrets, or 
enter simply because they can. 

heuristic—A method of problem solving that relies on 
trial and error, as opposed to algorithmic problem 
solving, which relies on static formulas and equations. 
Heuristic programs can learn; they develop common- 
sense rules for solving similar problems and then use 
them to solve the same type of problems in the future. 
Antivirus programs use algorithms to check for viruses, 
but if the virus doesn’t match a known bug, the pro¬ 
gram won’t detect it. Heuristic scanning, on the other 
hand, looks for suspicious code that the heuristic 
scanner has come to “know” resembles viral activity. 

keystroke logger—A device used to record a key¬ 
board’s keystrokes to track the use of a PC. Parents 
and some companies use keystroke loggers to keep 
track of how kids or employees are using their com¬ 
puters. Some Trojan horses are also keystroke log¬ 
gers, but the purpose of a Trojan horse keystroke 
logger is generally to collect usernames, passwords, 
and credit card numbers. 

payload—The action or data delivered by a virus or 
other type of malware, such as a Trojan horse or 
worm. The payload may trigger some action such as 
sending the virus to other users through the original 
user’s email client. 

virus fingerprints—the signature each virus leaves on a 
hard drive that distinguishes it from other information. 
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Mother Of All 
Projects, Part 2 


L ast month I helped you figure out whether you 
should replace your PC’s motherboard, and you 
now know that swapping your outdated board for a 
new one can add years to the life of your computer. I also 
helped you select the various components you need to 
complete the job. Now that you’ve done some damage to 
your credit card balance, you should be ready to swap 
your old components for new ones. 


It's time to see 
how much better 
your own PC will 
be with that new 
motherboard. 


I completed my motherboard up¬ 
grade in about two hours. The job took 
longer than expected because I needed a 
new case; the 250-watt PSU (power 
supply unit) in the old case didn’t 
supply enough juice for a Pentium 4 
CPU. Though I needed extra time for 
that unexpected $80 shopping spree, 
my two-hour investment paid off. 
Check out the Ultimate Upgrade 
sidebar that shows how my computer’s 
benchmark scores improved. 

Let's Get Busy 

It’s time to see how much better 
your own PC will be with that new 
motherboard. Before you begin, set 
aside at least two hours to complete 
the swap; pick a clean, comfortable 
work area with plenty of light (and 
maybe some soothing music); and be 
sure to have a blank notepad, colored 
pencils, and a small flashlight. 

Also collect the tools you need, such 
as a small Phillips screwdriver and 
needle-nose pliers, and remember, if 
your PC case contains hex nuts, you’ll 
need a hexdriver to get inside. Keep all 


of your PC manuals close at hand, as 
well any guides, diagrams, and CDs 
that came with your new components. 
This information is vital because the 
following steps will help you with only 
the most general elements of installing 
your motherboard. Finally, round up 
a few of the twisty ties that bind com¬ 
ponent cables on new products; these 
ties are excellent for keeping cables 
out of your way. 

Disconnect all external cables from 

your PC, including the mouse, key¬ 
board, monitor, and power cables. 
Move the computer to your work area, 
and before you remove the case, dis¬ 
charge any static electricity you may be 
carrying by touching a doorknob or 
any other grounded metal surface. If 
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you skip this step, you risk destroying 
the sensitive electronic components 
you’re about to handle. 

2 Use your notepad and pencils to 
make a quick sketch of your PC’s in¬ 
nards. Take extra care to document each 
wire that attaches to the motherboard. 
You’ll see small wires for your PC’s 
switches and indicator lights, such as the 
hard drive activity LED (light-emitting 
diode) that you see on the front of your 
PC case; wide ribbon cables used to 
transfer data; and thick power cables 
with large plastic connectors. 

Indicator light and switch wires 
originate from the case itself and con¬ 
nect to pins on the motherboard. 
These tiny wires may be difficult to 
identify later, so try to determine each 
wire’s purpose by examining any la¬ 
bels on the motherboard, such as 
PWR LED, which means the wire illu¬ 
minates your case’s power LED. 

It’s easy to identify power cables be¬ 
cause they emerge from the rear of the 
PSU and connect to your internal 
drives and case fans. Data transfer ca¬ 
bles (also called IDE [Integrated Drive 
Electronics] cables) are very wide and 
usually gray with one brightly colored 
edge, and they connect each internal 
drive to the motherboard. 

As you disconnect each plug, jot 
down the cable’s connection location, 
orientation, and any corresponding la¬ 
bels on the motherboard or on the ca¬ 
bles. Take notes as you disconnect 
cables. These observations will sim¬ 
plify things when you reconnect 
wiring to your new motherboard. 

3 Remove any PCI (Peripheral 
Component Interconnect) cards 
(also called expansion cards) from 
your existing motherboard. Unscrew 
the bolt that secures each card and 


wiggle the card free, trying not to 
touch the card’s metallic parts. 

4 Eject the memory modules. To do 
so, press the release levers on ei¬ 
ther side of the module and slide the 
module out of the slot. Again, don’t 
touch any metal on the module. 

5 Remove the screws that secure the 
motherboard to the case. This task 
may be easier to perform if you rest 
the PC on its side, and it’s easier still if 
you use a magnetic screwdriver. 

6 Gently remove the motherboard. 

You may need to take out one or 
more drives or maybe even the PSU to 
create enough space for your hands to 
free the board. You may need to slide 
the board in one direction and then 
lift; other cases will let you pull the 
board straight out. 

7 As you take out the board, look at 
the stand-off posts (spacers) from 
which you removed the screws. These 
spacers keep the motherboard from 
touching the case to prevent shorted 
circuits. Some spacers work like simple 
screws, and others have plastic tabs that 
secure the spacer to the motherboard. 
No matter the type, use care removing 
the spacers from the motherboard and 
refer to diagrams when possible. 
Carefully place your new motherboard 
in the case to see if its screw holes line 
up with the spacers. Some cases let you 
unscrew and move spacers to different 
locations when necessary. 

8 After you line up the spacers and 
screw holes, be sure your mother¬ 
board’s keyboard, mouse, and other 
ports align properly with the rear of the 
case for easy access. If one or two of the 
case’s port openings don’t line up with 
your board’s ports, see if your mother¬ 
board came with a small plate with the 
correct configuration. Pop the case’s 


SYSmark2002 
Benchmark Scores 

S YSmark is a program that tests 
your computer's speed in a busi¬ 
ness environment. The higher the 
number, the better the results. 

Old motherboard/CPU/RAM: 


Overall Score 

72 

Internet Content Creation 

80 

Office Productivity 

64 

New motherboard/CPU/RAM: 

Overall 

193 

Internet Content Creation 

298 

Office Productivity 

125 


How do those scores relate to 
real life? Well, an older Pentium III 
system needed 3 minutes to com¬ 
press a 351MB folder and nearly 4 
seconds to open a 7MB PowerPoint 
presentation. Our new system 
zipped the same folder in a little 
more than 2 minutes and opened 
that PowerPoint file in less than 2 
seconds. During an average day of 
computing, those improved scores 
mean much improved efficiency. 

plate free and tap in the correct plate 
using the handle of your screwdriver. 

9 Before you secure the new board, 
you may want to make a rough di¬ 
agram that labels the different connec¬ 
tors; it’s easier to read these minute 
letters while the board’s outside the 
case. You can skip this step if your 
board came with a good diagram, but 
many boards have skimpy instruc¬ 
tions. Once you have a diagram ready, 
secure the motherboard. 
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"I /'V Install the CPU. Most newer 
I CPU sockets have a built-in 
lever; lift this lever and drop (don’t 
push) the CPU into place. If the CPU 
doesn’t drop into the socket, it’s not 
properly aligned. Gently press the 
CPU locking lever back into place. 

-I -1 Follow your CPU’s instructions 
I I to install the heat sink and 
cooling fan, which prevent over¬ 
heating, to the top of the CPU. 
Remember that without a heatsink 
and fan, high temperatures will 
quickly (and permanently) damage 
your new CPU. Also keep in mind that 
some heatsinks use rigid fasteners that 
require you to use considerable force. 
Triple-check the CPU alignment using 
the CPU’s instructions before ap¬ 
plying pressure. After you install the 
heatsink, plug the fan power wire into 
its connector on the motherboard. 

-I n Install the RAM modules. Your 
I Z- motherboard diagram will 
number your RAM slots, and you 
should start with the lowest-num¬ 
bered slot. If the slots aren’t num¬ 
bered, remember that on many 
motherboards, slot zero is nearest the 
CPU. Press the module firmly on both 
sides until the locking levers close. 

-| ^ Replace any drives you displaced 
I 3 to remove the old motherboard. 
Attach the ribbon cables correctly by 
noting the colored edge of the cable and 
comparing it to your notes. Be careful, 
though, because an improper connec¬ 
tion can ruin your drive when you start 
the computer. Reconnect the drives’ 
power plugs and connect the power 
plugs to the case fans, too. 

-1 / Use the motherboard diagram to 
I i reconnect the motherboard 
power cable(s). Some PSUs have more 
than one motherboard power plug, 


which may outnumber the power 
connectors on the motherboard. For 
example, a Pentium-4 PSU has two 
main motherboard power plugs, but 
most Pentium 3 motherboards have 
only one power connector. If you 
have an extra power plug, tie it up 
and out of the way. 

-I ^ Connect the tiny wires that 
I 3 power LEDs and the PC’s var¬ 
ious On/Off and reset buttons. 
Carefully follow your diagrams and 
pay attention to the wire colors to 
verify that each connector goes on 
with the proper orientation, or you 
risk creating a short circuit that may 
cause the PC’s startup to fail. If you 
are reusing an older case, you may 
find a few extra wires for LEDs (such 
as Turbo) that some modern moth¬ 
erboards don’t support; you can tie 
these wires up and out of the way. 

-1 S’ Check your motherboard’s in- 
I U structions to see if you need to set 
jumpers; jumpers connect two wire-like 
connectors on the board to complete a 
circuit. Many modern motherboards are 
jumperless, meaning you won’t have to 
mess with jumpers at all. Refer to your 
board’s instructions for this step. 

"I —j Install the video card into the 
I / AGP (Accelerated Graphics 
Port) slot; make sure it’s firmly seated 
and secure it with a screw. Don’t in¬ 
stall any PCI components just yet. 

-1 Q Reconnect your mouse, key- 
I O board, and monitor cables. If 
you installed a video card, attach the 
monitor cable to the card. Check each 
cable connection on the motherboard 
and make sure each drive data cable is 
oriented correctly and firmly attached. 
Compare leftover plugs with empty 
connectors to be sure you attached all 
vital cables. 




1 O Connect the PC power cable to 
I S the PSU and turn on the PC, 
leaving the case off for now so you can 
install your PCI components later. If 
everything seems to be working but the 
monitor signal doesn’t appear, turn off 
the PC and move the monitor con¬ 
nector from the video card connector to 
the motherboard’s on-board video con¬ 
nector, if there is one, and try again. 
-J^As your PC boots, Windows 
Z\J will detect the new hardware 
you installed. Windows XP recognizes 
many devices and will install the nec¬ 
essary drivers automatically; if you use 
an older OS (operating system), you 
may need to insert a disc or floppy 
diskette with the drivers. After it starts 
up correctly, you can shut down your 
PC, unplug the power cable, and in- 
tall any PCI components you may 
have, one at a time, until your newly 
upgraded PC works with each device. 


Upgrade Predicaments 

Not all motherboard upgrades go 
without a hitch, so you may need to 
contact technical support for further 
help. Once you finish this project, 
though, you’ll see that you have a 
faster computer with a much longer 
and more useful life ahead of it. II 


by Nathan Chandler 
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Word Processing 
Intermediate 
2002 for Win9x/Me/ 
NT 4.0/2000/XP 


Microsoft Word 2002 

Splash Your Document With A Watermark • • 


Quick 

Studies 


I f your word processing stays confined to the 
digital realm and the last time you used your 
printer is a misty memory, you might as well skip 
this month’s column. Adding a watermark is one 
of those features that Microsoft Word intends for 
good old-fashioned ink-and-paper documents. 

A watermark is a large word, phrase, or image 
placed within a document, but printed more faintly 
than everything else so it appears to lurk in the back¬ 
ground. It doesn’t interfere with the legibility of the 
regular text, but still relays something vital about the 
document. A watermark can be functional, con¬ 
veying a document’s status, or it can be decorative. 

With Word, you can create watermarks from 
text and images alike. 


Working in the Printed Watermark dialog 
box, it takes only moments to add a text 
watermark to your document. 


Text Watermarks: The Easy Way 

To add a simple text-based water¬ 
mark to your document, from the 
Format menu, select Background 
and Printed Watermark. In the di¬ 
alog box, click the radio button for Text Watermark. 

Now you can type your own message into the 
Text field or use the drop-down menu to choose 
from a selection of 10 options applicable in the busi¬ 
ness world. You’ll also use a drop-down menu to 
select the font, for which you can set a fixed size or 
use the default Auto option. This instructs Word to 
adjust the font size according to the length of your 
message to maximize the coverage area. 

Next, choose the watermark’s color. For optimum 
readability, don’t select a swatch that’s too dark, even 
with the Semitransparent option checked. Set your 
preference for whether the watermark will be placed 
horizontally or diagonally. Then click OK, and Word 
will slap the watermark across your document. 

To display a watermark, Word needs to be in 
Print Layout View. If you’ve begun by drafting your 
document in Normal View, the switch will automati¬ 
cally occur when you open the dialog box, so don’t 
toggle back unless you prefer not to see the water¬ 
mark on your screen. 

Image Watermarks 

Although words convey information, images 
sometimes convey identity and personality. Rather 


than a text-based watermark, you may want to create 
one with an image file—for example, inserting a 
company logo into business documents or a mono¬ 
gram into your personal stationery. 

You’ll still use the Printed Watermark dialog 
box, only in this case, click the radio button for 
Picture Watermark. Click Select Picture to navigate 
to the image file you want to use, then click Insert. 
For best results, you may want to stick with some¬ 
thing clean and simple, such as line art, but if 
you’re inclined to experiment with photographs, 
you may find one that works equally well. 

Just as you could set font sizes for text water¬ 
marks, you can use the drop-down Scale menu to 
set the image’s size as a percentage of the original; 
again, the Auto option lets Word exercise its own 
discretion in maximizing the coverage area. You 
may or may not wish to activate the Washout 
checkbox. Even without it, Word gives the image 
enough transparency to prevent it from interfering 
with the text. Washout tends to turn an image so 
faint that it’s ghostly, more a suggestion of the pic¬ 
ture than the picture itself. 

Text Watermarks: The Not-As-Easy Way 

In appearance, text watermarks are limited to your 
available fonts. But what if you want something 
more distinctive, 3D, or just plain weird? In that case, 
you can use WordArt to fabricate a watermark. (If 
you’re unfamiliar with WordArt, come back next 
month when it will be the sole focus of our column.) 

First, put the pointer where you want the water¬ 
mark on your otherwise finished document. From 
the View menu, choose Toolbars, WordArt to open 
the WordArt toolbar. Click the Insert WordArt 
button and proceed by choosing the style and size 
and entering your text. The moment you click OK, 
everything is thrown out of alignment, but this is 
only temporary. Just click the Text Wrapping 
button and select Behind Text to restore your 
layout. Then click Format WordArt and increase the 
transparency, and there you have it: a custom job. 

When used decoratively, watermarks can spruce 
up drab documents. When used functionally, they 
look much more professional than scrawling with 
pen on paper. Knowing when to use them is up 
to you. II 


by Brian Hodge 
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Word Processing 
Intermediate 


WordPerfect 10 

Add Captions To Graphics • • • • 


Quick 

Studies 


W e’ve all seen the text that accompanies 
graphics (“Figure 1: Anemones at night”), 
but fusing words and pictures so neatly may seem 
mysterious. Luckily, this is one secret you can un¬ 
cover using WordPerfect’s Captions. 

Captions describe the contents of the graphics or 
add other relevant information. A counter can auto¬ 
matically number a document’s captions in sequence 
with other graphics boxes of the same type. Captions 
can be added to any graphics box, including table 
boxes, text boxes, and image 
or clip art boxes. However, 
you cannot add captions to 

□ ml. | graphic shapes, such as lines 
! or arrows. 


The Box Caption dialog 
box offers multiple 
options for captions. 


Describe Contents 

To add a caption, first se¬ 
lect the graphic. Then under 
Graphics on the property 
bar, choose Caption or right- 
click the graphic and choose 
Caption from the pop-up 
menu. Either way, the Box 
Caption dialog box opens. Click Edit to create the 
caption’s text. The cursor is transported back to the 
graphics box in the main document. 

In front of the cursor, you’ll see the default 
counter WordPerfect already inserted. The pro¬ 
gram offers different default counter styles for dif¬ 
ferent types of graphics boxes. For example, when 
you create a caption for images, WordPerfect auto¬ 
matically inserts “Figure” followed by a number. 
With text boxes, the number stands alone, equa¬ 
tions are parenthetical numbers, and tables are 
appropriately named “Table.” 

If you don’t want the counter, backspace to 
delete it. Otherwise, just type in the description of 
the graphic or other caption information in the 
space following the counter. WordPerfect applies 
the document default font, but as with any other 
text in the document, you can use the tools on the 
property bar to change the font, size, or other for¬ 
matting attributes. 


Modify Defaults 

Other WordPerfect defaults apply to your cap¬ 
tion, as well. For example, your caption will auto¬ 
matically appear at the bottom left of the image or 


table, just outside the graphics box border. If you 
prefer another location or position, you’ll need to 
make those changes yourself. 

Overriding this sort of default is simple using the 
options conveniently grouped in the Box Caption 
dialog box. For instance, options for Caption 
Position include the side of the graphics box where 
the caption appears (left, right, top, or bottom), its 
position on that side (left, right, or center), and 
whether it appears inside or outside the box border. 

Notice that if you add a caption outside the 
graphics box border, the graphics box itself extends 
to encompass the caption, while the border remains 
around the image only. This lets document text 
wrap around both the graphic and the caption 
without interfering with your design preference. 

You can also shift the caption text from its position 
by a percentage or a specified number. Use the 
Percent Offset box to shift the caption text a certain 
percentage of the width or height of the box or the 
Absolute Offset to shift it forward (specifying a posi¬ 
tive number) or backward (using a negative number). 
For example, if the caption position is right and you 
select an Absolute Offset of 1 inch, WordPerfect 
moves the caption 1 inch from the right margin. 

In addition to its position, the caption’s width is 
malleable within the width or height of the box it¬ 
self. Choose Fixed to specify a width measurement 
or Percent to specify a percentage of the box’s 
height or width. Use the Rotate Caption tool to 
position text vertically if your spot is too narrow. 

Finally, you can alter the Caption Numbering 
Method and Style. As mentioned above, each 
graphics box style in WordPerfect has a different de¬ 
fault caption numbering style. Use the Box Caption 
options to change the box type, which also changes 
the box number. This is particularly useful in docu¬ 
ments with multiple image types where you’d like to 
label the tables sequentially beginning with Table 1, 
the images beginning with Figure 1, and so on. 

If you’d don’t like the result of all this mon¬ 
keying around, click Reset to set the options back 
to the default choices. This also deletes the caption, 
so you might want to copy it before using Reset. 
Otherwise, click Close on the property bar or click 
in the main document area to apply your caption. 

Next month, we’ll explain how to use Cross- 
Reference to refer your reader to specific graphics, 
pages, and notes. II 


by Anne Steyer Phelps 


Smart Computing / May 2003 81 



















Spreadsheet 
Advanced 
2002 for Win9x/NT 
4.0/2000/Me/XP 


Microsoft Excel 2002 

Data Validation, Part II .« 


Quick 

Studies 


L ast month, you learned the basics of Excel’s Data 
Validation feature, which lets you restrict the 
type of information users can enter into specific cells. 
In that article, you learned that in the Data Valida¬ 
tion dialog box, the Allow drop-down menu pro¬ 
vides access to the various scenarios you can set up 
with validation. This fist lets you dictate that users 
must enter whole numbers, decimals, text, dates, or 
other types of data. 

After you choose the type of data to allow. Excel 
makes it easy to set up various scenarios with the 
Data list, where you can select ready-made operators, 


I Sales Information 




Tired of spreadsheet users entering 
inappropriate data into standardized 
forms? Use Data Validation to create a 
customized drop-down menu that limits 
what's allowed in a cell. 


such as “between” or “less than.” 
You also can enter the parameters of 
what’s valid by entering a number or 
formula or selecting data from cells 
on the spreadsheet. 

In this article, we’ll explore one of 
the most interesting options on the Allow menu: 
lists. We’ll walk step-by-step through the process of 
setting up a list of options your spreadsheet’s users 
can pick from. It’s a great way to see the practical 
power of using Data Validation. 


Create Your List 

The list option lets you provide users with limited 
choices for their entry in a cell. Let’s say you’d like 
users to enter the model name of a part, and your 
users frequently confuse makes and models. To elim¬ 
inate wrong entries, you can set up cells to accept 
only choices from a list you provide. One cell will ac¬ 
cept only choices from a list of model names; the 
other will accept only choices from a list of make 
names. Here’s how to set up such a list. 

Start by creating the list of options that users will 
choose from. You can do this on the same worksheet 
or on another worksheet. If you want your list on the 
same worksheet as the validated cell, you can define 
the fist with a cell range. Find a spot where you want 
the list to be and type the model numbers in a row or 
column of continuous cells. 

Now pick the cell where you want users to enter 
the model name. Choose Data, Validation, and on 


the Allow drop-down menu, choose List. In the 
Source box, click the grid to the right. This lets you 
go to your spreadsheet and highlight the range of 
cells you want to make up the list. When you press 
ENTER, the range is entered into the Source box. 

Click OK to close the Data Validation dialog 
box. Users will now see a drop-down arrow in the 
designated cell. They can click it and choose the 
correct model name from the list. 

Hide The Source List 

Let’s say you want to hide the list from the 
spreadsheet’s users. One way is to hide the range 
that contains the list. To do this, select the cells 
you want to hide, choose Format, Cells, and click 
the Number tab. Choose Custom from the 
Category list. Delete the words in the Type box 
and type ;;; (three semicolons). (You can make the 
cells reappear by highlighting the area they’re in 
and selecting Format, Cells. On the Number tab, 
select the General format from the Category list.) 

You also can hide the list by setting it up on an¬ 
other worksheet. Click the tabs at the bottom of the 
screen to reach the worksheet that will hold your list. 
Type the model names in a row or column of contin¬ 
uous cells. Your list will need a name for data valida¬ 
tion purposes, so highlight the block of cells, click in 
the name box on the left side of the Formula bar (it 
should be showing the reference of the first cell in 
your block), and type a name for your list. 

Now go back to the cell where you want your new 
drop-down menu to appear. Choose Data, Valida¬ 
tion and choose List from the Allow drop-down 
menu. In the Source line, type an equal sign (=) fol¬ 
lowed by your list’s name. Now your list is set. 

If you insert a new item in the middle of your 
source list, the drop-down menu in the validated cell 
will automatically reflect the change and include 
your new item among the choices. If you add new 
items at the beginning or end of your list, you need 
to redefine the range. Choose Insert, Name, Define. 
Click the name of the list you want to change, and 
change the cell references as necessary to include 
your additions to the list. (Use the mouse, not the 
arrow keys, to place the cursor in the appropriate 
place in the cell references. Using the arrow keys 
changes the cell references automatically.) You won’t 
need to change the settings in the validated cell. H 


by Trevor Meers 
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Personal Finance 
Advanced 
2003 for 
Win9x/2000/Me/XP 

Quick 

Studies 


Quicken 2003 Premier 

Enable Automatic Updates . 


O ne of the best reasons to use technology is the 
amount of time it can save you when you’re 
performing a task—if you can decipher the users 
manual that accompanies the technology, that is. 

Quicken 2003 Premier’s top timesaving feature 
involves automatic data entry through Web down¬ 
loads. Although setting up downloads in Quicken 
can be tricky, the software tries to simplify things as 
much as possible. 

One handy addition to the 2003 version of 
Quicken is the Schedule Updates feature, which lets 
you schedule automatic updates to your Quicken 
information. The software will perform the online 
tasks you’ve chosen at the scheduled time you’ve 
chosen. For example, you could instruct Quicken to 
make a connection with your bank’s Web site every 
morning, downloading any cleared transactions. 


PINs) and the chances of someone plucking your 
PIN Vault password out of Quicken are slim. 
However, if you don’t want to leave your computer 
running unsupervised, you’ll need to use Schedule 
Updates at a time when you would normally be 
using the computer. Just be sure to close Quicken 
before Schedule Updates is set to rim. 

As an additional security measure, you can set 
Quicken to request your PIN Vault password at the 
time Schedule Updates is set to run or enter the PIN 
Vault password when Windows boots, letting 
Schedule Updates run unattended. 

Broadband is best. Schedule Updates works best 
with an always-on Internet connection. If you use a 
dial-up connection, however, you can set up 
Windows to automatically dial your ISP (Internet 
service provider) whenever Quicken requests. 


First Things First 


Automate It 



Before you use Schedule Updates, here are a few 
things to consider. 

Close Quicken. Schedule Updates does not work 
while Quicken is running or while it is open in the 
background. Why? The answer would require a 

You can auto¬ 
mate a variety 
of Quicken 
tasks using 
the Schedule 
Updates feature. 


lengthy expla¬ 
nation, but it 
has to do with 
the way Quicken imports the downloaded data. 
Regardless of the reason, this quirk can be a hassle. 
You might want to set up Schedule Updates to run 
late at night if you are comfortable with the security 
risks that we’re about to discuss. 

Security concerns. Quicken requires the use of a 
PIN Vault password to use Schedule Updates, and 
many financial institutions require use of PINs and 
passwords to gain access to your account informa¬ 
tion. You might not feel comfortable entering the re¬ 
quired data for Schedule Updates and then leaving 
your computer running unsupervised, especially if 
others might have access to your computer. Intuit 
has improved the overall security in Quicken 2003 
(including strong encryption of all passwords and 


To set up the Schedule Updates feature, click the 
Online menu and select Schedule Updates. Quicken 
will list the online tasks that are possible under 
Schedule Updates in the left side of the dialog box. 
You can choose to download price quotes and news 
about investment securities, download cleared trans¬ 
actions from your financial accounts, and send per¬ 
sonal data back and forth to the Quicken.com Web 
site. Select the checkboxes for the tasks that you want 
to automate. (Before using Schedule Updates, you’ll 
need to activate Quicken’s online features for your 
accounts, which lets you download financial data 
into Quicken.) 

On the right side of the Schedule Updates dialog 
box, you can select the day of the week and the time 
at which you’d like to use the feature. (You only can 
select one time to use Schedule Updates, regardless 
of the day. You can’t run the feature at 3 p.m. on 
Mondays and 5 p.m. on Tuesdays, for example. 
Schedule Updates also will work only at the top of 
the hour.) Then choose when you’d like to enter 
your PIN Vault password and click OK. If you 
haven’t yet set up a PIN Vault password, Quicken 
will walk you through the process. 

You’re then ready to use Schedule Updates. You 
can edit your Schedule Updates feature at any time 
using the same steps we described above. To cancel 
Schedule Updates, just remove all check marks that 
you added during the setup process. H 
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Quick Tips 

Secrets For Succeeding In Common Tasks j 


Outlook 2000 & Later 

If you have Microsoft 
Outlook, you don’t have to 
buy extra software to get basic 
protection against spam. To 
activate the spam filter, select 
your Inbox and click Orga¬ 
nize, which is on the top 
toolbar. When you dick Junk 
E-Mail, the window displays 
several filtering options, such 
as New Junk Messages Will 
Appear Gray. If you want to 
divert spam to a different 
folder or download addi¬ 
tional keywords (Outlook 
uses keywords to identify 
spam), click the arrow next 


to Automatically and select 
move. Select the folder to 
which you want to send 
spam in the next drop-down 
menu and click Turn On. 

Internet Explorer 6 

Microsoft’s Windows OSes 
(operating systems) and 
Internet Explorer browser are 
rife with things you may want 
to delete, but can’t. For ex¬ 
ample, if you delete the Links 
folder from the Favorites list 
in IE6, it will reappear the 
next time you start up IE. 
Microsoft says your recourse 


is not to delete the Links 
folder but to hide it. Right- 
click it, select Properties, and 
click the checkbox marked 
Hidden. Click Apply and OK. 
We also tried to delete the 
Links folder in Windows 
Explorer instead of hiding it. 

It didn’t reappear afterward 
on one system but did on 
another PC. 

PowerPoint 2002 

Setting your PowerPoint 
2002 presentation to music is 
a great way to give it some life. 
If you’ve already added music 
but it stops playing before the 
presentation ends, there’s 

something you can 
do to make it play 
throughout the 
presentation. In the 
Custom Animation 
pane, click the 
down arrow on the 
right side of the 
sound effect and 
select Effect 
Options. In the 
Play Sound dialog 
box under Stop 
Playing, click the 
After radio button. 
In the Slides box, select the 
total number of slides in¬ 
cluded in the presentation. 
This way the music will play 
during every slide up to and 
including the slide number 
you select. 

Excel 2000/2002 . 

Toggling between two win¬ 
dows to compare data in two 
Excel spreadsheets can be te¬ 
dious. Here’s an easy way to 
have both sets of data visible 
at the same time. In Excel, 
open the first spreadsheet you 
want to view. Then click File 



Tired of spam? Let Outlook automatically filter 
your junk email so you can identify and delete it. 


and Open and select the 
second spreadsheet you want 
to see. At this point, both 
spreadsheets are open, but 
you can only view one at a 
time. To see both simultane¬ 
ously, click the Window 
menu and Arrange. In the 
resulting Arrange Windows 
dialog box, click the radio 
button of the desired layout, 
such as Horizontal or 
Vertical, and click OK. 


compared to the CD-RW 
drives of just a few years ago. 
Unfortunately, many experts 
say you should only burn 
data CDs at such high speeds. 
Music CDs use a different 
scheme for storing data and 
actually sound best when 
you record them at the 
slowest speed you can, such 
as IX or 4X. This takes 
longer, but it should slightly 
increase fidelity. 


Fonts 

If you’ve ever confused an 
O with a zero while typing a 
product’s serial number, you 
know how frustrating it can 
be when manufacturers don’t 
use a zero with a slash (0). 
Many word processing pro¬ 
grams let you insert the 
slashed zero character, but if 
you plan to use it often, you 
might want to install a font 
that includes the slashed zero 
character. We found several 
on the Internet, including Nu 
Sans Monospaced 4.0 (http:// 
www.scootergraphics.com 
/nusansmono), which you 
can try free or buy for $8. You 
can download the Windows 
or Mac version of Nu Sans 
Monospaced. 

Audio CD-Rs 

On the store 
shelves, you’ll find ever 
faster CD-RW (CD- 
rewritable) drives. 

Today’s CD burners 
come with 40X, 48X, 
and even 52X max¬ 
imum CD-R (CD- 
recordable) burning 
speeds. That 52X 
speed works out to 
7.8MB per second, 
which is really fast 


Internet Explorer 

5.5 & Later . 

If you come across a useful 
Web site using IE5.5 or later, 
you can find out more infor¬ 
mation about it, as well as a 
list of similar sites, with a fea¬ 
ture built into IE. Click the 
Tools menu and select Show 
Related Links. This opens the 
Search pane with links to the 
top 10 related Web sites (ac¬ 
cording to the Alexa Web 
Search service), the site’s av¬ 
erage traffic rating (the num¬ 
ber of times users access the 
site each day, averaged over 
three months), and contact 
information. You can get even 
more information about the 
site by clicking the Average 
Traffic Ranking link. 



You can find out more about a particular 
Web site, including a list of related sites, 
by selecting Show Related Links from 
Internet Explorer's Tools menu. 
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Printers 

For most purposes, stan¬ 
dard, inkjet, or photo paper 
will probably suffice. How¬ 
ever, if you are printing 
photos and documents that 
you want to last in paper 
format for years to come, you 
should look for a different 
type of paper. For instance, if 
you’re creating a booklet 
of genealogy charts and 
photos for relatives, you 
probably want to create 
documents that will stay 
in mint condition for as 
long as possible. Most pa¬ 
pers deteriorate over time 
due to acid or lignin con¬ 
tent. For documents that 
need to last, you should 
use paper that is marked 
as acid and lignin free. 

PalmOS . 

Before you sell your PDA 
(personal digital assistant) on 
eBay, get rid of your contacts, 
calendar entries, and notes. 

To perform a hard reset 
(which removes all informa¬ 
tion and resets the PDA’s de¬ 
fault settings), hold the power 
button while you push the 
reset button, which is often 
on the back of the device. If 
your stylus doesn’t include a 
reset tool, you can use a paper 
clip. Hold the power button 
until you see the Palm OS 
logo, then click Yes when you 
see Erase All Data. If 
your PDA freezes, you can 
perform a soft reset (which 
keeps your data) by pressing 
the reset button. 

Windows 98/Me 

Sometimes it’s best to 
turn off your computer’s 


s and plug in a pair 
of headphones. Perhaps you 
want to enjoy a game or 
movie while your spouse is 
asleep or a CD when your 
boss is around. For the best 
sound, let Windows tailor its 
audio playback for your head¬ 
phones. In Windows 98/Me, 
click Start, Settings, and 
Control Panel. Double-click 


Sounds And Multimedia (just 
Multimedia in Win98). Click 
the Audio tab, then select 
Advanced in the Sound Play¬ 
back section (Advanced Prop¬ 
erties under Playback in 
Win98). In the Speaker Setup 
field, scroll to Stereo Head¬ 
phones. Click Apply, OK, and 
OK again. 

Outlook 2000/2002 

If you’re using Outlook 
2000/2002 and you’d like to 
make an appointment based 
on an email message you just 
received, you can do it one of 
two ways. You can either se¬ 
lect Appointment from the 
New menu and type the ap¬ 
propriate information, or you 
can drag the email message 
from your Inbox and place it 
on the Calendar icon in the 
Outlook Shortcuts pane. This 


second option opens a new 
appointment that’s set to the 
current time and includes the 
full text of the email message 
in the box reserved for notes. 
You can then edit the ap¬ 
pointment time and informa¬ 
tion to suit your needs. 

Word97/2000/2002 

In Microsoft Word, you 
can quickly see how a 
current copy of a file dif¬ 
fers from an earlier, 
saved copy of the same 
document. Open the 
newer file and click the 
Tools menu. In Word 
97/2000, point to Track 
Changes and click 
Compare Document. In 
Word 2002, click 
Compare And Merge 
Documents. Locate and 
the older version of the 
file and click to select it. 
In Word 97/2000, click Open. 
In Word 2002, select Merge 
Into Current Document from 
the drop-down menu in the 
lower-right corner of the di¬ 
alog box. Word uses revision 
marks to display all changes 
made since the earlier draft. 

PalmOS 

Do you remember tapping 
little targets to align your 
screen the first time you 
turned on your PDA (per¬ 
sonal digital assistant)? If you 
haven’t realigned the Digitizer 
since then, you may notice 
that your PDA doesn’t always 
respond when you tap it with 
the stylus. You can realign the 
Digitizer by tapping the 
Welcome icon on the home 
page. If you want to skip the 
Welcome application’s intro, 
tap Prefs, then tap the arrow, 



If you switch from your computer's speakers 
to headphones, let Windows 98/Me adjust 
your audio for better sound. 


and select Digitizer from the 
drop-down menu. When the 
application starts, be sure to 
tap the center of each target. 

CD-RWs 

Windows users generally 
expect backward compati¬ 
bility. For example, a 1.44MB 
floppy drive can also use 
720KB diskettes, and a 
250MB Zip drive will read 
and write 100MB Zip disks. 
Unfortunately, some blank 
CD-RWs (CD-rewriteables) 
aren’t as backward-compat¬ 
ible as we’d like. If you have 
an optical drive that can write 
CD-RWs at 12X speed, for in¬ 
stance, it may not be able to 
write 24X-rated discs at 
speeds above 4X or so. The 
best advice is to buy blank 
CD-RWs that are specifically 
rated for your drive’s top CD- 
RW burning (rewrite) speed, 
such as “IX to 4X.” 

Windows 

95/98/NT/2000/Me>OCP 

If you have trouble seeing 
your mouse’s on-screen 
pointer as a small white 
arrow, you can increase its 
size or change it from white to 
black. Click Start, Settings, 
Control Panel, and Mouse. 

(In WinXP, click Start, 
Control Panel, Printers And 
Other Hardware, Mouse.) 
Select the Pointers tab and in 
the Scheme drop-down box 
choose from settings, in¬ 
cluding Windows Black 
(Large), Windows Standard 
(Large), and Windows Stan¬ 
dard (Extra Large). Click 
Apply to see what the pointer 
will look like. If you like it, 
click OK; if not, make a dif¬ 
ferent selection. II 
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smartcomputinq.com 


Complete Access, 
All The Time 


A s a paid subscriber to Smart Computing , you have immediate access to a virtually endless 
number of computing resources and tools, all designed to make Smart Computing your 
No. 1 source for computing help and information. 

SmartComputing.com has a wealth of features, including an editorial archive of all current and past 
issues, daily tips, and product reviews. Here’s a sample of some of the vast resources available to you as 
subscriber, 24 hours a day, seven days a week: 


Need help 
using our site? 

Email 

webhelp@smartcomputing.com 
or call 

(800) 368-8304 


Q&A Board. Get immediate answers to your computing 
questions. Hundreds of Smart Computing subscribers rely 
on the Q&A Board for fast help. 

Hardware & Software Reviews. Compare hundreds of 
products and read their reviews. Smart Computing has 
already done the research for you, so you can read our 
reviews, make a decision, and purchase the product. 
Search All Articles. As a subscriber, you have full access to 
the online editorial archive, including every issue of Smart 


Computing and all sister publications, 
including the Guide Series, Learning Series, 

Reference Series, and Computer Power User. 

• Computing Dictionary & Encyclopedia. Baffled by 
a computing term you’ve run across? Simply type the 
word into the text box under Computing Dictionary & 
Encyclopedia and click Search. Our encyclopedia entries 
give you even more detailed information and help. 


Tips & Tricks You May Have Missed 


More and more people 
who set up their own home 
networks are turning to 
routers. We’ll tell you how 
you can benefit from a 
router and how to set one 
up. From the March issue of 
Smart Computing. 
http://www.smartcomputing.com 
/mar03/secure 

Technologies are con¬ 
verging, and cell phones and 
PDAs (personal digital assis¬ 
tants) are among the most 
popular of these converging 
technologies. We take a look 
at the latest smart phones, 
explain how these technolo- 


requires. From the February 
issue of Smart Computing. 

http://wwwsmartcomputingcom 

/feb03/phones 

We’ll guide you through 
the alphabet soup of graphics 
formats so you can decipher 
their file extensions and 
choose the best format for 
your needs. From the 
Reference Series: Working 
With PC Files. 



You can simplify the task 
of pinpointing trouble in 


Windows by looking in sev¬ 
eral key areas, or hot spots, 
in which you’ll likely find 
the problem source. From 
the Learning Series: Windows 
98/Me. 

http://www.smartcomputingcom 

/marf)3/trouble 

The worst mistakes you 
can make as a computer user 
are failing to have a regular 
backup routine and not run¬ 
ning an up-to-date antivirus 
utility. Find out how to do 
both. From the Learning 


We drill into some of the 
less-accessible features in 
Windows’ own Media 
Player and one of the most 
popular alternatives, 
MusicMatch Jukebox. 

From the March issue of 
Computer Power User. 
http://www.smaitcomputing.com 
/mart)3/media 
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May Web-Only Articles 


To Access These Web-Only Articles: 



Hardware 


For all the latest product reviews, 
visit the Hardware Reviews & 
Comparison Charts area at 
SmartComputing.com 
(http://www.smartcom 
puting.com). 


H ere’s how to access these articles avail¬ 
able online only to subscribers to 
Smart Computing magazine: 


1. Click the Smart Computing cover on 
the home page in the Latest Issues On 
Newsstands Now area. 


Multimedia: 

Roxio Easy CD/DVD Creator 6 


McAfee VirusScan 7.0 Home Edition 


Organizing: 

FileMaker FileMaker Pro 6 


Interfaces: 

Stardock WindowFx 


2. Click View Entire Table Of Contents 
at the bottom of the page. 


Smart 


You’ll see the entire online table of 
contents for this issue. Web-only articles 
are marked with a special banner. (Only 
subscribers can view the entire article.) 




cm 


Linux: 

Work With Group Permissions 

Group permissions are a handy 
way to share files with certain 
users while still protecting the 
same files from others. This 
month, we show you how to set 
up and use group file and direc¬ 
tory permissions in Linux. 

Windows 98/Me: 

Easy On The Eyes 

Having trouble reading what’s 
on your monitor? Before you 
buy a new monitor or make an 
appointment with your op¬ 
tometrist, try adjusting the 
screen resolution and default 
font size. We’ll tell you how. 


Photoshop 6.0 

Artistic Effects With Filters 

HTML 

From The Beginning, Part 2 

Access 2002 

Set Group Intervals In Reports 

Security 

Test Virus Protection 

PageMaker 7 

Use & Customize The Dictionary 

Email 

Explore MSN Email Options 
& Settings 

The Print Shop 

Set A Fine Table 


Quick Studies 


SITE GUIDE 


Get The Update 

If you're a Smart Computing sub¬ 
scriber and aren't receiving the 
Monthly Subscriber Update email 
message, get on the list. Once you've 
logged in to SmartComputing.com 
using your existing username and 
password, look in the Update Email 
Address area at the top left of the 
home page and make sure your email 
address is correct. If it isn't, enter the 
new email address and click Change. 


1-2-3 

A Few Simple Rules For Pasting 
Your Data 

Browsers 

Import & Export Bookmarks 

Microsoft PowerPoint 2002 

Use AutoShapes 

Online 

Find Freeware & Shareware 

Microsoft Works Suite 2002 

Explore The Extras 

Roxio PhotoSuite Platinum 

Frame Your Friends & Family 


SITE GUIDE 


Renew 

Your Subscription 

As a subscriber, you can renew 
your subscription online. You 
can renew two ways: Either se¬ 
lect Renew Subscription from 
the Subscribe & Shop drop¬ 
down menu at the top of the 
home page or select Customer 
Services and click Renew My 
Subscription. Both methods 
take you to the renewal page. If 
you're logged in to the site, 
your contact information is 
already pre-entered. 


Only paid subscribers to Smart Computing magazine get full access to SmartComputing.com. 


www.smartcomputing.com 
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This Month's Feature: 


Let Us Do The Work 

Hardware Reviews & Comparison Charts 


D on’t make your next hardware purchase without Smart Computing. 
We want to help make your computer purchase decisions quick 
and painless. From comparison to purchase, we can take you 
through the process—and you won’t even have to leave your computer. 


As a subscriber, all you need to do is sit back, 
click, and let us do the work for you. 


I From the home page, click Read Hardware 
Reviews & Create Comparison Charts. You’ll 
see the Latest Product Reviews page. Check out 
the most recent products we reviewed—they’re 
the ones with a New starburst next to them. 


2 Product reviews are divided into five main 
categories. Each category is then broken into 
subcategories to make your search easier and 
more specific. For example, under Input/Output 
Devices, subcategories include Digital Cameras, 
Inkjet Printers, Laser Printers, Multifunction 
Devices, and Scanners. 

3 To find products within a subcategory, click 
the gray box next to the listing. You’ll see a 
detailed Hardware Review category page. 

• On the left side, you’ll see the Computer Power 
User Top 5 lists. (Our sister publication, 
Computer Power User, provides all hardware 
reviews.) Click the links at the bottom of the 
list to view what we consider the best products 
in that specific category. 

• The upper right contains links to articles de¬ 
tailing how we test the products, how to buy 
the products, and terms to know when 
buying products. Click those links to read the 
full articles. 

• The right side of the main page contains links 
to all the products we have reviewed in the 
chosen category. Reviews are categorized by 
date, then by price and type, manufacturer, 
or other specifications. Click one of the num¬ 
bers to view the full list of reviews for your 
product search. 








































Create A Comparison Chart 

Once you have found one or more products 
you want to take a closer look at, create a chart to 
compare product specifications and ratings. 


^Computinq^ PlffWd,,* ^ l ~" T " 1 
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Sort the product reviews list by product name, 
manufacturer, price, or date reviewed by clicking 
the column headings. 


line shows how many CPUs (out 
of a possible 5) the product 
earned from the reviewer. 

4 If you want to remove a 
product from your compar¬ 
ison chart, click the Remove 
Product button at the bottom of 
the chart. The chart will automati¬ 
cally refresh to show only the 
selections you want. 

Read & Write A Product Review 

Read a full product review by 
clicking the product name at any 
point in the search process. The 
full review contains detailed in¬ 
formation, including overall 
analysis, rating, and manufacturer 
contact information. 

If you already own a hardware 
product we’ve reviewed, write 
your own minireview of the 
product. This is a great way to 
share your knowledge with fellow 
subscribers. Simply click the link 
at the bottom of the review page. 

Where To Buy 



1 Create a chart to compare as many as five 
products by clicking the checkboxes next to 
the product name. 

2 Click the Create Chart button at the bottom 
of the page. 

3 You’ll see an easy-to-read chart with the 
most important details and specifications 
you need to make an informed purchase decision. 
The Top 5 Rank line shows where the product is 
currently ranked in our lists. The CPU Ranking 


We want to make the review and purchase 
process an easy one, so we also provide informa¬ 
tion about current prices and dealers. 
Throughout the reviews area, you will see red 
and white Where To Buy buttons. These buttons 
take you to our PCToday.com 
sister site, with listings showing 
price and purchase informa¬ 
tion. Just another example of 
how we do the work for you. 



WHERE 
TO BUY 


Hardware Reviews & Comparison Charts Tips & Troubleshooting 


If you already know the product you're interested in, enter its name under the Search for 
Product Reviews text field on the home page and click Search. 

Check back often. We're constantly reviewing new products, so if you don't see a product 
you're looking for, come back again soon. You can also let us know what products you'd 
\ like us to review by sending an email message to editor@smartcomputing.com. 


Need help using our site? 

Email 

webhelp@smartcomputing.con 
or call (800) 368-8304 



Make sure you are logged in when you click a hardware review to read it online. If not, 
you will see a shortened version of the article with a prompt to log in. 
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W e can’t possibly fit every helpful tip, tweak, and 
troubleshooting tidbit in print. That’s why you’ll 
find a wealth of resources at our Web site, Smart- 
Computing.com. Here are some tips for using our Web 
site to find more information about the articles in this 
month’s print issue. 


Our articles in this month’s feature package included 
some great information, but be sure to check out our Web 
site for even more great articles and tips for keeping you 
(and your PC) safe online. 

1. Go to SmartComputing.com and click the yellow 
Search All Articles box. Try using keywords such as 
online safety, viruses, and secure Internet to find more 
helpful articles. 

2. Also check out these helpful issues (click Search All 
Articles on the home page, then click Master Index Of 
Issues): 

Smart Computing August 2002: Virus Alert 
Smart Computing January 2002: Get Rid Of Spyware 
Learning Series: Privacy & Security 
Computer Power User October 2002: Chasing Hackers 
As a Smart Computing subscriber, you can view the full 
contents of these issues, plus hundreds more, at 
SmartComputing.com. 


I TIPS 


Full Access 

As a registered subscriber to Smart Computing, you re¬ 
ceive full access to SmartComputing.com, as well as our 
sister site, ComputerPowerUser.com. While Smart 
Computing provides plain-English computing tips and how¬ 
to information, Computer Power User is aimed at the tech- 
savvy computer user and includes product reviews, PC 
challenges, and commentary from world-class computing 
experts. ComputerPowerUser.com also includes a forums 
area where you can post messages to other computer users 
or get help with a technical problem. 


3. For a list of all security- 
related articles, click the box 
next to Security in the Pick 
A Category list. 


Search The Web 


Upcoming Issues 

To see what we're covering in 
upcoming issues of Smart 
Computing scroll to the bottom 
of the home page and click 
Upcoming Issues. You can also 
get a sneak preview of topics in 
our sister publications, Learning 
Series, Reference Series, and 
Computer Power User. Don't 
forget: As a paid subscriber to 
Smart Computing you can view 
the full contents of those issues 
free online. 


Google.com is just one 
of the many search tools 
available. At Smart- 
Computing.com, you can find more information about 
other search tools and tips and tricks for getting the best 
results. Click Search All Articles on our home page. 
Keywords such as search tool tips, search tools, and 
Boolean search are good ones to start with. 


Looking for more help with recording CDs or particular 
recording problems you’re running into? Go to the 
SmartComputing.com Q&A Board. Chances are another 
reader has had the same problem and can offer quick help. 

1. Click the yellow Q&A Board box on the home page. 

2. At the bottom of the Q&A Board page, you’ll see a 
search area. Type in keywords for the problem you’re 
having and click Search. 

3. If you don’t find the help you need, post your ques¬ 
tion to the board by clicking the Post A Question link in 
the upper right. Be as specific as possible about your 
system and the problem and see if another subscriber 
can help. 


I TIPS 


Change Your Username & Password 

Is it time for a new username? Do you want to change 
your password from the one our system assigned? After 
logging into the SmartComputing.com site, click My 
Special Features below the welcome message. Click 
Change My Username or Change My Password to update 
your information. 







































What 

does your PC say 

about YOU? 





Compiled by Joshua Gulick 


Graphics & Design by Ned Day & Ginger Riley 


Memory: 

The Faster The Better 


I 


f your computer slows down whenever 
you open multiple programs or work 
with graphics software, it’s time to up¬ 
grade your PC. Before you rush out to 
buy a faster processor, determine how 
much RAM you have. Chances are, you 
can greatly increase your PC’s perform¬ 
ance with additional RAM. Although 
RAM is a storage device, it doesn’t store 
information in the way that your hard 
drive does. RAM works with the pro¬ 
cessor to store and deliver data quickly. 
The more RAM in your PC, the faster 
your processor can finish its tasks. 

The good news is that putting mem¬ 
ory in your PC is one of the easiest and 
most effective upgrades you can make. 
The bad news is there are many types of 
memory (all of which look very similar), 


and you can easily end up walking out of 
your local computer parts retailer with 
incompatible memory. Before you even 
start shopping, check your computer’s or 
motherboard’s manual to find out what 
kind of RAM you need. The manual will 
also list the motherboard’s memory 
limit. If you don’t have either of the 
manuals and you don’t know what kind 
of motherboard you have, you can 
download a free program from Belarc 
(http://www.belarc.com/free_download 
.html) that helps to identify your 
system’s components. If you know your 
computer’s model number, you can use 
Kingston’s (http://www.kingston.com) 
or Crucial’s (http://www.crucial.com) 
free online wizards to match the right 
memory to your computer. 


Keep in mind that manufacturers offer 
memory in different sizes (storage capaci¬ 
ties), including 128MB, 256MB, and 
512MB. Make room for future upgrades 
by buying larger modules. For example, 
if you have two slots and a single 128MB 
module, don’t buy another 128MB mod¬ 
ule if you think you might upgrade again 
in the future (otherwise, you’ll have 
to replace one of the 128MB modules 
with a larger module). Buy the larger 
module now so you won’t waste 
money later. 


PC What? 


M emory manufacturers sometimes use the module's band¬ 
width to indicate speed (output). You can use this chart to 
determine your DDR SDRAM (double-data-rate synchronous 
dynamic RAM) module's speed: 


DDR SDRAM 

OUTPUT 

BANDWIDTH 

PCI600 

200MHz 

1.6GBps (gigabytes per second) 

PC2100 

266MHz 

2.1GBps 

PC2700 

333MHz 

2.3GBps 

PC3200 

400MHz 

3.2GBps 


512MB 
ft n . 
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Line Them Up 

Manufacturers originally 
placed memory chips on the 
motherboard, but they now 
attach them to removable 
PCBs (printed circuit boards) 
to save space. The memory 
modules can hold chips on 
either side. 





































T here are several different types of 
RAM, but your motherboard will 
only accept one of them. Once you find 
compatible memory, you'll need to 
choose the appropriate speed. Memory 
packaging can be confusing, so we 
explain some of the terms you will 
probably see when you shop for RAM. 

SDRAM (synchronous dynamic RAM)— 

This RAM communicates with the 
processor faster than previous memory 
versions because it synchronizes with your 
PC's internal clock. The result is that when 
the processor sends information to the 
memory, it is ready to receive the informa¬ 
tion, and the processor doesn’t have to 
wait. SDRAM is popular even though is 


not the fastest memory available because 
it is inexpensive and fast enough for most 
home user applications. You can buy 
SDRAM rated at 100MHz and 133MHz. 

DDR SDRAM (double-data-rate RAM)— 

DDR SDRAM transfers information 
twice as fast as SDRAM because it trans¬ 
fers once on the rising and once on the 
falling beat of the clock. It also synchro¬ 
nizes with the internal clock. DDR 
SDRAM is available in speeds of 
200MHz, 266MHz, 333MHz, and 
400MHz. (400MHz DDR SDRAM is new. 
Most motherboards won't let the DDR 
SDRAM operate at this speed, so be sure 
to check your manual before you buy it.) 

RDRAM (Rambus dynamic RAM)— 

RDRAM is faster than DDR SDRAM. 


Unlike SDRAM and DDR SDRAM, you 
must fill all memory slots on the mother¬ 
board. For example, if you have a single 
memory stick and the motherboard has 
two memory slots, you must place a PCB 
without memory modules in the empty 
slot. When you buy an additional memory 
stick, you can swap it with the PCB. 

PCB (printed circuit board)—Manu¬ 
facturers place the memory modules on 
PCBs, which fit into the slots on the 
motherboard. PCBs with memory chips 
are modules. 

SIMM (single in-line memory module)— 

Pins on opposite sides of the PCB tie 
together at the end of the PCB to 
create single contacts. SDRAM mod¬ 
ules are SIMMS. 


DIMM (dual in-line memory modules)— 

& The PCB's pins have dual contacts. DDR 
B SDRAM modules are DIMMs 

, 

RIMM—Memory modules with 
RDRAM chips. 


| More Memory 


I f a program requires more memory than you have, the computer creates virtual 
memory by storing the information on a portion of your hard drive. The hard drive 
is much slower than RAM, so your computer performs tasks more slowly when 
using virtual memory. You can add memory to give your computer additional space 
to store temporary information. 

We used SYSmark benchmarking software to show a computer's (with a 
Pentium 4 2.66GHz processor, running Windows XP Professional) performance 
with 128MB, 256MB, and 512MB of PC2100 DDR SDRAM (double-data-rate 
synchronous dynamic RAM). 

We tested RAM from two 
popular brands, Kingston 
(http://www.kingston.com) 
and Crucial (http://www 
.crucial.com). The scores 
indicate the computer's 
performance with Internet 
applications and office appli¬ 
cations, which increased as 
we added additional RAM. 


Memory 

Overall: 

Internet: 

Office: 


Crucial: 


_ 

128MB 


119 

219 

65 

256MB 


162 

284 

92 

512MB 


173 

297 

101 

-■ 

Kingston: - 


— 

128MB 


119 

221 

64 

256MB 

■■■ 

169 

299 

95 

512MB 

(Two 256MB) 

179 

312 

103 
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You've Lost That 
Bumin' Feeling 

What To Do When Your CD Burner Won't Burn 


So you’ve seen the TV commercials 
wherein good-looking teens burn 
(write data to) music mix CDs with 
seemingly no effort whatsoever, but 
you’re just not having that kind of 
luck with your own CD-R (CD- 
recordable) or CD-RW (CD-rewrite- 
able) drive. Although CD burners 
continue to improve in speed 
and efficiency, there are still 
plenty of issues that can pro¬ 
duce coasters (unusable, badly 
written CDs). Whether you’re 
using a CD-RW drive to create 
music, photo, or backup CDs, 
you can still run into troubles. 

We’ll describe some common 
problems and solutions for 
everything from using your 
newly installed CD drive 
to tackling those odd occur¬ 
rences that crop up further 
down the road. 

Installation Woes 

Assuming that you’ve chosen 
a CD-RW drive with system 
requirements your computer 
can handle, let’s walk through a 
few problems that might arise 
during installation. 

Master and slave. When 
your computer already has one 
optical drive (that is, a CD- 
ROM, CD-RW, or DVD-ROM 
drive) and you’re installing a new 
CD-RW drive, make sure that one 
drive is designated as the master 
drive (the primary drive that the 
computer looks to first when booting 
up) and the other as the slave drive 


(the secondary drive that the com¬ 
puter looks to after it checks for a 
primary optical drive). 

The original optical drive should 
already be the master drive, but 
make sure the IDE (Integrated Drive 
Electronics) ribbon cable is attached 
to the primary optical drive slot on 


the motherboard. (If the mother¬ 
board isn’t marked to indicate this, 
consult the motherboard’s manual.) 
Also make sure that the jumper on 
the back of the optical drive is in the 
master position. (If it isn’t marked, 


check the drive’s manual.) Then take 
similar steps to ensure that the new 
drive is attached to the correct slot 
on the motherboard and the jumper 
on the back of the drive is in the 
slave position. 

Bad driver. Sometimes compo¬ 
nents, such as CD-RW drives, won’t 
work correctly without the appro¬ 
priate device driver (a program that 
lets a hardware device communicate 
with a computer). If a driver came 
with your CD-RW drive and you 
have already installed it, go to the 
drive manufacturer’s Web site to see 
if an updated driver is available 
to download. 

You can also let Windows search 
your computer for a better driver. 
Click the Start button, Settings, and 
Control Panel (Windows XP 
users click Start and Control 
Panel). Double-click the Sys¬ 
tem icon and select the Device 
Manager tab (WinXP users 
click the Hardware tab and the 
Device Manager button). Find 
the appropriate CD-RW drive 
in the device list; you’ll have to 
click the plus sign (+) next to 
the CD-ROM category to see it 
(in WinXP the category is 
DVD/CD-ROM Drives). Click 
the Properties tab, the Driver 
tab, and the Update Driver 
button (WinXP users simply 
right-click the CD-RW drive 
and select Update Driver). 
This launches a driver-finding 
wizard. Leave the Automati¬ 
cally Search For A Better 
Driver (Recommended) radio 
button selected and click Next. 
If the wizard finds a better 
driver, follow the on-screen in¬ 
structions to install it. 

A simple compatibility issue. 
If your drive seems to be in¬ 
stalled correctly but you can’t use it ac¬ 
cording to the manual that came with 
it, it could be that it isn’t compatible 
with the version of Windows running 
on your PC. Visit Microsoft’s Win¬ 
dows Hardware Compatibility List 



94 May 2003 / www.smartcomputinq.com 














Tech Support * Troubleshooting 


(http://www.microsoft.com/hwdq 
/hcl/) to see if this is the problem. 

Burning Issues 

As we’ve explained, there are nu¬ 
merous things that can go 
wrong when using a CD burner. 

But even if your CD-RW drive is 
working fine, there’s still one 
enemy looming in the darkness 
when you attempt to create a 
CD: the dreaded buffer un¬ 
derrun error. To understand 
why buffer underrun errors 
occur, first think of your CD- 
RW drive as if it were a prima 
donna. Whenever you start 
burning data to a CD, the drive 
needs total control and won’t 
tolerate interruptions. Other¬ 
wise the CD-burning program 
might not be able to finalize, or 
close, the CD (that is, add the 
data necessary for making the 
CD readable by CD drives and, 
if it’s an audio CD, CD players). 

For this reason, CD-RW drives come 
equipped with cache buffers and spe¬ 
cial technology to prevent buffer un¬ 
derrun errors. 

Generally speaking, a buffer is a 
specific amount of RAM, or tempo¬ 
rary storage space, that a computer 
uses to perform various tasks. A com¬ 
puter’s print spooler, for example, 
stores data that’s waiting to be 
printed. This frees up the computer 
so it can work on other tasks rather 
than having to wait for the printer to 
finish doing its job. A CD-RW drive’s 
cache buffer performs a similar func¬ 
tion. During the writing process, the 
drive stores data from the computer 
in the drive’s cache buffer so it 
can maintain a smooth, continuous 
flow of data to the CD. When a 
computer gets too busy working on 
non-CD-burning tasks, it can slow or 
stop the consistent flow of data to the 
CD drive. This in turn can cause the 
drive’s cache buffer to empty, or 
run dry, an occurrence known as a 
buffer underrun. 


Most CD-RW drives have a 2MB 
cache buffer, and some (usually more 
expensive) drives have an 8MB cache 
buffer. As you can imagine, a larger 
cache buffer is better than a smaller 
one, but 2MB is sufficient in most 



When you launch most current CD-burning programs, such as 
Roxio's Easy CD Creator 5, you'll see a warning message if 
you're running other programs that might interfere with the 
CD-writing process. Closing such programs will help prevent 
errors when writing data to CD. 


cases thanks to current technologies 
that prevent buffer underrun errors. 
These include AOpen’s JustLink tech¬ 
nology, Lite-On’s SMART-BURN, and 
Sanyo’s BURN-Proof (short for Buffer 
Under RuN error Proof) technology. 

Put your computing life on hold. 
When you first try to write data to a 
CD, most CD-burning pro¬ 
grams will display a dialog 
box warning that opening 
other programs during the 
burn process could inter¬ 
fere and result in an unus¬ 
able CD. That’s no idle 
warning. In fact, although 
it’s usually all right to have 
other programs running 
in the background when 
burning a CD, it’s best to 
close or refrain from using 
them during the CD-burn- 
ing process. However, it’s 
often OK to use a low-in¬ 
tensity program, such as 
Microsoft’s Notepad or 
Solitaire, while you’re 


waiting, as long as you launched the 
program before running the CD- 
burning software. 

Abide by the speed limit. Your 
CD-RW drive is only capable of 
reading and writing data at certain 
speeds, designated by a number 
followed by the letter “X.” The 
X indicates a speed of 150KBps 
(kilobytes per second), so a CD- 
RW drive that burns data at 
48X is operating at a speed of 
7,200KBps. If you have a fast CD 
burner but find that it churns 
out a bunch of coasters, you 
could be using low-speed CDs. 
Like CD-RW drives, CD-Rs and 
CD-RWs have maximum speed 
ratings. If you try to burn a 16X 
CD-R at a 48X speed, you might 
as well start designing a coaster 
mobile. Almost all CD-burning 
programs give you the option of 
lowering the write speed to 
match the CD-R/RW’s speed 
rating, so use that feature to 
burn data to low-speed CDs. If 
you want to take advantage of your 
CD drive’s full potential, though, buy 
CDs with ratings that match your 
drive’s top CD-writing speed. 

Save some for later. If you want 
to write just a few files to CD now 
and add more files later on, you need 
to perform a multisession burn. All 



You can often troubleshoot a maladjusted CD-RW (CD- 
rewriteable) drive by testing it. Ahead Software's Nero 
Burning ROM and some other CD-writing programs include 
utilities that provide a wealth of information about your 
CD-RW drive, including how fast it accesses and writes data. 
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of the most popular CD-burning 
programs include a multisession op¬ 
tion, which lets you burn some data 
to CD and then end the current ses¬ 
sion without finalizing the CD. You 
won’t be able to access any of the 
data on the unfinalized CD, but 
you’ll be able to start one or more 
additional sessions in the future. 
When the CD is finally as full as you 
want it to be, use your CD-burning 
program to finalize it. 

Rein in a persnickety CD. If your 
CD drive will sometimes read data 
from a particular CD and other times 
it won’t, it could be having prob¬ 
lems reading the CD due to dirt or 
scratches. Look on the shiny side of 
the CD for any scratches, smudges, 
dirt, or unusual markings. Clean with 
a soft, dry cloth, wiping from the 
center hole to the outer edge rather 
than in a circular motion or buy a CD 


What's The Difference Between 


cleaning kit for between $5 and $10 I 
online or from a local computer 
supply store. 

Dirty read head. Another problem 
that can cause a drive to occasionally 
misread a CD is a dirty read head (the 
assembly that contains the laser that | 
reads CDs). Sometimes you can clean 


the lens (tip) of the read head with a 
special cleaning CD designed for the 
purpose, but some manufacturers dis¬ 
courage this. Check the manual or 
consult the manufacturer before 
trying it on your drive. When using a 
cleaning kit, follow the instructions 
carefully, as excessive fluid and other 
misuse can damage the drive. 



Many CD-burning programs, 
such as Ahead Software's Nero 
Express, have 
simple-to-use 
interfaces, so you 
can't go wrong 
when putting 
together an MP3, WMA 
(Windows Media Audio), or 
standard CD-A (CD-Audio) CD. 


MP3 CDs & Audio CDs? 


I f you compare a self- 
burned CD-R (CD- 
recordable) or CD-RW 
(CD-rewriteable) with a 
CD-A (audio CD pressed 
in the CD-Audio format, 
the kind music compa¬ 
nies mass produce), 
you'll find something in¬ 
teresting. You can tell 
how much data a self- 
burned CD contains just 
by looking at it because 
the burned portion is a 
slightly different shade 
than the unburned por¬ 
tion. (Keep in mind that 
unlike vinyl records, a 
CD track starts at the 
small inner circle and 
works its way outward.) 
CD-As, on the other 
hand, are made in 
presses and you can't see 
how much music the 
disc contains with the 


naked eye. Still, if you 
use a CD-burning pro¬ 
gram to make a CD-A, it 
will play in almost any 
standalone CD player. 

So why won't a CD 
full of MP3 tracks play 
in your car stereo or 
other player? Because 
unless advertised other¬ 
wise, most standard CD 
players aren’t designed 
to read MP3s. There are 
players on the market 
that will read MP3s and 
even WMA (Windows 
Media Audio) files, as 
well as CD-As, but 
they’re typically billed 
as "MP3 players" or 
"MP3 CD players." 
Multiformat players 
don't usually read 
mixed-format CDs, so if 
you want to transfer 
various music files to 


Finalized Thoughts 


CD, make sure that each 
CD contains files of one 
type (for example, one 
CD with MP3s only and 
one CD with WMAs 
only). Many CD-burning 
programs, such as 
Ahead Software's Nero 
Burning ROM, include 
easy-to-use options for 
making MP3 CDs. But if 
your CD-burning soft¬ 
ware doesn't have such 
an option, simply burn 
the MP3 files to CD the 
same way you would 
any other file types. If 
you want the MP3s to 
play back in a particular 
order, rename them so 
their file names include 
numbers at the begin¬ 
ning to indicate the 
numeric order in which 
the MP3 player will 
play them. I 


It’s sad to say, given our current 
buy-it-and-toss-it consumer culture, 
but if all else fails, your best choice 
might be to scrap the drive that 
doesn’t work and buy a new one. Of 
course, if you have a recent-model 
top-of-the-line drive that you paid a 
bundle for, you’ll probably want to 
persist in trying to get help from the 
manufacturer or local repair shop. 
But keep in mind that fast, reliable 
CD-RW drives have become so cheap 
that it can be time- and cost-effective 
to buy a new one. If you decide to go 
the buy-new route, look for rebates. 
Some rebates can cut a drive’s sticker 
price in half. And before you throw 
your old drive on the junk heap, 
check into local donation and recy¬ 
cling programs. For more informa¬ 
tion visit the National Recycling 
Coalition’s Web site (http://www 
.nrc-recycle.org) and click the Elec¬ 
tronics Recycling Initiative & Data¬ 
base hyperlink. II 


by Cal Clinchard 
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IN 1998, WE WERE THE FIRST TO LAUNCH. TODAY, WE'RE READY TO FLY. 

Introducing the DVR-A05, Pioneer's new DVD Recorder with 4x speed, the company that introduced the first recordable DVD 
drive presents the next generation of DVD recorders. The DVR-A05 can record a fuli 4.TGB disc in about 15 minutes. In fact, it 
takes the kind of flawless performance that PC World magazine voted "World-Class for2002" to a whole new level! So if you'd 
like to fly through video or data recordings, log onto www.pioneerelectronics.com/dvdr.htm to find a reseller near you. 
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Examining Errors 

I nternet Explorer may seem like it’s completely separate from 
Windows, but the two are closely linked and problems with 
one can lead to problems with another. This month we 
looked at a few IE-related errors, along with problems that 
prevented a reader from booting her computer and a hardware 
error that unfortunately is not easy to fix. 


n* While Initializing Device IOS: Error: 

/ ; \ An I/O Subsystem Driver Failed To Load. 
Either a file in the MOSubsys.sub directory 
is corrupt, or the system is low on memory. 


The Problem: Occasionally when a reader boots her computer, Windows 98 
refuses to load and she gets an error message instead. This error forces her to 
reboot the computer and use the ScanReg utility to revert to a previous 
working version of the Win98 Registry. 

Error Message: "While Initializing Device IOS: Error: An I/O Subsystem Driver 
Failed To Load. Either a file in the \IOSubsys.sub directory is corrupt, or the 
system is low on memory." 


This is a tough error because it ap¬ 
pears for different reasons depending 
on the OS (operating system) you use. 
In Windows 95, it has to do with an in¬ 
correct memory setting, but in Win98, 
Microsoft reports that it’s associated 
with corruption in the IOSubsys.sub 
file, and you must replace the file to re¬ 
store Win98. Unfortunately, this re¬ 
quires reinstalling Win98. 


First back up all of your data and note 
any system settings that you may need 
after you reinstall Win98. You’ll install 
Win98 over itself, which should leave all 
of your files and folders intact, but you’ll 
have to manually reinstall nearly all of 
your software. Gather up all of your soft¬ 
ware diskettes and CDs, including your 
Win98 installation CD, and budget sev¬ 
eral hours to complete the entire project. 


Now create a Win98 Startup Disk 
by placing a blank, formatted floppy 
diskette in the floppy drive. Click 
Start, expand Settings, click Control 
Panel, and double-click Add/Remove 
Programs. Select the Startup Disk tab, 
click Create Disk, and follow the 
prompts. Click OK when the process 
completes and reboot your computer, 
leaving the Startup Disk in the drive. 

When the system reboots, it loads the 
Startup Disk instead of Windows. At 
the command prompt, type the letter of 
your CD-ROM drive (such as D:) to see 
if the Startup Disk you created can ac¬ 
cess your Win98 installation CD. If it 
can’t, you’ll need to create or download 
a Startup Disk that contains CD-ROM 
drivers, otherwise you won’t be able to 
reinstall Win98 using a CD. A good 
place to download Startup Disks that 
contain generic CD-ROM drivers is 
http://www.bootdisk.com. 

Once you have access to the CD- 
ROM drive, reboot using the Startup 
Disk, type C: at the command prompt, 
and press ENTER to switch to the hard 
drive. Type cd\windows\system and 
press ENTER and the path in front of 
the prompt should read C:\WIN- 
DOWS\SYSTEM. Now type ren iosub 
sys iosubold and press ENTER. This re¬ 
names the corrupt IOSubsys file and 
guarantees Win98 will replace it with a 
fresh copy during reinstallation. 

Reboot with the Startup Disk still in 
the drive, place your Win98 installation 
CD in your CD-ROM or DVD-ROM 
drive, and switch to that drive when the 
command prompt appears. Type Setup, 
press ENTER, and follow the prompts 
I to reinstall Win98. 


The Problem: A Windows Me user has problems with her Canon BJC-4200 
printer and Canon 620P scanner. When she attempts to scan a document 
straight to the printer (to make a photocopy), the first scan works, but 
subsequent scans cause an error message. 

Error Message: "The parallel port may be used by another application." 


The two devices the reader has both 
use parallel port connections, and this 
error is caused by trying to use two such 
devices at the same time. Attempting 
this in Win98/Me rarely works, and 


there unfortunately are no drivers or 
other software you can download to get 
the two devices to consistently work 
well with one another. The only sure 
way to avoid this conflict is to reboot 


your PC each time you make a copy, 
use only one of the devices during any 
given Windows session, or upgrade one 
of the devices (preferably the scanner) 
to a product that uses a USB (Universal 
Serial Bus) interface. Using a USB and 
parallel interface at the same time is no 
problem for Win98/Me, and you also 
can use two (or more) USB devices at 
the same time. 
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The Problem: Every time a reader attempts to download files from the 
Internet, an error message pops up. This message doesn't prevent the 
reader from downloading the files, but he wants to get rid of the error. 

Error Message: "Failed to create objDM" 


You’ll get this error when you 
install a download manager and then 
improperly remove it from the system. 
Download managers are designed to 
intercept downloads from the Internet 
and store them in such a way that they 
can resume the download if the con¬ 
nection is lost. Many “free” download 
managers are supported by adware or 
spyware, which are programs that run 
in the background and serve advertise¬ 
ments or report your browsing habits 
back to a central computer. If you dis¬ 
able the adware or the spyware either 


accidentally or intentionally, the 
download manager will not run prop¬ 
erly, and the error message listed 
above is sometimes generated when 
the hobbled software attempts to in¬ 
tercept a download. 

The best way to fix this problem is 
to reinstall the download manager 
you used in the past and then remove 
the program using its uninstall 
utility. Occasionally you must manu¬ 
ally delete a DLL (dynamic-link li¬ 
brary) file the download manager 
placed on your hard drive, and 


unfortunately the name of this file 
I varies depending on the brand and 
j version of the download manager, so 
check the manufacturer’s Web site 
for instructions. 

One of the most popular programs 
associated with this error is Bonzi- 
BUDDY, which sometimes leaves be¬ 
hind DLL files when you uninstall it. 
The company that makes the product 
j suggests that users close all open IE 
I windows, click Start, click Run, and 
| type regsvr32 /u iehelpermiddleman 
.dll in the text box. Click OK, reboot 
your PC, and look in C:\WINDOWS\ 
SYSTEM and C:\WINDOWS\SYS- 
TEM32 for any files containing the 
name IEHelperMiddleMan. Delete 
these files (there are two) by right- 
clicking them and selecting Delete or 
by dragging them to the Recycle Bin. 


The Problem: When a reader right-clicks the Win98 Desktop and clicks 
New Folder, Windows reports an illegal operation. 

Error Message: "Explorer caused an invalid page fault in module SHDOC401 .DLL” 


The module referred to in the error 
message is part of Internet Explorer, 
and even though the reader is trying 
to do something seemingly unrelated 
to IE, the Web browser is so tightly 
integrated with Windows that it af¬ 
fects all sorts of things. The good 
news is that you don’t need to rein¬ 
stall IE, although it might be a good 
idea to update it to the latest version 
if you haven’t done so already. 
Otherwise, the easiest way for you to 
fix this problem is to run the Internet 



Explorer Repair Tool, which replaces 
a corrupt Shdoc401.dll file. 

Click Start, expand Settings, and click 
Control Panel. Open Add/Remove 
Programs, choose the Install/Uninstall 
tab and scroll down the list until you 
see the Microsoft Internet Explorer 
entry. Click Add/Remove next to this 
entry and, when prompted, click Repair 
The Current Installation Of Internet 
Explorer. Click OK and let the software 
do its work, monitoring it for error 
messages. Sometimes the tool cannot 


repair errors and will tell you to reinstall 
IE. We recommend that you reinstall 
the browser if you’re asked to do so. If 
you don’t see additional error messages, 
that means the repair tool has checked 
the integrity of all critical IE files and re¬ 
placed corrupt files with fresh copies. 

Microsoft reports that some users 
may not be able to find the Microsoft 
Internet Explorer entry in the Add/ 
Remove Programs list. If you can’t find 
the entry, you can still run the repair 
tool manually by clicking Start, then 
Run, and typing the following line ex¬ 
actly as it appears, keeping in mind that 
the command is case-sensitive. There 
are two commands, depending on the 
version of IE you use: 


Internet Explorer 5.5 or earlier 
rundll32 setupwbv.dll,lESMaintenance "C:\Program Files\lnternet 
Explorer\Setup\SETUP.EXE” /g "C:\WINDOWS\IE Uninstall LogTxt" 

Internet Explorer 6.x 

rundll32 setupwbv.dll,IE6Maintenance "C:\Program Files\lnternet 
Explorer\Setup\SETUP.EXE" /g "C:\WlNDOWS\IE Uninstall LogTxt" 

Click OK after you type the line and follow the same instructions listed 
above, reinstalling IE if Windows tells you repairs are impossible. II 


by Tracy Baker 
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Quick Fixes 


Hewlett-Packard PhotoSmart 320 
Firmware Update 

This update will fix problems with 
the original firmware in the Hew¬ 
lett-Packard PhotoSmart 320 digital 
camera. Most notably, this update 
will resolve issues with improper 
image rotation when you take the SD 
(SecureDigital) card from the camera 
and insert the card into a printer. 

The update also fixes problems with 
corrupt thumbnail images on newer 
SD cards. Type the URL below and, 
in the Enter Product Model Number 
search field, type photosmart 320 
and then press ENTER. Click the 
Drivers & Downloads link next to 
the camera name, click the appro¬ 
priate OS (operating system), and 
click the link for the 403KB firmware 
update file. Read the on-screen in¬ 
structions for downloading and in¬ 
stalling the update. ♦ 

http://welcome.hp.com/country/us 

/eng/software_drivers.htm 


Easy CD Creator Platinum 

If you have version 5 or later of 
Roxio’s premium CD-recording soft¬ 
ware, Easy CD Creator Platinum, be 
sure to download this 18.3MB file 
(which will take a while if you have a 
dial-up connection). This patch fixes 
a number of bugs, adds Windows XP 
support, and adds support for DVD- 
R (DVD-recordable) and DVD-RW 
(DVD-rewriteable) drives. To down¬ 
load this file, type the URL below, 
and beneath Easy CD Creator, click 
Version 5.x. Look for the selection 
with a date of Feb. 10, 2003, named 
Updates Easy CD 5.x.x Platinum to 
5.3.4, and click Download. Click 
Download again, and after you have 


the file, double-click the file named 
Ecdc_v5.3.4.21_plt_enu.exe to begin 
the installation process. ♦ 

http://www.roxio.com/en/support 

/software_updates.jhtml 

Ulead DVD MovieFactory 

If you receive an error message 
related to MPEG (Moving Picture 
Experts Group) driver problems 
when you’re using Ulead’s DVD 
MovieFactory 2.0, this patch may 
help resolve the problem. Type the 
URL below and you’ll see a box titled 
MPEG Vio Driver Update Patch. 

Pick the appropriate OS for your 
computer and click one of the three 
download sites. If one of the site’s 
transfer rates seems very slow, stop 
the download and click the link for 
another site; after you download the 
file, double-click the file to start the 
installation process. ♦ 

http://www.ulead.com/tech/dmf 

/dmfjtp.htm 

Stomp RecordNow Max 

If you’re using RecordNow Max 
versions 3.0 and later, you can down¬ 
load a free upgrade for this program. 
To use this upgrade, you must have 
the program currently installed on 
your system. Type the URL below 
and under Product Name, click 
the link called StompRecordNow 
Max 3.x/4.x Upgrade To Version 
4.50. After your computer completes 
the transfer, double-click the 12MB 
file named Stprnm450v.exe to begin 
the installation. ♦ 

http://www.stompinc.com 

/support/downloads.phtml?stp 


Lite-On CD-RW 
Drive Firmware Updates 

If you’ve had problems with your 
Lite-On CD-RW drive, a firmware 
update may help. To see if the site has 
firmware for your drive, type the URL 
below, point to Download, click 
Firmware, and scroll until you see your 
drive’s model number. Under File 
Name, click the file name link to begin 
the download. Once your PC completes 
the download, use WinZip or a similar 
utility to decompress the file. After you 
unzip the file, you’ll see a an EXE (exe¬ 
cutable) file; double-click this file to 
begin the firmware installation. You 
cannot revert to the original firmware 
after you download and install a newer 
version, so don’t use a firmware update 
unless you have serious problems with 
your CD-RW drive. ♦ 

http://www.liteonit.com.tw/english 

/index-english.htm 


Fix Of The Month 

PowerPoint Animation Player 

Some Web sites use Power¬ 
Point to animate graphics, but if 
you don't have PowerPoint on 
your computer, you’re out of luck 
unless you download the Power¬ 
Point Animation Player. This small 
program lets you view those 
animations with or without 
PowerPoint. Type the URL (uni¬ 
form resource locator) below and 
from the Product/Technology 
drop-down menu, select Power¬ 
Point and click Go. Click the 
PowerPoint Animation Player link, 
and click Download to obtain the 
834KB file. After you complete the 
file transfer, double-click the file 
named Axplayer.exe to install 
the update. 

http://www.microsoft.com 

/downloads 
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Give your car the luxury of satellite navigation. 




The StreetPilot® III from Garmin has features found in expensive in-dash navigation systems, 
plus one very important quality the others don't have. StreetPilot III is portable, so you can 
have the best in GPS navigation in any car you drive. Look up addresses, attractions and other 
services, and StreetPilot III will create a route and provide turn-by-turn directions with voice 
prompts to get you there. 

StreetPilot III and GPS V from Garmin. Navigation for every car. 
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Tech Support « Q & A 



Get straight answers to your technical questions from Smart Computing. Send your questions, 
along with a phone and/or fax number, so we can call you if necessary, to: Smart Computing Q&A, 
P.O. Box 85380, Lincoln, NE 68501, or email us at q&a@smartcomputing.com. Please include all ver¬ 
sion numbers for the software about which you’re inquiring, operating system information, and 
any relevant information about your system. (Volume prohibits individual replies.) 


Need help with your hardware or software? 

Looking for simple explanations on technical subjects? 
Send us your questions! 


fin 


Windows 


~o *• —’— 


n- 

more than 2,700 files, taking up 
more than 270MB. Can I safely delete the 
files in this folder? I suspect some of the temporary files 
were created and stranded after Windows crashes, which 
occurs once or twice a week. 

A b Yes, you can safely delete files in this folder. Both 
■ Windows and the applications you run use your 
Temp folder to store copies of temporary files created as 
you use your computer. For example, when you create a 
Word document, Word will store it as a temporary file 
in the Temp folder. When you save this Word docu¬ 
ment, Word will save a copy to the location you desig¬ 
nate and delete the copy in the Temp folder. 

However, not all applications properly delete the 
temporary copy, thus stranding them in the Temp 
folder until you manually remove them. If Windows 
creates a temporary file, it usually deletes it as part of its 
shutdown process. As you surmised, if Windows 
crashes, or if your PC powers off without first shutting 
down Windows, these files are stranded in the Temp 
folder. After a while, these files can consume a large 
amount of space on your hard drive and may even 
cause stability issues. 

The easiest and safest way to remove these files is by 
using Windows’ Disk Cleanup Wizard. You can use this 
wizard to help you remove temporary Internet files, old 
log files, as well as Java and ActiveX programs that you 
may have used when visiting a Web page. To launch the 
Disk Cleanup wizard in Windows 98/Me/XP, click 
Start, Programs, Accessories, System Tools, and Disk 
Cleanup. The wizard will calculate how much space 
you’ll save and prompt you to choose the file types you 
wish to delete. Put checks in the boxes next to the ap¬ 
propriate files and click OK to start the wizard. 

It’s also a good idea to run the Disk Defragmenter 
wizard after cleaning out these unnecessary files. This will 


help improve hard drive access times, making your pro¬ 
grams launch faster. To access Disk Defragmenter, click 
Start, Programs, Accessories, System Tools, and Disk 
Defragmenter. Highlight the drive partition you wish to 
defrag and then click Defragment. The time necessary to 
defragment your drive will vary according to the size of 
the drive. When the wizard is complete, it will create a 
short report describing the state of your drive partition. 

Hardware 

B I recently received a catalog from 
Cyberguys, and in the network 
cabling section, it lists two categories: 
Cat5e and Cat6.1 know Cat5e is rated 350MHz and Cat6 is 
rated 550MHz. How does the megahertz rating translate 
into megabytes per second transfer speeds? 

A b Most home and office networks use a network in- 
■ frastructure known as Ethernet. Ethernet is a ma¬ 
ture, well-understood technology that has grown in 
performance during the last 20 years. Most Ethernet 
networks use a cable type referred to as Cat5, short for 
Category 5. Two newcomers are Cat5e (for enhanced) 
and Cat6. 

If you were to use a knife and remove the sheathing 
on one of these cables, you would find four pairs of 
color-coded cables in twisted pairs. Each color pair is 
twisted to help reduce signal degradation and interfer¬ 
ence. Ethernet operating over Cat5 is usually referred to 
as 100TX Ethernet and can transfer 100Mbps (megabits 
per second) of data per second. 

It’s important to note that we refer to 100Mbps as 
megabits. lOOMBps, with a capital “B,” refers to 100 
mega bytes per second. There are 8 bits of data stored in 
1 byte, so lOOMBps is eight times faster than 100Mbps. 
Network transfer rates are almost always referred to in 
terms of bits per second. 

To determine a cable’s transfer rate, you have to mul¬ 
tiply the frequency times the number of bits. In the case 
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of 100TX Ethernet (using Cat5 cable), the frequency is 
125MHz (125 million cycles per second) and the num¬ 
ber of bits transmitted is 1 per utilized cable pair. This 
gives us 125 million bits per second, per cable pair. 
You’ll see that 100TX Ethernet use two pairs, one at a 
time. Next you need to determine the encoding. 100TX 
Ethernet uses a 4/5 encoding scheme where 4 bits of 
data are encoded using 5 bits. This reduces the data 
transfer rate from 125Mbps to 100Mbps. 

Like Cat5, Cat5e normally operates at 125MHz when 
supporting 100TX Ethernet. The main changes are 
quality assurance checks performed by cable manufac¬ 
turers to ensure that Cat5e can support Gigabit Ethernet 
(an Ethernet networking standard that uses fiber-optic 
wire instead of traditional twisted-pair telephone wire 
and can transfer data at speeds of up to lGbps [gigabits 
per second]). 

Unlike 100TX Ethernet, Gigabit (not Gigabyte) Ether¬ 
net uses all four cable pairs at the same time. This can 
cause problems with poor quality cable and connectors 
that can’t reduce the amount of signal degradation and 
interference to satisfactory levels. Gigabit Ethernet, or 
GigE as it’s often referred to, operates at 250MHz, so to 
determine the speed, multiply 250 times the bits (1) times 
four cable pairs to reach 1,000Mbps, or lGbps. GigE uses 
an encoding scheme that doesn’t reduce the transfer rate. 

The reason you see vendors marketing higher mega¬ 
hertz ratings for cables is mostly marketing. The highest 
current speed available for a network running over 
copper cable is GigE, and as we illustrated, your cable 
need only function properly at 250MHz to support this 
standard. With lOGbps networks on the horizon, these 
vendors want to offer products that might support fu¬ 
ture standards. Because most networks are operating at 
100Mbps transfer rates, it’s anybody’s guess whether 
this really “future-proofs” your network. 

Cat6 cable is designed and tested to operate at a min¬ 
imum frequency of 250MHz. Both Cat5e and Cat6 can 
operate at higher frequencies, but the standard for each 
cable category doesn’t require these higher frequencies. 
Another important fact to remember is that the transfer 
rates for both 100TX Ethernet and GigE are theoretical 
maximums. In standard use, you’ll experience slower 
transfer rates due to overhead inherent in Ethernet and 
higher-level protocols. 

Q b I recently bought a 2X USB (Universal Serial Bus) 

■ floppy diskette drive from Y-E Data (reviewed in 
the January 2003 issue of Smart Computing on page 9). I 
installed it on my Windows 98SE (Second Edition) system, 
which is a Dell Inspiron 3800 notebook, according to the 
instructions provided with it. However, if the drive is 
plugged in when I start up my computer, I get a BSOD 
(Blue Screen of Death) with the following message: "A fatal 


exception 0E has occurred at 0028:C02C6F92 in VXD IOS 
(04) + 00000FE6. The current application will be termi¬ 
nated" and the computer fails to start. If I wait, however, 
and plug in the floppy drive after the computer is already 
booted up, the floppy drive works fine. I've tried updating 
the drivers to no avail. What seems to be the problem, and 
is there anything else that I should try? 

A m We’re assuming you installed the drivers from the 
■ installation CD, as mentioned in the review. 
Unfortunately, though, Win98SE doesn’t support USB 
devices at boot time. As your experiments indicate, 
once Win98 has booted properly, it can safely access a 
USB device or peripheral. Your problem may also stem 
from another issue: motherboard support. Although a 
few of the latest motherboards have a BIOS (Basic 
Input/Output System) that can support booting from a 
USB device, such as your floppy drive, most older sys¬ 
tems (including your Inspiron 3800) do not. 

Even if your motherboard supported booting from 
USB devices, Win98SE wouldn’t be able to use the floppy 
drive as a boot device. We suspect that this incompati¬ 
bility is what is causing Win98 to blue screen. Although 
inconvenient, this shouldn’t pose a serious problem un¬ 
less you need to perform system maintenance using a 
boot disk. If your Inspiron didn’t include a removable 
floppy drive in one of its media bays, you may want to 
buy one through Dell or search for a secondhand unit on 
an auction site, such as eBay (http://www.ebay.com). 

Q m Perhaps you can help clarify the issue of whether to 
■ turn off or leave on my computer after I am finished 
using it for the day. Should I completely turn it off? Or should 
I leave the computer on and adjust the power management 
to turn off the monitor, turn off the hard drive, and put the 
whole system in Standby? I have heard lots of variations on 
whether leaving it on in Standby all the time is less harmful 
than turning it on and off when I finish using it for the day. I'd 
appreciate hearing pros and cons of either method. 

A m This is a question that has persisted since the ad- 
■ vent of the personal computer, with two com¬ 
peting viewpoints battling for acceptance. The two 
main issues that surround this question are energy con¬ 
servation and system wear and tear. 

When it comes to conserving energy, there’s no 
doubt that shutting down your system at the end of the 
day is the best method of reducing your electric bill. 
Depending on the cost of electricity in your area, the 
average computer and monitor will cost you about $1 
per day if you leave both components running the full 
24 hours. If you shut down your system when you’re 
finished for the day, you could conceivably save $120 
per year on your energy bill. 
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However, as you’ve heard, there are hidden costs in¬ 
volved with turning off your system every day. Your PC is 
a conglomeration of electrical and mechanical compo¬ 
nents, designed to work in a consistent, stable environ¬ 
ment. When you turn on your PC, a surge of electricity 
initializes each component. In the case of your hard drive, 
each platter begins to spin, as fast as 10,000rpm. Other 
components warm up, and a series of electronic switches 
begin to activate as your computer conducts its POST 
(power on self test) regimen. Like your car, your com¬ 
puter operates best after it has had a chance to warm up. 
This is also true for CRT (cathode-ray tube) monitors. 

When you shut down your computer, these compo¬ 
nents either spin down or discharge any residual elec¬ 
tricity. The problem with frequently shutting down 
your system is the risk of wearing out your hard drive 
prematurely. Your computer’s hard drive has the most 
moving parts, and components with moving parts tend 
to be the first to fail. The last thing you want to do is in¬ 
crease the chance of your hard drive failing. In addition 
to your hard drive, your computer has a series of 
cooling fans that are vital to your system’s health. 

Monitors pose a different problem. CRT monitors are 
conspicuous energy hogs, consuming a good two-thirds 
of your computer’s total energy bill. LCD (liquid-crystal 
display) monitors are much more efficient, requiring 
less than half the electricity of a comparably sized CRT. 

As peacekeepers in this long-running feud, we offer a 
compromise: configure your system to shut down your 
monitor after 10 minutes of inactivity, leaving your PC 
running. You’ll need to go into your OS’ power manage¬ 
ment utility to change these settings. Shutting off your 
monitor will reduce your electrical consumption, letting 
your system maintain a safe equilibrium. If you are 
leaving your computer for an extended period of time (a 
day or more) you can safely shut it down until you return. 

Q a I'd like to upgrade my two Dell Dimension com- 
■ puters, a 2 year-old model 4100 and a slightly newer 
8200, to USB 2.0 (Universal Serial Bus, version 2.0). Both 
systems have two USB 1.1 ports. I'm running Windows Me 
on one and Windows XP Home on the other. What do I 
need in terms of hardware and drivers? 

A a First, you need a USB 2.0 controller for each 
■ system. Finding them shouldn’t be a problem. 
There are plenty of products from companies, such as 
Adaptec (http://www.adaptec.com), Belkin (http://www 
.belkin.com), and D-Link (http://www.dlink.com), to 
name three well-known brands. The products are 
widely available online and at retail stores, as well as di¬ 
rectly from the companies’ Web sites. 

Choices include two-, four-, and five-port PCI 
(Peripheral Component Interconnect) cards, as well as 


external hubs with multiple ports. You’ll need at least one 
available PCI slot in each system in which to install each 
adapter. All three of the companies noted above supply 
USB 2.0 drivers for Windows 98/98SE/Me/2000/XP. 
Windows 95 does not support USB 2.0. 

You can leave your old USB 1.1 ports in place and 
connected. Keep in mind that while your new USB 2.0 
controllers will supply greater speed (as fast as 
480Mbps) to USB 2.0 devices, they’ll fall back to USB 
1.1 speeds (12Mbps) for USB 1.1 devices. You can’t give 
an older USB device a performance boost by connecting 
it to a USB 2.0 port, nor can you get a USB 2.0 device to 
work properly with a USB 1.1 port. 

Q a Why are my colors fading? This only started a few 
■ weeks ago. I have checked all help options and have 
found no answer. Can you help? 

A a We’re going to guess and assume you mean that 
■ the colors on your computer monitor are fading. 
(If colors are fading everywhere, see your eye doctor.) 

We’ll also assume you have a traditional CRT mon¬ 
itor, not a flat-panel LCD. In the worst case, it’s possible 
that your picture tube is preparing to give up the ghost 
or that its power supply is sick. Before you invest in a 
new display, there are a few things to check, all of which 
could cause the symptoms you’re reporting. 

Disconnect the computer end of the cable that attaches 
the monitor to the back of your PC. Examine the pins to 
see if any are obviously damaged or bent. If not, when 
you reattach the cable to the computer, verify that the 
video cable is securely connected to the video card in the 
computer. There will be screws you can tighten, either 
with knurled thumb knobs or a screwdriver. Use them. 

Make sure all electronic devices, including wireless 
network transmitters, wireless keyboard and/or mouse 
transceivers, telephones, radios, and televisions, are at 
least three to four feet away from your monitor. That 
goes for electrical cords, TV video cables, phone cables, 
and the parallel cable connected to your printer, too. Any 
of these devices or cables, particularly if they haven’t 
been specially shielded, can be a source of interference, 
either from electrical fields or magnets. EFI (electronic 
frequency interference), RFI (radio frequency interfer¬ 
ence), and stray magnetic fields (such as those telephones 
produce) can affect monitor performance. And don’t 
forget any metal document holders or copy stands that 
use magnets to keep papers attached; these will affect 
your monitor, too. 

If your monitor is equipped with a manual degauss 
function, try to degauss the monitor to see if that affects 
the color. Pronounced dee-GOWCE, degauss is another 
word for demagnetize. CRT monitors build up a mag¬ 
netic field that can distort color. Most modern monitors 
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have a degauss function through their on-screen menu 
or a specific button on the control panel. If yours has 
neither, try turning it off for 15 minutes or more; that 
might force degaussing automatically. 

Try moving the monitor around the room. There may 
be RFI from another source affecting it where it is. 

If possible, test the monitor on a different computer 
or try another monitor on the same computer, to make 
certain the problem isn’t with your graphics adapter. It’s 
not likely, however, that your graphics card is the source 
of the problem. Even if it’s loose in its slot, the graphics 
adapter is either going to work or won’t send a signal at 
all. We’ve never heard of one that sent faded colors. 

Last, but not least, whether you have a CRT or LCD 
screen, if it’s still under warranty, contact the vendor. 



Online 

Q a When I view an HTML (Hypertext 
■ Markup Language) page from the 
Internet via AOL (America Online), the 
page of text and graphics displays normally. If I save this page 
to My Documents (or anywhere else), it saves it OK. 
However, when 1 attempt to display the page offline, the text 
appears as initially received, but pictures show only a rectan¬ 
gular box the size of the graphic, with a placeholder for the 
picture (a red X in a small box). This never happened with 
Win95/98 in two other computers I had before getting a 
Sony R570 with WinXP. Incidentally, when I check the My 
Documents folder for these files I have saved, there's one 
folder for the Internet Explorer 5 and the text portion is OK. 
Another data file folder with the same name seems to have 
the graphics for the page, but I can't display them. How can I 
get the two to display together? 


The final option is Save As Type: Web Page, Complete 
(*.HTM, *.HTML). Here, you’ll capture the HTML 
pages, and graphics or multimedia components are 
dropped into a folder with the name of the Web page. 
When you open the Web page, your browser knows to 
look in this folder for images it needs to render the page. 

However, the aforementioned techniques only work 
for offline browsing with a single Web page, not an en¬ 
tire Web site. If you click a link to a second Web page, 
you’ll be prompted to connect to the Internet. If you 
wish to archive an entire Web site, you’ll need to use the 
Offline Favorite Wizard. 

In your case, it appears that IE5 is not correctly linking 
the HTML files with the your graphics/multimedia direc¬ 
tory. We would recommend either upgrading your ver¬ 
sion of IE to the latest (currently IE6.0) or applying any 
service packs that your copy of IE5.0 may be lacking. You 
can obtain these updates from within IE by selecting 
Tools, Windows Update, and following the instruc¬ 
tions at Microsoft’s Web site (http://windowsupdate 
.microsoff.com). If you don’t want to upgrade to IE6.0, 
you can try saving your files as Web Archives. 

Q m For a year or more, I've received forwarded email sto- 
■ ries with headings listing dozens of recipients, some¬ 
times with forward, forward, forward listings. Each message 
is double spaced, many lines contain as little as one word 
and every line starts with a ton of greater-than symbols (>). 
It's hard to read. A one-page message can require five to 10 
pages. When I want to forward one of these messages, I 
move it into a word processor and clean it up, which is a lot 
of work. This message characteristic seems not a function of 
the email client. How does a text message get so screwed 
up? Can I automatically clean up these messages? 


A m IE5 has several ways to save a Web site for 
■ viewing offline. The first is the traditional Save 
As Type: Text File (*.TXT). This simply captures the 
text you see in the browser, without any images, multi- 
media files, or HTML code. This option has limited 
value for most users, who generally prefer to save the 
page as it is displayed. 

The second option for saving is Save As Type: Web 
Page, HTML Only (*.HTM, *.HTML). This is a step up 
from the Text File option; it captures all of the HTML 
code. No multimedia or images are captured with this 
method. Aspiring Web designers often use this method 
to determine how a Web page achieves a certain effect. 

The third option is to save the Web site in a format 
intended for email use. Using the Save As Type: Web 
Archive, Single File (*.MHT) creates a large file that con¬ 
tains all the HTML, images, and multimedia element of 
the Web page. This file can become quite large, espe¬ 
cially for a complex, graphically intensive Web page. 


A u Some of our friends solve the problem by setting 
■ a filter so that any message with more than two 
greater-than symbols (»>) in a line automatically gets 
sent to trash, and they cheerfully acknowledge that this 
could lead to them being branded “cranky.” 

At some point in the long, dreary voyage the message 
took to get to you, someone, somewhere, ran it through 
an email or text editor that didn’t wrap the text lines. 
Instead, it put a carriage return at the end of each line. 
Now, of course, with umpteen forwards, copies, and so 
on, the symbol noting that this is copied text (the chain 
of »»»>) has multiplied. The lines are no longer 
their original length, so they wrap within your email 
reader’s view pane, giving the double-spaced look. 

It’s difficult to fix the problem. Some days we think 
being called cranky wouldn’t be so bad. If you come up 
with a simple way, other than setting up some niffy au¬ 
tomated macros in your word processor, market it. 
Good luck. 
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FAQ ■ What is a digital projector? 

Film projectors shine light through a streaming roll of 
celluloid film. In contrast, digital projectors process a 
stream of data from a computer, DVD player, or other 
digital video source and use a high-intensity light bulb to 
project the image out and onto a viewing surface such as a 
movie screen or wall. How this is done depends on the 
type of digital projector, but in all cases, the digital pro¬ 
jector processes data representing the individual values of 
red, green, and blue that compose full-color images. 

FAQ ■ What's a DLP projector? 

Some digital projectors use DLP (Digital Light Pro¬ 
cessing) technology, which Texas Instruments developed, 
to project images. These projectors contain a DLP board 
that contains a memory chip, a microprocessor, and a 
specialized optical semiconductor called a DMD (Digital 
Micromirror Device). The screen on a computer monitor 
is composed of thousands of pixels, or picture elements; 
each pixel has red, green, and blue subpixels that, when 
illuminated, form an image. Something similar occurs in 
a digital projector. The DMD is only about 1/2-inch wide 
and contains close to 1 million microscopic mirrors. Each 
mirror represents a pixel. As the DMD receives data that I 
tells it how bright each pixel should be, it switches the 
angle of each mirror. The DMD switches its mirrors 
thousands of times per second, directing each mirror to 
display the appropriate color and brightness. This would 
create a monochrome (black and white) image if it 
weren’t for a color filter. The color filter lies between the 
projector’s bulb and the DLP board and directs the cor- | 
rect combination of red, green, and blue light toward the ! 
DMD’s mirrors, adding color. 

FAQ ■ What are CRT and LCD projectors? 

CRT (cathode-ray tube) projectors are like old CRT pro¬ 
jection televisions because both use three colored light I 
beams (red, green, and blue) to form an on-screen image. j 


An LCD (liquid-crystal display) projector is similar to 
LCD monitors, which use transistors to charge (and light 
up) thousands of pixels. A small LCD screen lies inside 
an LCD projector and light passes through the LCD 
screen to project an image out, onto a screen. Because the 
light from an LCD projector passes through a screen, 
LCD projectors tend to be dimmer than DLP projectors. 
DLP projectors are the best-selling digital projectors today 
because of their brighter imaging and lower cost. 

p Jt ^ a What factors should I consider when buying 
■ a digital projector? 

Digital projectors have a pretty hefty price tag, with most 
falling in the $2,500 to $20,000 range. But with the in¬ 
creased popularity of digital projectors for use in confer¬ 
ence rooms and home theaters and the price of DLP 
components dropping fast, you can find a decent pro¬ 
jector today for about $3,000. Other things to look for 
are brightness, resolution, and manufacturer’s warranty. 

^ ■ How can you tell how bright a digital projec- 
■ tor's image will be? 

Image brightness depends on whether you’re using the 
projector in a brightly lit or dim room; brighter projectors 
work better in brighter settings. Manufacturers measure 
projector brightness in ANSI (American National Stan¬ 
dards Institute) lumens. Some projectors have only a few 
hundred lumens, while high-quality projectors have 
12,000 lumens or more. Less expensive projectors often 
have fewer than 2,000 lumens; if you want better perfor¬ 
mance, look for a projector with at least 3,000 lumens. 

FAQ ■ What is resolution? 

Resolution is the number of pixels a projector can display, 
measured in width by height. An SVGA (Super Video 
Graphics Array) resolution is 800 x 600, meaning it dis¬ 
plays 480,000 pixels. Other resolutions are XGA 
(Extended Graphics Array, 1,024 x 768), SXGA (Super 
XGA, 1,280 x 1,024), and UXGA (Ultra XGA, 1,600 x 
1,200). The higher the resolution, the sharper the image. 


106 May 2003 / www.smartcomputing.c 












Insults & Battery 


ACTION EDITOR 

Are you having trouble 
finding a product or 
getting adequate service 
from a manufacturer? If 
so, we want to help solve 
your problem. Send us 
a description of the 
product you’re seeking 
or the problem you're 
having with customer 
service. In billing dis¬ 
putes, include relevant 
information (such as ac¬ 
count numbers or screen 
names for online ser¬ 
vices) and photocopies 
of checks. Include your 
phone number in case 
we need to contact you. 

Letters may be edited for 
length and clarity; 
volume prohibits indi¬ 
vidual replies. 

Write to: 

Action Editor 
PO Box 85380 
Lincoln, NE 68501-5380 

Or send email to: 

actioneditor@smart 

computingcom 

Or fax us at: 

(402)479-2104 


I bought a Toshiba notebook PC in 
May 2001, and it worked problem- 
free for a few months. It wasn't long 
though, before I noticed that the bat¬ 
tery’s charge did not last very long. In fact, 
even when the computer’s power was off, the 
charge wouldn't last overnight. I took the com¬ 
puter to CompUSA for repair, but the company 
said due to a backlog of broken PCs, I’d have to 
wait 10 days to get my PC back. That option was 
problematic because this is my work computer. 
However, I backed up my hard drive and left the 
PC with CompUSA. The store sent the PC to 
Toshiba, which repaired and returned the PC 
to me four days later. I took the PC home and 
immediately experienced the same battery 
problem. A second trip to the factory and a new 
battery also failed to resolve the problem. Can 
you help me with this lemon PC? 

A.J. Marks 
Corpus Christi, Texas 

On Jan. 13,2003, we emailed John Kelly at 
Toshiba Corporate Relations and explained A.J.’s 
battery problem. Kelly said he'd immediately 
check into the problem and let us know what 
happened. A month later we received an email 
from Kelly, who explained that defective transis¬ 
tors were to blame for A.J.'s frustrations. Toshiba 
repaired the PC and in mid-February returned it 
to A.J., who is now happy with the computer. 


On Aug. 30,2002,1 ordered Norton Internet 
Security 2002 Professional Edition Upgrade and 
the Extended Download Service For Windows Me 
from Symantec's Web site. Four months later I am 
still trying to download the files! I have no idea 
how large the program is, but surely it can’t take 
months to download I have contacted Symantec 
via phone and email, but no one responds to my 
pleas for help. If you can help, please have 
Symantec send me a CD. I sorely need the virus 
upgrade to protect mefrom attacks on the Web. 


Jean Keefe 
Reston, Va. 


We emailed Symantec's Phil Weiler to see 
if he could straighten out the problem with 
Jean's software. Weiler immediately re¬ 
sponded to our message and promised to 
ask his colleagues in technical support about 
the problem Jean was having. Two weeks 
later, Jean received from Symantec a package 
with the program installation discs. After 
successfully installing the program, Jean was 
able to download virus updates from 
Symantec's Web site. 


I bought the MailStation (an Earthlink 
product) appliance from Office Max for my 
mother and father as a gift. I subsequently 
mailed the included $50 mail-in rebate form 
on July 1,2002 with all of the appropriate 
paperwork, but as of December I still had not 
received a rebate check. EarthLink sent me a 
letter on July 29,2002 stating that it had re¬ 
ceived my rebate form and other information, 
but because I had not signed up for an account 
with EarthLink, the company could not send 
the $50 rebate. I made it clear in the rebate 
paperwork that because the MailStation was a 
gift for my parents, the EarthLink accounts 
were actually in my parents' names. After three 
letters to EarthLink I've received no response. 
Can you help me with this problem? 

Lora Duvall 
Morristown, Tenn. 

We usually don’t investigate rebate prob¬ 
lems because it's quite common for appli¬ 
cants to experience long delays in the rebate 
process. Because EarthLink refused a valid 
rebate and did not respond to any of Lora’s 
letters, we decided to look into the matter. 
We emailed the company's public relations 
department on Dec. 18, 2002. Two weeks 
later we received a call from a company 
representative who apologized for the delay 
and promised to look into Lora’s predica¬ 
ment. Three weeks later, Lora emailed us to 
say she had received her $50 rebate. 
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Sounding Board 


"It isn't a question of'can't.' Programming 
has become increasingly sloppy over the 
years. The attitude has become 'We'll let 
someone else find the flaws, and then we'll 
fix them.' At least one company issues critical 
updates on a monthly basis. It's extremely 
difficult to believe the security flaws weren't 
known when the software was initially pub¬ 
lished. Software publishers need to take a 
step back and decide whether they want to 
be first with a new product or whether they want to publish the best 
product. Recently, they've been making the wrong decision." 

—Patricia Hill, president, Arizona Alliance of Computer Clubs 



Each month, we give voices in and around the computing world 
a chance to sound off on topics that matter to everyday users. 


"If you want safer software, you must first 
change the way it's written. We need to 
teach new developers to write secure code, 
to think of security implications as they 
write, and to always stay current on new 
threats. Through open, honest discussions 
about security issues, developers can learn 
from the mistakes of their peers. The open 
source software community provides just 
that—a sharing, collaborative, nurturing 
environment. One where developers learn to stop repeating mistakes 
of the past and start generating more secure products.” 

—Paul Cormier, executive vice president of engineering at Red Hat 




Security flaws in popular software are a growing concern for consumers. Why 
can’t developers and publishers create and market "safe” software? 


Q '"Safe' software is, of course, the Holy Grail. 

As developers, we are challenged by a 
myriad of obstacles. Everyone has a 
different computer configuration. Many 
legacy applications cause glitches that 
interfere with the operating system in a 
general sense. Add the fact that many 
programs have been developed with no 
concern for interoperability period, and 
there you have it—the witch’s brew!" 

—Bill Adler, president, CyberScrub LLCC 


"One of the major reasons for security flaws 
in software is the practice of developers 
reusing code which allows them to create 
new applications and updates more quickly. 
Users benefit from the shorter develop¬ 
ment cycles, which give them more choices, 
more often. However, this speed and ease 
come with a cost: If there is a security flaw 
in a reused code module, then that flaw will 
be replicated in every program that uses the code. As users, our 
best ongoing defense is always to apply patches and run pow¬ 
erful firewall and antivirus solutions." 




— Gregor Freund, CEO and co-founder, Zone Labs 


"They can do so easily, but 
after time, consumers have 
proven that they don't value 
security. They won’t pay 
extra for it; they'd rather 
have an application with 
more features, me 
glitz—not more security. 

They want easy to 
use, not hard to break into. 

Smart vendors build what the market 
wants to buy—the above is why Micro¬ 
soft's software has been so bad security- 
wise for years. Microsoft grew to be the 
biggest software vendor by giving the 
market what it wanted, and it didn't want 
secure software. Luckily, Nimda's impact or 
enterprise system began to change market ^ 
demand in 2001, and we now have Microsoft * 
raising the bar in enterprise software security. 

However, the consumer market hasn't changed as 
much. Gartner believes as broadband Internet con 
nections to the home increase, identity theft from 
home PCs will grow, leading to a mass attack that starts 
to drive the consumer market towards security 
2005 time frame." 

—John Pescatore, research director, 

Internet Security, Gartner 



"Software is a trade-off against time to market, features and 'security.' Inevitably, bugs will creep in and go 
undetected, especially when you're talking about millions and millions of lines of code. Unfortunately, 
some of these bugs may introduce security vulnerabilities, such as buffer overflows like the ones Code Red, 
Nimda, and Slammer recently exploited. Several companies have addressed this issue by using tools and 
implementing policies to clean up their code to greatly reduce or eliminate these vulnerabilities. In addi¬ 
tion, developers and publishers should look into new technologies, such as Web services, to 
update and modify their programs in real-time to make sure it is 'safe' to use.” 
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With hundreds of digital cameras to compare, you’ll definitely find one that clicks. 

If you’re into digital photos or video, finding the right camera is no longer a shot in the dark. That’s because PriceGrabber.com 
provides the fastest, most convenient way to locate and research the best products and prices online. Simply choose your criteria, 
click, and within moments you’re comparing cameras by brand, features, popularity and price. While you're at it, get the lowdown 
on products and merchants from buyers just like you. Bottom line? Whether you’re shopping for cameras, computers, TVs, or 
thousands of other popular items, PriceGrabber provides all the information you need to make the best buying decisions. 



PriceGrabber :om 

Comparison Shopping Beyond Comparer 


> Computers > Software > Electronics » Video Games > Movies > Music > Books > Toys > Office Products 
































